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Large-Scale Fault Isolation
Anoop Reddy, Deborah Estrin, and Ramesh Govindan

Abstract—Of the many distributed applications designed for the
Internet, the successful ones are those that have paid careful atten-
tion to scale and robustness. These applications share several de-
sign principles. In this paper, we illustrate the application of these
principles to common network monitoring tasks. Specifically, we
describe and evaluate 1) a robust distributed topology discovery
mechanism and 2) a mechanism for scalable fault isolation in mul-
ticast distribution trees. Our mechanisms reveal a different design
methodology for network monitoring—one that carefully trades
off monitoring fidelity (where necessary) for more graceful degra-
dation in the presence of different kinds of network dynamics.

Index Terms—Network fault diagnosis, network mapping, mul-
ticast.

I. INTRODUCTION

T RADITIONAL client–server applications still dominate
Internet traffic. Nowadays, however, we are witnessing

the emergence of truly distributed applications and services on
the Internet. Examples of such applications include Web docu-
ment caching hierarchies [2], audio and video multicast trans-
missions, and wide-area shared workspaces [18]. Network dy-
namics (transient congestion, route changes) significantly affect
the design and performance of these inherently multipoint ap-
plications. To these applications, network dynamics manifest
themselves asfaults—lost or delayed transmissions. An impor-
tant, but unexplored, research area is the design of a large-scale
infrastructure forisolatingsuch faults—locating the routers re-
sponsible for these faults.

Tomotivatetheneedfor large-scalefault isolation,wefirstcon-
sider a specific class of applications: those based on IP multicast
[14]. Multicast [14] is a network layer primitive for group com-
munication in the Internet. Today’s IP multicast service is imple-
mented by avirtual network, theMboneoverlaid on the Internet.
Multicast applications have now been in use for many years [41].
For example, real-time conferencing applications transmit pack-
etized audio and video from one or more senders to all receivers
ofamulticastgroup [40], [39], [55].Anotherclassofapplications
allowsagroupofconferenceparticipantsshared,dynamicallyan-
notatableviewsofdocumentsandtext [18], [22].Thecharacteris-
tics of individualsessionsof these applications may vary widely,
ranging from tens to thousands of participants.

Compared to a single session of a point-to-point application,
users in a multicast session are more likely to be collectively af-
fected by networkdynamics. In a best effort datagram network
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such as the Internet, two kinds of dynamics are visible to an ap-
plication:variation in packet delayandpacket loss.1 An infra-
structure that allows users or network administrators tolocate
the router that is responsible for a particular observed dynamic
can improve the manageability of today’s networks.

What are the causes of these dynamics? Increases in router
load can result in increased queuing; applications might
see varying packet delay [46]. Under transient congestion
situations, routers may drop packets, resulting in applica-
tion-perceived loss [30]. In extreme cases, underprovisioned
links and routers can result in sustained congestion. Path
changes between sender and receiver(s) constitute a second
class of causes. There are many reasons for such path changes:
router or link failure, router misconfiguration [33], routing
instability caused by incorrect implementation or unexpected
software interactions [38], and other kinds of routing patholo-
gies [45]. This list of causes is intended to be illustrative,
not exhaustive. In fact, enumerating all possible causes for a
perceived dynamic—such as packet loss—may be difficult.

These dynamics may affect different applications in different
ways. For example, the throughput achieved by long file trans-
fers may be affected very little by occasional packet loss. At the
other end of the spectrum, network dynamics can significantly
impact multicast-based audio and video conferencing applica-
tions. For example, several artifacts have been observed in audio
conferencingsessions:severalconsecutivesentencesutteredbya
participantare inaudible;someparticipants temporarily losecon-
nectivity with the rest of the group, usually caused by a routing
change; and there is asymmetric connectivity between partici-
pants, where one participant can hear another, but not vice versa.

Above, we listed several causes of network dynamics. We use
the termfault to refer to one instance of such a cause at a single
router; this router is said to represent thelocationof the fault.
Thus, one example of a fault is transient congestion at a router.
In this case, that router itself is said to constitute the fault’s lo-
cation. Another example is a route change to a particular desti-
nation. In this case, the router that originally triggered the route
change is said to represent the fault’s location.

Some faults may have distant causes. One example is router
failure caused by routing table overflow. The origin of the
overflow may have been a distant router incorrectly injecting
a large number of routes into the network. By our definition,
the location of the fault is the failed router, not the distant
router that caused the failure. In this situation, our techniques
help isolate the first-order cause of the application-perceived
dynamic. We expect that the original cause (the distant router)
can be isolated using other tools (e.g., postmortem analysis of

1Complete loss of connectivity can be described as infinite packet loss, or
infinite delay. Other network dynamics, such as packet duplication and packet
reordering, are also visible to applications. Investigating fault isolation mecha-
nisms for these is the subject of future work.
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the failed router, together with SNMP monitoring history of
routers in the vicinity).

A single fault may affect several application sessions. Thus,
transient congestion at a router may affect all application flows
passing through that router. Similarly, a route change can reroute
all application flows whose destinations match the route. Con-
versely, since the effect of a fault depends on the application,
a single fault may not affect any application flows at all. Thus,
a transient queue buildup at a router may not affect any appli-
cation flows at all if, for example, all flows correspond to file
transfer applications.

We have introduced the terms fault and fault isolation, and de-
fined these terms by example. The precise definition of a fault
depends on the class of applications for which a fault isolation
mechanism is designed. Section III defines faults a bit more
carefully for multicast applications.

Having defined faults, we definefault isolation to be the
process of inferring a fault’s location. The starting assumption
of this paper is that such fault isolation is a desirable capability
in large networks, especially for application sessions that span
a wide topological region. In practical terms, a fault isolation
infrastructure can help designers debug their applications, and
network administrators efficiently track customer complaints
about observed network pathologies.

One way to isolate faults is to probe the network after the
fault has been detected. For example, a multicast “traceroute”
[56] probe can elicit packet loss information on the path from a
sender to a receiver. This information can locate the router(s)
responsible for unusual packet loss. Such post-facto probing
may be insufficient for fault isolation; for example, the multi-
cast traceroute cannot deduce information about the origin of a
route change since it is equally affected by the change.

To overcome this limitation, a fault isolation system may col-
lect information from one or more nodes in the network, then
use thishistoryof collected information, together with reactive
probing, to isolate faults. This paper focuses on the design of
such a fault isolation infrastructure in large networks.

Commercial network monitoring systems fit the description
of the previous paragraph. For example, many existing commer-
cial network monitoring products [25], [23], [53], [4] centrally
collect information from standard (SNMP [42] MIB’s) or pro-
prietary (NetFlow [9]) interfaces. They then use this information
to detect router failures, congested links, and other anomalous
situations.

We believe that such systems may not be able to isolate
faults in, for example, an audio conferencing application. First,
monitoring routers may not be sufficient for correlating an
application-perceived behavior (e.g., packet delay variation)
with router activity (e.g., route change, or queue buildup). For
example, given that a route change has occurred at a router,
it may be impossible to infer the affected application flows.
This is because routers do not, for scaling reasons,2 maintain
per-flow state foreveryflow transiting the router. Furthermore,
network dynamics affect applications in different ways. Thus,
depending upon the application flows transiting a router, some

2Routers may maintainsomeper-flow state, e.g., space for policing misbe-
haved flows [17].

network dynamics at a router may not affect applications at
all. Second, systems that collect data in a central node cannot
obviously scale to the size of the Internet. Such systems may
be sufficient for a mid-sized ISP with a few hundred routers;
they are clearly insufficient for the larger Internet with several
hundreds of thousands of routers [21].

Even if we could scale to the size of the Internet by dis-
tributing the SNMP data collection—and we do not mean to
imply that this is the right design for fault isolation—the design
of such a distributed monitoring system is nontrivial. Why? An
implicit assumption we have made in the preceding sections is
that the software system used to locate the source of network
dynamics isin-band, i.e., it uses the self-same network to col-
lect information. From this assumption, it follows that the dis-
tributed monitoring systemitself is subject to the same network
dynamics. In some cases, however, especially in the current in-
stantiation of IP multicast (the Mbone), the multicast and unicast
infrastructures may not be congruent. In these situations, multi-
cast monitoring information may make use of “out-of-band” in-
formation provided by unicast. Our mechanisms do not leverage
this, because it is unclear whether this is an artifact of today’s
deployment methodology, or a longer term fact.

In this paper, we do not presume to design a large-scale fault
isolation infrastructure—this is, in many ways, the Holy Grail
of all of network management research. However,we have al-
ready pointed out two key problems in the design of such an
infrastructure: that it mustscaleto the size of the Internet, and
that it must be “robust” to network dynamics. Experience with
the design of Internet protocols and distributed multicast-based
applications has revealed a few related techniques [41] for ro-
bustness and scalability. We describe these techniques below.

1) Announce–Listen:In this robustnesstechnique, every
participant periodically announces a summary of its state in the
distributed computation [8]. This announcement is multicast to
all other participants; receivers update their state according to
these summaries. There is usually no other explicit handshake
between participants. This technique helps deal with group
dynamics as well as network dynamics.

2) Empirical Adaptation: This robustnesstechnique re-
quires applications to adapt their behavior to the perceived
state of the network. A good example is TCP’s send-window
adaptation to network congestion [30] based on lost packets.
A similar example may be found in the design of a protocol
called RLM for the transmission of layered video [40].

3) Shared Learning:See [40]. Related to both the above
techniques, thisscalingtechnique allows participants of a dis-
tributed computation to learn either about the state of the net-
work, or about some other aspect of the distributed application,
from other participants. A form of shared learning may be found
in some reliable multicast protocols (e.g., SRM [18]).

In this paper, we demonstrate the application of these princi-
ples to two network monitoring tasks:

1) the robust distributed collection of network maps; and
2) scalable monitoring of multicast distribution trees in

order to isolate certain types of faults.

The following sections describe these two applications in
greater detail.
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II. ROBUSTDISTRIBUTED MAPPING OFLARGE NETWORKS

A network map is an important component of any network
fault isolation system. By a network map, we mean a graph
whose nodes represent routers and whose links represent router
adjacencies. Many network monitoring systems providedanno-
tatedviews of network maps. In these views, individual routers
may be annotated with aggregate packet loss statistics, or outage
histories, average delays, and so on.

Network maps cannot directly be used to isolate applica-
tion-perceived faults—since routers maintain aggregate state,
knowing that a fault has occurred at a router does not enable
us to infer which applications might be affected by that fault.
Nevertheless, router-level maps play an important role in fault
isolation. They provide the user or network administrator with
a topologicalcontextfor the fault. By looking at a map, we
may be able to determine, for example, that a fault is located at
an egress router out of a cloud. Such information may make it
easier to understand why a fault has occurred (in this case, for
example, because the egress router is a potential bottleneck).

A. A Distributed Mapping Scheme

Some network monitoring systems [13] collect network maps
using SNMP. We use the termsurveyor3 to denote any soft-
ware entity that collects network maps. A surveyor could use
the OSPF MIB’s [15] neighbor table, or the RIP MIB [19] peer
table for discovering routers. Approaches such as those that use
a single surveyor do not scale beyond a few hundred routers.
Large networks exhibit significant dynamics such as network
partitions or host failures. Thus, network maps collected only
once and available from a single surveyor can be rendered in-
correct or unavailable during network dynamics.

We now describe how these drawbacks may be overcome
using a distributed mapping scheme. In our scheme, one or more
surveyors are deployed within the network. Each surveyor uses
a simple recursive neighbor discovery algorithm to discover the
portion of the network in its immediate vicinity. Surveyors then
coordinatewith each other to ensure that they do not redun-
dantly map sections of the network.

Before we describe how our distributed mapping scheme
works, we introduce some terminology and notation. Each
surveyor assigns to every router in the network adistance.
One metric, but by no means the only one, for distance is the
number of hops in the shortest path from the surveyor to that
router. A surveyor’srangeis the set of routers closer to it than
to any other surveyor. We denote surveyors by integer scripts
associated with . We say that a routerbelongsto a surveyor

if it is contained in ’s range.
The goal of our distributed mapping scheme is to ensure that

each surveyor maps that portion of the network that corresponds
to its range. At any instant during the execution of our distributed
mapping scheme, the map of the network is distributed between
different surveyors. Note that the definition of a surveyor’s range
is notstatic. For example, when one surveyor fails, the ranges of
neighboring surveyors might increase. Similarly, when the net-
workpartitions, a router that previouslybelonged toone surveyor
might now belong to an entirely different surveyor.

3Not to be confused with the Surveyor project [32].

Clearly, in order to compute its range, a surveyor must learn
about the routers discovered by other surveyors. We now out-
line thecoordination protocolthat enables robust, distributed,
range determination. For this protocol, surveyors use a single
well-known multicast group. At any point in its lifetime,
has discovered a certain section of the network topology within
its vicinity. The routers in this section constitute the surveyor’s
computed range. We denote ’s computed range by . When
surveyor starts up, it initializes to contain only one ele-
ment—itself. The surveyors protocol actions are outlined below.

1) With a frequency that is a function of the size of its com-
puted range, expandsits current computed range by a
small increment. To do this, it probes routers on its range
boundary to detect neighbors that are not in. incor-
porates these newly discovered routers into.

2) periodicallymulticastsits computed range on the coor-
dination channel. Along with its range, the surveyor also
advertises its distance to routers in its range.

3) When it hears a range advertised that intersects with
its own, excludes some of the common routers from its
own range. The extent of thisbackoffis a function of ’s
and ’s distances to routers in the overlapped region.

then advertises is adjusted range on the coordination
channel.

In item 1 above, multicasts its computed range periodi-
cally. Thus, every other surveyor learns the discovered neigh-
borhood of this surveyor. Using this information in item 3,
can independently determine whether a router within its own
computed range (if any) does not belong to its range:’s dis-
tance to such a router would be less than’s own distance to
that router. After some number of iterations, every’s com-
puted range converges to its range. This sequence of actions is
an application of theannounce–listentechnique.

However, the distributed computation itself does not con-
verge. In item 1 above, each surveyor periodically expands its
computed range. This is an example of theempirical adaptation
technique. Bycontinually attempting to expand its computed
range, each surveyor automatically adapts to the failure of other
surveyors, the partitioning of the network, etc. Illustrations
of how the protocol adapts to various network dynamics can
found in [49].

We now summarize several important properties of our dis-
tributed mapping scheme:

• In item 1 above, each surveyor expands with a frequency
that depends on the size of its computed range. In this
way, surveyors with larger ranges expand more slowly.
This makes intuitive sense—the load on a surveyor is a
function of the number of nodes in its range.

• Our distributed mapping scheme is highly robust to sur-
veyor failures and network partitions. In fact, as long as
one surveyor is active, a network map will eventually be
computed, albeit more slowly. If the coordination channel
is noisy, there may be some overlap between the computed
ranges of surveyors.

• Our scheme does not require coordinated surveyor place-
ment. Surveyors, regardless of their placement, eventually
rendezvous with each other on the coordination channel.
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However, nonoptimal surveyor placementscan result in
the unequal surveyor computed ranges, and longer con-
vergence after surveyor failures.

• The protocol has a singlemodeof operation. Network dy-
namics are not treated as a special phase of protocol oper-
ation. This feature simplifies the operation of the protocol.
Furthermore, network dynamics such as route changes
themselves do not require recomputation of the map, since
a router adjacency may continue to exist despite a route
change.

B. Distributed Mapping Design Issues

Recall that bothannounce–listenand empirical adaptation
are robustness techniques. What techniques might we use to
scale the protocol to larger networks? Some degree of scaling
in map collection is achieved by distributing the collection of
maps among many surveyors. However, our protocol still re-
quires each surveyor to periodically multicast its entire range
(part 2 of the protocol description). If this periodicity is fixed,
larger networks incur significant overhead. Instead, our pro-
tocoladaptsthe periodicity of surveyor multicasts to the size of
the network. This represents a tradeoff between protocol over-
head and convergence after failure. Two additional scaling tech-
niques are possible. First, each surveyor multicasts only the
boundaryof its current computed range. This can reduce the
overhead of range advertisements, but can impact the stability
of the protocol. Second, each surveyor need only advertise its
range to neighbors. This can be accomplished by scope limiting
the advertisements to reach only the neighbors. We are currently
working on these approaches.

Our distributed mapping scheme can form the basis of a large-
scale monitoring system. Each surveyor can continuously mon-
itor SNMP interfaces of routers within its computed range. With
this approach, each node is monitored by its nearest surveyor.
The design of protocols that access monitoring information [47]
from surveyors is beyond the scope of this paper. Clearly, this
approach may not be applicable to heterogeneous networks like
the Internet, where a surveyor within one administrative domain
might not be able to access SNMP MIB’s at routers in other do-
mains. However, we believe that our approach can be extended
to heterogeneous networks by allowing federations of surveyors
in one administrative domain to exchangefiltered information
about each others’ networks.

In our description so far, we have assumed that surveyors
can access SNMP interfaces in order to discover router
adjacencies. SNMP is not the only technique available for
determining router adjacencies. On the Mbone, for instance,
theDVMRP_ASK_NEIGHBORSIGMP [57] message might be
used for this.

C. Performance Evaluation and Implementation

We have simulated our distributed mapping scheme in
[1]. Fig. 1 describes the behavior of our algorithm on a ran-
domly generated 300-node transit-stub topology [58]. On this
topology, we randomly placed surveyors. For
each surveyor placement, we generated random surveyor fail-
ures with the time between one surveyor failure and the next
chosen uniformly from , for varying from 100 to

Fig. 1. Surveyor adaptation in a failing network. The graph plots the fraction
of simulation time a node was unmonitored versus the mean time to failure in a
random 300 node transit stub topology.

900 in steps of 100 units. The duration of each simulation was
1500 units. Thex axis on Fig. 1 plots the average interfailure
time ( ). The y axis shows the fraction of simulation time
during which a node did not belong to any surveyor’s range
(i.e., the node was “unmonitored”), averaged over all nodes. As
expected, even with only four surveyors and a surveyor failing
every 50 s, a node was unmonitored only 6% on average. Fur-
thermore, as the number of surveyors increased, or as the av-
erage interval between two surveyor failures increased, this frac-
tion reduced dramatically to less than 2%. Clearly, more exten-
sive simulations are necessary to understand the impact of sur-
veyor placements, the impact of packet losses, etc. At the very
least, however, these simulations validate our basic design and
illustrate some features of the algorithm.

We have currently implemented this distributed mapping
scheme for the Mbone. As described above, surveyors use the
DVMRP_ASK_NEIGHBORSto determine router adjacencies.
They then multicast their computed ranges on well-known
multicast groups. Our implementation has revealed several
interesting Mbone artifacts: routers which are revealed in
DVMRP_ASK_NEIGHBORSmessages but do not themselves
respond with such messages (presumably because there are no
routes to these messages), vendor specific anomalous responses
to these messages, etc. We are currently augmenting our
implementation with techniques that infer router adjacencies
from mtraceresponses.

III. SCALABLE FAULT ISOLATION FORMULTICAST SESSIONS

This section considers the problem of fault isolation in a mul-
ticast distribution tree. We first describe the problem at hand,
and consider alternative approaches. We then describe a novel
receiver-driven technique for scalably monitoring a multicast
distribution tree. This technique exhibits some interesting prop-
erties that enable rapid fault isolation.

A. Fault Isolation for Multicast Trees

In Section I we defined a networkfault to mean a perceived
increase in the delay of packet delivery, or the loss of a packet.
Usual causes for faults include router failure, route changes, or
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Fig. 2. An example multicast session. The effect of a router failure that results
in a path change is illustrated here.

transient congestion. In this section, we consider the problem of
fault isolation as applied to multicast distribution trees. Specif-
ically, we ask the question: Given that one or more receivers on
a multicast distribution tree perceive a fault, what mechanisms
might we use to rapidly deduce the location of that fault?

For concreteness, consider the following scenario (Fig. 2).
An audio or a video lecture is in progress, and receivers join
and leave this lecture session, perhaps during the lecture. As
we have described in Section I, routers inside the network con-
struct a distribution tree from the source of the lecture to all
the receivers. The tree itself is dynamic: it changes when routes
change, when routers fail, or when receivers join or leave. The
number of receivers is potentially large; it is not inconceivable
that a significant fraction of network users might concurrently
subscribe to the lecture.

Consider now the impact of a failed router. This router may
result in several observable artifacts at the affected receivers.
First, it may cause a burst of observable losses until the network
repairs the path between the source and the affected receivers
[Fig. 2(a)]. Second, packets may incur greater delay along the
new path than along the old—this may result in a one-time glitch
in the audio or video, especially if the delay disparity is large.
Finally, if the new path traverses a congested link, receivers may
observe sustained degradation in audio or video quality. Similar
artifacts may be observed when congestion occurs at a router;
these are particularly acute in today’s audio or video applica-
tions that do not adapt their transmission rates in response to
congestion [50].

This scenario and these artifacts motivate the need for a col-
lection of mechanisms that help users or network administra-
tors deduce the location of an application-perceived fault. Such
a capability is essential particularly when—as in the case of
our multicast lecture example—a single fault can affect a large
number of receivers. An explicit nongoal is the ability to unravel
the set of circumstances that caused a fault. For example, we
are not interested in identifying the exact flows that have con-
tributed to observed transient congestion at a router. We assume
that once a fault has been located, a network administrator can
use other methods (SNMP, system logs, etc.) for this purpose.

Before we discuss how to design fault isolation mechanisms,
we qualitatively describe some requirements of these mecha-
nisms.

• The mechanisms mustscaleto a very large number of re-
ceivers. In future networks, sessions with millions of re-
ceivers are quite likely. Today, the receivership of popular
televised events easily reaches that number. It follows that
the mechanisms must be designed for widely distributed
receivership.

• The mechanisms must berobust to receiver joins and
leaves. In particular, the joining or leaving of a receiver
must not render the fault isolation capability inoperable
at other receivers. Furthermore, when a network partition
results in some receivers being unreachable from the
source, the remaining receivers must still be able to
isolate faults.

• It is acceptable for the fault isolation mechanisms to lo-
calize a fault to within some topological neighborhood of
the actual fault location. We believe that a fault isolation
mechanism cannot simultaneously achieve perfectspatial
fidelity, scale, and robustness (Section V).

• It is acceptable for the mechanisms to altogether miss
extremely short-lived faults (a small number of packet
losses, for example). It is also acceptable for the mecha-
nisms to be unable to isolate faults long after they have oc-
curred. We believe that a fault isolation mechanism cannot
simultaneously achieve perfecttemporal fidelity, scale and
robustness (Section V).

In an earlier section we have argued that, by several measures,
SNMP-based monitoring of every router in the network is in-
sufficient for large-scale fault isolation. These arguments hold
for monitoring multicast distribution trees as well. One perti-
nent criticism against SNMP-based monitoring was that routers
lack the information necessary to identify application sessions
that might be affected by a fault. That is, collecting information
from insidethe network may not be sufficient for fault isolation.

In our approach, receivers at theedgeof the network periodi-
cally probe the path to the source. They maintain somehistoryof
the results of these probes. Once a fault is detected, one or more
affected receivers may use this history information to isolate the
fault. Before describing the probe history collection and fault
isolation mechanisms in detail, we first describe the probing
primitive that forms the basis for our fault isolation scheme.

B. The Multicast Traceroute

Multicast routers support a multicast traceroute [56] primi-
tive that is used for debugging Mbone connectivity problems.
Multicast traceroute is a bit more sophisticated than its unicast
counterpart. Using multicast traceroute, a receiver on a multi-
cast distribution tree may trace its current path to the source. In
its simplest form, this is initiated by the receiver host sending
an mtrace request message to its first hop router on the
multicast distribution tree (Fig. 3). That router performs two ac-
tions. First, it appends its own identity (i.e., its IP address) to the
request message. It also appends a count of the total number of
multicast packets received on this tree, and a count of the total
number of multicast packets forwarded down the tree. These
counts help determine how many packets were dropped by this
router. Second, the router forward the request to the previous
hop toward the source (the identity of the previous hop is de-
termined from routing tables). This router, and each successive
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Fig. 3. Multicast traceroute. The multicast traceroute query is propagated hop
by hop toward the source. Note that the “first hop router” in the figure is the last
router on path from the source to the receivers, and is the router seen at the first
hop of the mtrace query.

router, repeats these actions. Finally, the router attached to the
source returns anmtrace responseto the destination specified
in the mtrace query; this response message contains the infor-
mation accumulated at each hop to the receiver. In this way, the
receiver can determine both its path to the source, and the loss
rates on individual links in that path.

The multicast traceroute protocol can be extended tosub-
cast the mtrace response down one subtree of the distribution
tree. Such a feature could be achieved quite easily by extending
the semantics of the current multicast traceroute specification
[56]. Mtrace requests already have a hop-limit field; this field
is decremented at every router that the request traverses. The
router at which this field would be decremented to zero can send
the partial response to the request. An mtrace request can also
direct the corresponding response to be multicast to a particular
group. Subcast can be achieved by modifying the specification
to send the response to a hop-limited request only down the sub-
tree rooted at the node generating the request [Fig. 4].4

C. Session Watchers and Session Watcher Coordination

In this subsection, we show how the multicast traceroute can
be used to scalably monitor multicast distribution trees. The next
subsection describes how to use the collected information to
isolate faults.

1) A Naive Approach:There exists a naive technique for
monitoring multicast distribution trees that uses multicast
traceroute. Assume that there exists a software entity called a
session watcheron each LAN that contains at least one receiver.
Each session watcher periodically traces its path to the source
and maintains a history of these traces. Using this information
alone, a session watcher (denoted by, say) can identify the
link responsible for significant loss observed at the receiver.
Locating the router responsible for a route change is harder:

needs to query neighboring session watchers to determine

4The ability to subcast mtrace responses is distinct from the more general
capability of subcasting multicast packets [10]. This latter capability is not yet
available in routers in the Internet. Such a feature could also, of course, be used
to subcast mtrace responses.

Fig. 4. Mtrace features. This figure illustrates subcasting the mtrace responses
used in this paper to achieve scalable session watcher coordination.

if, before the route change, they happened to share a part of the
path of the source. If ’s path to the source was unchanged
after the route change, then the location of the fault must be
downstream of ancestor common to and . Otherwise,
the fault location must be upstream of this ancestor. can
localize the fault by this process of elimination.

Thisnaive technique has some interestingproperties. Other re-
ceivers are not affected by the failure of a session watcher. The
temporal fidelityof this technique isgovernedby therateatwhich
session watchers send mtrace requests; this technique will not be
able to isolate faults whose duration is less than the interval be-
tween mtrace requests. Furthermore, this technique scales better
to large groups than a centralizedcollectionof traceroutes (using,
for example, third-party multicast traceroutes).

Nevertheless, this technique still exhibits undesirable scaling
behavior. Closer to the root of the distribution tree, the over-
head of mtrace requests can be significant, particularly for very
large multicast groups. Furthermore, to isolate a routing change,
a session watcher may need to query potentially every other ses-
sion watcher in the group. We now describe a technique for col-
lecting multicast traceroute responses that overcomes some of
these deficiencies.

2) Session Watcher Coordination:Our technique leverages
the following observation. If the path from two session watchers
to the sourceoverlaps, it suffices for one of them to monitor the
overlapped segment of the path. Thus, one session watcher, say

, can monitor the entire path to the source. The other,
can terminate its multicast traceroute—using the hop-limit field
in the mtrace request (Subsection B)—at the common ancestor
between and (Fig. 5).

Of course, the previous paragraph omits several interesting
details. How does determine 1) that is tracing its path
all the way to the source, and 2) the identity of the common
ancestor? When starts up, it must trace its path once to the
source. Further, must subcast its mtrace response. Using this
response, can determine the answers to both these questions.
In our example, could (instead of ) have terminated its
mtrace request at the common ancestor, allowing the latter to
send a multicast traceroute to the source? In our scheme, we
use a simple metric (number of hops to the common ancestor)
to determine which of or traces all the way to the source.
Finally, what happens if fails? When fails to hear a
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Fig. 5. Common ancestor. The session watcherW only needs monitors up to
its common ancestor withW becauseW monitors the rest of its path to the
source.

small number of subcast mtrace responses from, it extends
its mtrace request all the way to the source. This is a conserva-
tive action. For example, may not have failed; rather, several
of ’s subcasts may have been dropped. In that case,’s ac-
tion only results in redundant monitoring; for a short time,
and ’s multicast traceroutes may overlap. Oncehears
subcasts again, itbacks offits mtrace requests to the common
ancestor again.

We have described our distribution tree monitoring technique
with respect to two receivers (or session watchers). As we show
in the next section, this technique generalizes to many receivers.
However, even with this description, we see that our technique
utilizes two of the design principles outlined earlier. The pe-
riodic subcasts of mtrace responses are a manifestation ofan-
nounce–listen. They serve to inform other session watchers of
the liveness of their originator. Furthermore, the subcasts also
promoteshared-learning. Using these, a session watcher can
determine the common ancestor at which it can terminate its
mtrace request.

Because of the ambiguity of interpretation to lack of feed-
back, our technique can cause a session watcher to adapt in-
appropriately. For example, a session watcher that fails to hear
subcasts from other session watchers (caused by loss at a con-
gested link) mayincreaseits hop-limit and thereby add traffic to
the congested link. There exist techniques, not described in this
paper, that ensure that on average at most one session watcher
responds inappropriately, thereby limiting the adverse effects of
incorrect adaptation.

3) Protocol Description: In the following paragraphs, we
describe our technique for monitoring multicast distribution
trees. We do this by describing the sequence of actions executed
at every session watcher . Before describing these actions,
we define some notation.

• The termcurrent hop limitdenotes the hop limit that
will use on its next mtrace request.

• sets a periodicprobe timer. The duration of this timer
is some fixed protocol constant. This timer defines the
periodicity of sending mtrace requests.

• maintains anancestor list. This list, sorted by the
number of hops to an ancestor, contains all ancestors that

shares with any other session watcher.
• also sets abackoff timer. The duration of this timer is

a small multiple of . As shown below, this timer is used
to recover from failures.

• Finally, also maintains ahistory bufferwhich is a time-
stamped list of mtrace responses it has seen.

Startup: Upon startup, initializes its current hop limit
to . It sets the ancestor list to NULL, and starts the probe timer.

Probe timer expiration:When a probe timer fires,
sends an mtrace request. The hop limit on this request is’s
current hop limit (an hop limit indicates that the request
reaches the source). also ensures that the response is
multicast to a well-known group address to which all session
watchers belong. In this manner, ’s mtrace request is subcast
from a router that is at a distance indicated by the current hop
limit.

Receiving own mtrace response:When receives a re-
sponse to an mtrace request that it originated, it stores the re-
sponse in its history buffer. If the current response has a dif-
ferent list of routers than the response elicited by’s previous
request, sets its current hop limit to and clears out its an-
cestor list.

Receiving another watcher’s response:When re-
ceives a response to an mtrace request sent by, then we
have the following.

1) tries to determine the ancestor that is common to
both and . It can determine this using the received
response and its history buffer. From this information,
can also determine its own distance (in terms of hops) to

(call this ) and ’s distance to (call this ).
2) If is not in the ancestor list, inserts and its

associated distances into the list.
3) sets its current hop limit to such that is the

nearest ancestor for which (ties are broken by
lower IP address). If there is no such ancestor, it sets its
current hop limit to .

4) If is the same as , starts a new backoff timer.

Intuitively, these steps allow to back off its mtrace re-
quests to the nearest ancestor to which some other watcher is
closer to than .

Backoff timer expiration:Suppose that, when the backoff
timer expires, is terminating its mtrace request at ancestor

. From Step 4 in the previous paragraph, clearly, the backoff
timer must have expired because successive subcasts from
were not received. In this case, deletes from the ancestor
list, then recomputes its current hop limit according to Step 3 in
the previous paragraph. Finally, restarts the backoff timer.

We have simulated this session watcher coordination protocol
in the network simulator . Reference [49] contains illustra-
tions of how the protocol adapts to multicast tree dynamics such
as receiver leaves, joins, route changes, as well as losses on the
tree.

4) Protocol Details: Our description of the session watcher
coordination protocol has omitted several details or otherwise
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simplified the description of the protocol. We briefly address
these here.

Every session watcher initially—and when a path change
happens—sends an mtrace request all the way to the source.
It does this in order to determine path overlap with other
watchers, whose mtrace responses it receives. This approach
clearly doesn’t scale to large groups. An alternative approach
would have the session watcher start with an initial hop
limit of 1. would slowly increase the hop-limit until its
current path fragment impinges on another session watcher’s
path.

The load on a router is proportional to the fanout of the multi-
cast tree at that router. Thus, if there aretree links incident on
a router, mtrace requests will terminate at that router. In
practice, we do not expect that processing these multicast tracer-
oute messages will add significantly to router overhead.

In steady state (i.e., in the absence of any route changes or
packet losses), any link in the multicast tree sees exactly one
mtrace request propagating toward the source. However, be-
cause mtrace responses are subcast, a single link may see several
mtrace responses. In particular, the number of mtrace responses
traversing any link on the multicast distribution tree is the sum
of the number of branches at each router on the path from that
link to the source. For a binary tree, this number is bounded by
the length of the path from the session watcher to the source.
More generally, however, this subcast overhead may represent
a scaling problem. We are investigating several approaches, one
of which is adaptively adjusting so that the long-term data-rate
attributable to responses remains constant or increases slowly.
Of course, this approach can result in reduced temporal fidelity
of fault isolation.

Our approach to fault isolation in multicast distribution trees
assumes a relatively simple network primitive—the multicast
traceroute. Unfortunately,mtracemay be administratively dis-
abled in some parts of the network. In these cases, the corre-
sponding receivers will clearly lack a fault isolation capability.
Alternate techniques, such as MINC (Section IV), might be ap-
plicable in such cases.

D. Fault Isolation Using Session Watchers

The previous section has described a technique for scalably
monitoring a multicast distribution tree. This technique has one
key property: at any instant, a session watcher knows all
other watchers whose paths to the source overlap with its own
(we use to denote this set). This property is very useful
for isolating a fault. We describe how a session watcher may
1) locate a congested link in its path to the source, and 2) may
approximately locate the origin of an observed route change.

To isolate a congested link, need only refer to its history
buffer. From the most recent mtrace responses received from
each session watcher in , can determine the mtrace re-
sponse that it would have received if it had sent an mtrace to the
source. This information suffices to pinpoint the bottleneck link
on the path from to the source. Thus, our session watcher
coordination protocol isolates bottleneck links without loss of
spatial fidelity.

Suppose notices a route change in an mtrace response.
Suppose further that is the value of before a route change.

Fig. 6. Responsiveness versus loss rate.

Then, we assert that the router that originated the route change
must lie between the lowest in the tree for which ’s path
to the source has not been affected by the route change, and the
first branch point in the tree on the path from to . (Recall
that is the common ancestor for and —here we refer
to the ancestor relationship before the route change.) Thus, in
order to isolate a route change, will need to query, in the
worst case, all the watchers in . This number is bounded by
the number of branch points on the path from to the source.
Furthermore, our tree monitoring scheme can only localize a
fault to between branch points in a multicast tree. There may
be many routers between two branch points. Thus, the spatial
fidelity of locating a route change depends upon the distribution
tree. However, at least knows the identities of these routers
and can use other techniques (e.g., SNMP) to more precisely
locate the fault.

E. Protocol Performance

We have simulated our multicast monitoring scheme also in
ns [1]. Fig. 1 described the behavior of our algorithm on a set of
randomly generated tree topologies. These tree topologies were
of size 60 nodes. Each node in the tree has an average fanout of
3. The generated trees had on an average 30 leaves (receivers).
On these trees we randomly selected the lossy links and varied
the percentage of losses. The duration of each simulation was
150 units.

Thexaxis on Fig. 6 plots the percentage of losses on the lossy
links. They axis shows the responsiveness which is the max-
imum time for which a node in the topology was unmonitored.
Responsiveness is measured in multiples of the inter probe pe-
riod. So, a responsiveness value of 3 means no node was un-
monitored for 3 consecutive probe intervals. We obtained three
different graphs by varying the number of lossy links in the
topology.

Responsiveness is at least 2 in the presence of losses. As ex-
pected, responsiveness increases with increase in loss percent-
ages as well as the number of lossy links in the topology. How-
ever, it is interesting to note that even when 30% of the links
are lossy, each having 30% losses, every node in the topology
is monitored at least once in six probe periods. We are currently
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working on more extensive simulations to evaluate the over-
head, adaptation, and accuracy of the monitoring scheme.

IV. RELATED WORK

Our distributed mapping scheme is an instance of a self-or-
ganizing distributed system. Early work in this area occurred in
the context of packet radio networks. In these networks, mobile
hosts collectively self-organize intoclustersand establish intra-
cluster topologies and transmission schedules [3], [12], [54].
Superficially, clusters are similar to ranges in our coverage pro-
tocol. As in our protocol, each station broadcasts the identities
of stations it has heard from so that disjoint clusters are appro-
priately formed. However, range self-configuration differs from
cluster formation in packet radio networks; range sizes change
in response to failed surveyors or network partitions.

More recent research has proposed self-configuring tech-
niques for 1) organizing application components into clusters
with the goal of localizing interactions [36], [6], or 2) forming
hierarchies of application components for scalable global
interactions [52], [7]. As such, these represent different uses of
some of the techniques described for robust self-configuration.

The literature on distributed architectures for configuration,
fault detection, performance evaluation, accounting, and secu-
rity management of networks is large [43], [16], [26], [44], [20],
[28]. Our work represents an early exploration in trying to apply
the robustness techniques to the problems that this research is at-
tempting to solve.

Several tools already exist for topology discovery in
campus-area networks. Some, such asFremont [11], use a
variety of sources of information (such as DNS, RIP, ARP, and
ICMP) to extract router adjacencies. Others, such astkined[29]
and InterMapper [13], rely on SNMP interfaces. These tools
can each be used to discover local topology in our surveyors
(Section II). Tools with a larger scope, likeMapNet[31], infer
approximate but highly granular interprovider connectivity
information from Internet backbone routing tables.

Commercially available network management systems
provide decentralized, but localized, monitoring capabilities. In
these systems, onemanagement agentoversees a set of LAN’s
or devices. These agents are in turn polled by a central man-
agement platform. These systems are used for fault diagnosis,
performance measurement, and traffic characterization. Exam-
ples of such systems include IBM’s System View/Netview [25],
HP’s Openview [23], SUN’s Solstice [53], and the Cabletron
Spectrum [4]. All these platforms use RMON, an SNMP
standard for the monitoring of segments such as Ethernet, token
ring networks, switches, or hubs. Our surveyor will use similar
techniques to gather strands from within their ranges.

Our approach to fault isolation using periodic end-to-end
probing draws inspiration from recent work on network per-
formance measurement. One approach,NIMI [27], proposes
to establish a distributed network measurement infrastructure.
Measurements are collected by probing paths between select
nodes in the network [45]. Another proposed approach uses
unicast probing and linear decomposition techniques to com-
pute the performance of network elements.

Of most relevance to our work on fault isolation is work that
infers bottleneck links and the multicast logical tree topology
by correlating packet losses observed at receivers. Such infer-
ence is either based on rigorous statistical techniques [5] or on
heuristics [48]. By correlating losspatternsat each receiver,
both approaches can determine which receiver (or sets of re-
ceivers) share a common ancestor, thus determining thelogical
tree topology. The same technique can be used to determine the
location of the bottleneck link in this logical topology. Unlike
our approach, these approaches do not rely on any diagnostic
functionality (such as mtrace). However, they require central-
ized correlation of receiver loss patterns.

Multicast traceroute has been used in protocols for reliable
multicast to determine tree topologies [34], [35]. In these
schemes, receivers use multicast traceroutes to discovers the
nearest peer on the other side of a bottleneck link.

The MHealth [37] tool is similar to our approach in that it
also uses multicast traceroute to monitor multicast groups. The
MHealth tool, however, operates from a single location and col-
lects real time protocol (RTP) [51] updates and also queries
paths between various receivers and sources of a multicast group
using multicast traceroute. Losses and tree topology thus dis-
covered are visually presented. The paper expresses concerns
about the scalability of this approach when multiple MHealth
tools are initiated to monitor the same session. This is because
of the uncontrolled multicast traceroute traffic that can be po-
tentially generated by the various MHealth tools monitoring the
same session.

Of relevance to our work are techniques for proactive fault
isolation. One such approach [24]learnsnormal behavior of the
network by developing estimates for router state, then detects
and flags deviations from these estimates. Such a system can
detect abnormal behavior before a fault actually occurs. Similar
learning techniques can be employed in our session watchers as
well.

V. CONCLUSION

In this paper, we have described two protocols that represent
a novel approach to designing tools for fault isolation. This ap-
proach emphasizes careful distribution of data collection for ro-
bustness and scale, with a possible reduction of monitoring fi-
delity. We believe these tradeoffs—having possibly slightly in-
complete maps under some pathological conditions, ignoring
very short-lived faults, or only localizing the fault to some small
topological neighborhood—are acceptable.

We are currently pursuing some future directions, especially
with respect to the multicast tree fault isolation work. First, our
distribution tree monitoring infrastructure can scale better by
sharing path information across sessions. For example, a ses-
sion watcher may not need to probe path segments of two dif-
ferent trees (corresponding to different sources of the same mul-
ticast group, or receivers on the same LAN belonging to dif-
ferent groups) if there is significant overlap on the path. Second,
our tree monitoring procedures may themselves be informed by
application traffic patterns. For example, rather than sending
mtrace requests periodically, session watchers may trigger an
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mtrace request after some number of observed losses in an audio
stream.
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