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Abstract

Hop-by-hop inter-domain routing protocols, such as border gateway protocol (BGP) and inter-domain routing
protocol (IDRP), use independent route selection to realize domains’ local policies. A domain chooses its routes based on
path attributes present in a route. It is widely believed that these inter-domain routing protocols always converge. We
show that there exist domain policies that cause BGP/IDRP to exhibit persistent oscillations. In these oscillations, each
domain repeatedly chooses a sequence of routes to a destination. Complex oscillation patterns can occur even in very
simple topologies. We analyze the conditions for persistent route oscillations in a simple class of inter-domain top-
ologies and policies. Using this analysis, we evaluate ways to prevent or avoid persistent oscillations in general
topologies. We conclude that if a hop-by-hop inter-domain routing protocol allows unconstrained route selection at
a domain, the protocol may be susceptible to route oscillations. Constraining route selection to a provably
“safe”” procedure (such as shortest path) can reduce the number of realizable policies. Alternatively, a routing policy

registry can help detect unsafe policies. © 2000 Elsevier Science B.V. All rights reserved.
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1. Introduction

Internet resources, such as hosts, routers and
transmission facilities, are partitioned into differ-
ent administrative domains. In general, domains
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fall into two categories: subscribers and providers.
A university campus network or a corporate in-
ternal network is an example of a subscriber do-
main. Provider domains facilitate data exchange
between subscriber domains. For economic rea-
sons, a provider domain may wish to allow only
certain classes of transit traffic to traverse its fa-
cilities. Similarly, a subscriber domain may prefer
to route its traffic through a designated provider
(e.g., a national backbone).

In a hop-by-hop routing infrastructure, such
policies can be realized by selective dissemination
of routing information. Both the border gateway
protocol version 4 (BGP [26], the widely de-
ployed Internet standard for inter-domain rout-
ing) and the inter-domain routing protocol
(IDRP [15]) provide this functionality. BGP and
IDRP are sometimes called path-vector protocols,
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after the routing loop suppression mechanism
they use.

BGP and IDRP also share another character-
istic — they both use a similar distributed routing
algorithm for hop-by-hop routing. We have coined
the phrase path-attribute-based, independent, route
selection (PAIRS) ' to describe this type of dis-
tributed route computation. A simplified descrip-
tion of PAIRS follows. Each domain receives one
or more routes from each of its neighbors. A route
indicates its sender’s reachability to an address
prefix (a network-layer address aggregate). Each
route also contains one or more path attributes.
For each received loop-free route to a given ad-
dress prefix, the domain first computes an integer
preference, then selects the route with the highest
preference. Route preference assignment reflects
domains’ policies. The preference function takes as
input a route’s path attributes. However, domains
can independently choose their preference functions.

It is widely believed that this distributed route
computation converges, regardless of the prefer-
ence functions at participating domains [23]. In
this paper, we demonstrate the contrary. Specifi-
cally, we show that there exist domain preference
functions for which PAIRS exhibits persistent
route oscillations, even in the absence of topology
changes. In these oscillations, each domain in a
cycle of domains repeatedly selects the same se-
quence of routes, never converging on a single
route. We construct a formalism that helps us
evaluate the different solutions to the route oscil-
lations problem. This problem is also discussed in
[30,31].

The rest of the paper is organized as follows. In
Section 2, we describe inter-domain topologies and

! Even though BGP and IDRP are path-vector protocols, the
routing behavior described in this paper is not caused by the
loop suppression mechanism they use. If a routing protocol
were to use a different loop suppression mechanism [8], but
allow independent route selection, it would also be susceptible
to the routing behavior we describe here. Moreover, this
routing behaviour is independent of the nature of the specific
attributes that could be carried in a route, and can occur even if
arbitrary information is included as a path attribute. To focus
on the independent route selection aspect of these protocols, we
classify them as PAIRS protocols.

preference functions for which PAIRS exhibits
persistent route oscillations. We show that these
oscillations may be attributed to route “feedback”,
caused by inter-dependent domain preference
functions. By appropriately configuring a public-
domain BGP implementation with such preference
functions, we have re-created these oscillations in
our laboratory testbed. However, despite the
widespread deployment of BGP in the Internet,
there is no anecdotal evidence of observed route
oscillations of the form discussed in this paper.
Existing provider policies are safe probably be-
cause the commercial Internet infrastructure is still
in its infancy — therefore, the range of policies
currently expressed is still limited. We think con-
ditions for route oscillations are more likely to
occur as the commercial Internet matures, and as
the Internet transitions to the more expressive
IDRP. It is important to understand the patho-
logical situations in any protocol, however rare
they may be, so as to be able to avoid these situ-
ations, and otherwise recognize and recover from
them even if they should occur [22].

In Section 3, we study these oscillations in a
restricted class of inter-domain topologies. For
these topologies, we describe a representation of
domain preference functions that we call return
graphs. Using this representation, we derive nec-
essary and sufficient conditions for the existence of
route oscillations in these topologies. Our deriva-
tion shows that these oscillations can happen in
relatively complex ways even in simple topologies.

The existence of route oscillations in inter-do-
main routing points to a routing protocol design
failure. In Section 4, we show that constraining
PAIRS to consider only a small “safe” subset of
path attributes can significantly reduce the number
of policies realizable in those protocols. Not sur-
prisingly, perhaps, realizing richer policies through
independent route selection can adversely affect
route convergence in PAIRS.

However, in the existing commercial Internet
infrastructure, mechanisms to realize policy
through independent route selection are already
widely deployed. In this situation, a combination
of the following two approaches can be adopted
(Section 5). The first approach analyzes domain
policies a priori to detect the likelihood of route
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oscillations; one or more domain policies can then
be modified to avoid oscillations. A routing policy
registry (such as the Internet Routing Registry
[3,4,1]) is useful for this. The second approach
introduces additional protocol mechanisms that
detect the existence of an oscillation, and modify
one or more domains’ policies to suppress the os-
cillation. Unsafe policies can then be realized using
explicit routes [9,11].

2. Examples and motivation

In this section, we show how persistent route
oscillations can result from PAIRS route compu-
tation. We first introduce a simple model of
PAIRS route computation at each participating
domain 2. In this paper, we assume that all ref-
erences to routes pertain to address prefix x, unless
otherwise stated. Domain % maintains the last
route advertisement to x heard from each of its
neighbors. & also maintains the last route r to x

(D)

®) @)

that it advertised. Suppose & hears a new route
advertisement for x from its neighbor. It assigns a
preference to this route and recomputes the most
preferred route to x. If this route is different from
r, 9 propagates this route. PAIRS route compu-
tation is said to converge if at some future point in
the computation, no further route advertisements
occur.

Even in a relatively small inter-domain topolo-
gy, PAIRS can exhibit persistent route oscillations
(i.e., non-convergence) for routes to x. Consider
three domains %,, Z,, and %, connected together
as shown in Fig. 1. Suppose that domain &, (re-
spectively &, and %) has a “direct” route # col-
ored “red” (respectively r, colored “green”, and ry,
colored “blue) to the destination. With the pref-
erence functions shown in Fig. 1, the PAIRS algo-
rithm exhibits persistent route oscillations (Fig. 1).
Intuitively, this is because the policies of the three
domains are not simultaneously satisfiable.

The preference functions of Fig. 1 are not
simply based on the identity of the domain that

| Tr Tg Tb
D, |r, 10 Ty
Dy|rr 19 Ty
Dy|rmp 19 T8

Domain Policies

D, | prefers “blue” over “red”
D, | prefers “red”
Dy

prefers “green” over “blue” over “red”

over “green” routes

over “green” over “blue” routes

routes

Fig. 1. Example of a cyclic domain policy that leads to non-convergence in PAIRS. In the first part of the figure (topology) each domain
is represented by a circle. The policies of each domain are shown in the third part of the figure. The second part of the figure is a
compact representation of the preference functions at all of the domains (Z;, %,, and %), and for all possible routes that can occur in
this topology. The entries in each column are the routes that a domain will select when it receives a route corresponding to that column.
Notice that the preference functions are inter-dependent: &,’s most preferred route is r,, &,’s most preferred route is , and Z;,’s most
preferred route is r,. Also, &, will never select r,, &, will never select r,, and &, will never select 7;.

Intuitively, we can see that there is no unique route assignment, such that each node is assigned a route that satisfies its local
policies. Therefore, if each of the domains has a route to destination x, then the selection and advertisement of its route to x by any
domain will lead to a conflict in another domain’s route; that other domain will then change its route, and advertise a new route. Hence
this set of nodes and routes will never converge on their routes to a destination x.

Later in this section, we will see that this topology can oscillate in a number of complex patterns.
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advertises a route; for instance, even though %,

hears green and blue routes from %y, it selects one

and not the other. ,’s preference functions ex-
press its policies regarding the routes it hears from

9, and Zy. It is not unusual for a provider to

specify such a policy in the existing Internet. We

think that inter-dependent policies similar to that
in Fig. 1 are not unlikely in the future Internet.

In Fig. 1, each domain alternates between two
routes — its own “direct” route and that of its anti-
clockwise neighbor. At some instant z, a domain
can have selected exactly one of these routes. The
selected route defines that domain’s route state (or
r-state) at t. If a domain is in an r-state r at ¢, it
must have last advertised ». When a domain re-
ceives a route advertisement, its r-state may
change. At different times, a domain can be in
different r-states. The r-states at a domain are de-
termined by its neighbors’ r-states, and its own
preference functions. For example, &, has exactly
two states: . and r,. &, never selects r,, since the
direct route r, is always available.

From Fig. 1, we can make the following ob-
servations:

1. These persistent route oscillations occur in the
absence of topology changes.

2. This topology oscillates regardless of route pro-
cessing times and route propagation delays at
the three domains.

3. The lack of a global metric in PAIRS causes
each domain to oscillate between loop-free
paths.

4. If packet forwarding is synchronized with route
exchange, packets could loop indefinitely.

5. Independent of the initial r-states of the do-
mains, PAIRS always exhibits persistent oscil-
lations in this topology.

6. The original hop-by-hop distance vector algo-
rithms of [17,27,29] are provably loop-free; lo-
cal policies that are configured at each
domain introduces the oscillations.

In the rest of the paper, we use a more exten-
sible notation to consider this problem in other
more general topologies. We rewrite the domains,
Dy, Do, and Dy, as Yy, 91, Z-, respectively; their
corresponding direct routes are then 7y, 7|, and r,.
The topology and the corresponding preference
functions are then shown in Fig. 2.

@ |7'o L T2

Dy|ro T0 T2
Di|rgo 1

@ By T

Fig. 2. Generalized description of Fig. 1.

There exist preference functions that cause
PAIRS to behave differently for different initial r-
states. Fig. 3 shows preference functions for a cycle
of four domains. PAIRS converges in this topol-
ogy for a particular assignment of initial states;
following convergence, each domain has a route
that is stable and non-oscillatory. With other ini-
tial r-states, the topology exhibits two different
kinds of oscillations. In one of them, %, repeatedly
selects ry and r,. In the other, &, repeatedly os-
cillates among ry, r, and r;. In this example,
PAIRS can exhibit a persistent route oscillation
despite the existence of a stable route assignment.

Notice that, in the above results, we make no
assertion about how the cycle of four domains ar-
rives at any particular initial r-state. We consider
protocol operation from an initial configuration in
which each domain in the cycle has selected a direct
route, either its own, or that of another in the cycle
that it acceptable to it given its policy configura-
tion. We then assert that, if the cycle is in that
particular initial configuration, then oscillation, if it
occurs, occurs independent of message propagation
delays and route computation speeds. However, it
may be the case that, for a cycle of domains to reach
that initial configuration may depend on initial
route selections at each domain, as well as route
computation and propagation delays. How a cycle
of domains could get to a particular initial r-state is
beyond the focus of our present work.

What causes the oscillations described in Figs. 2
and 3? In Fig. 2, observe that a domain’s r-state
can ‘“‘“feedback” into another, possibly different,
r-state. Informally, when &, advertises ry, 2,
transitions to r-state ry, as its preference function
dictates. Then, 2,’s advertisement of r, causes %,
to select and advertise r,. This advertisement
causes 9, to select r,. We say that r-state ry returns
to r; at 9. Intuitively, route oscillations happen in
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(a)
Dg D3 D2
D, Do D,
(b) (©)

To T1 T2 T3

Dy|rmg 10 T2 T3
Dy|ro 11 711 T3
Dy|rg T To T3
Dy |19 11 T2 T3

D3 D, D3

Do D, Do

(@)

Fig. 3. PAIRS behavior with four nodes. (a) Preference functions at four domains: Each domain has a direct route to x. (b) Initial r-
states for 9, to oscillate as (ro, 7, 7,): these initial r-states can be realized, for example, if Z,’s advertisement reaches 73, %, and 2,
before those domains have processed their direct route. (c) A possible stable assignment: if Z;’s advertisement for r; reaches all other
domains first, these r-states result. (d) Initial r-states for & to oscillate as (ry, 73, 72,73, r0): if 5 and 25 select their direct route, and the
advertisement for r; reaches %, and 2, these initial r-states are achieved.

Fig. 2 because there exists a cycle of returns at Z;:
r) returns to r,, and r, returns to ry. In Fig. 3, Z, has
two such cycles, in one of which r; returns to itself.

3. Characterizing route oscillations in simple top-
ologies

In this section, we attempt to analyze persistent
route oscillations in a particular class of inter-do-
main topologies. In these topologies, domain
preference functions can be represented as return
graphs, based on the notion of return states. We
derive necessary and sufficient conditions on re-
turn graphs for the existence of route oscillations
in these topologies. We will use these conditions on
return graphs to evaluate different mechanisms as
solutions to this problem in the following section
(Section 4).

Table 1 summarizes the various terms intro-
duced in this paper.

3.1. Assumptions and problem statement

Suppose that the three domains of Fig. 2 were
part of a larger inter-domain topology. Depending
on the policies of adjacent domains, the oscilla-
tions at these three domains could affect a number
of other domains, perhaps triggering other “sym-
pathetic” oscillations. Visualizing, and reasoning
about, these complex oscillation patterns in gen-
eral topologies is difficult.

For this reason, we consider a more restricted
class of topologies which exhibit route oscillations.
Informally, we believe that the kind of route
feedback described in the previous section cannot
happen in acyclic topologies. > So, we consider a
class of simple cyclic topologies, which we call D.

2 The one exception, that we are aware of, is the acyclic
topology of two nodes connected directly to each other. We can
model this as the two-node topology in D.
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Table 1
Glossary of terminology and notation
D A cyclic inter-domain topology in which no domain selects routes from its clockwise neighbor
9; A domain in D. Domains in D are numbered with integer subscripts. Z,.; is Z;’s clockwise neighbor
7 9,’s direct route. We assume that this route is always present as a fall-back route
pref; A function that takes two routes, and returns the route that has a higher preference at &;
r-state At any instant ¢, the route selected by a domain. At different instants, a domain can select different routes
R; The collection of possible r-states of Z;

return relation
return graph
relationships between those states

We say r, returns to r, at &, if when %, advertises r,, route feedback causes Z; to select r,
For each Z,, the directed graph whose nodes are the r-states in #; and whose arcs express the return

Gy The return graph at Z. G; is the return graph for any &, in D

return cycle

A cycle in a component of the return graph. Every component in D has exactly one cycle

4 A single cycle in Gy. %; denotes the return cycle isomorphic to % in G;

D contains n domains %,, %,...,%,_,1. Each do-
main &; peers With Z_1ymod » and D(i41ymod n (TE-
spectively notated 2,5, and Z,4,;). Without loss of
generality, assume %, 1s Z;’s clockwise neighbor.
Assume further that, each domain 2; has a direct
route r; that is always available as a fall-back.
Fig. 4 describes preference functions for a persis-
tent route oscillation in D. In this oscillation, each
domain repeatedly selects n — 1 r-states.

In this paper, we study those route oscillations
in D that occur in the absence of topology changes
and are independent of route computation times
and route processing speeds. We say a &; oscillates
if it repeatedly selects a sequence of r-states
Pas¥p, ..., 1. One of these r-states can be r;. The
other r-states must correspond to routes heard
from 9,01, Y41, or both. Here, we consider those
oscillations in which &;’s r-states correspond either
to r; or to routes heard from Z2,,,. That is, we

restrict the class of preference functions in D to

those in which a &; never selects a route from Z,.;.

Our analysis also applies to oscillations in which

9; selects either r; or routes from Z;;. Section 3.5

discusses the likelihood of oscillations in which

9;’s r-states include routes from both %,.; and

Diat-

With these assumptions, we attempt to answer
the following two questions:

e Among the class of preference functions we con-
sider, which ones can cause route oscillations in
D?

e For given preference functions in D, what are
the different ways (if any) in which D can oscil-
late?

One possible answer to these questions is sug-
gested by the following approach. If we represent
the current state of D by a vector of r-states, we
can represent the next state of D as a product of a

o S To TN To ... Tp—2 Tp-1
4 \
/ \ Dy To To T2 Tn-2 Tn-1
/
! D, To T1 T1 Tpn—2 Tn-1
! Dn— D, To T1 T2 Tp—2 Tn—1
\\\
A D.
) -t Dyoa| 10 11 T2 Tn—2 Tn-2
D, D Do Dpy|Thor 71 T2 Th-1 Thn-1

Fig. 4. A persistent route oscillation among n domains: each domain, with a direct route and the table of domain preference functions
are shown. Each domain prefers its anti-clockwise neighbor’s direct route more than its own. &, oscillates as (ro, 71,742, - . . , 72, 7o), if
some domain initially advertises its direct route.
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state transformation matrix and the current state
of D. This transformation matrix is determined by
the given preference functions. Conditions on the
eigenvalues of this matrix determine whether D
can oscillate or not [21]. In this paper, we describe
an alternative representation of D’s preference
functions, which we call a return graph. The choice
of this term was motivated by the roughly analo-
gous control-theoretic notion of a first return map
(sometimes also called a Poincaré map) [12].

3.2. Return graphs

In Section 2, we informally introduced the no-
tion of a domain’s r-state. At any instant ¢, the r-
state of a domain is the route it has selected. In D,
the r-states of &; can include r; and some other
domains’ direct routes heard from %,.;. A direct
route r; is an r-state of Z; if and only if, when Z;
advertises r;, all domains between &; and Z; (go-
ing clockwise in D, Z; inclusive), select that route.
Denote the preference function at &; by pref;;
prefi(rq, ry) is the more preferred of r, and r, at 2.
Formally, »; is an r-state of &, if and only if
prefi(ry,re)isrforallkinj& 1,...,ie 1,i Thus,
the set of possible r-states of &; (denoted by %;)
can be determined entirely from domain prefer-
ence functions.

In Section 2, we also introduced the returns
relation between two states. We said that, at &, r,

s D

D,

BN

D,

o] I [P

returns to r, if, when &; advertises r,, route feed-
back causes Z; to transition to r,. Equivalently,
the returns relation is can be defined in terms of
domain preference functions in D. Suppose that r,
and r, are two r-states at &;. Then, r, returns to r,
at 9, if and only if

ry = prefi(prefici(prefica(. .. (prefisi (ra; rist), - - -),
rieZ)vriel)ari)' (1)

That is, when Z; selectsr,, s selects prefiai(ra,
ria1),Pisn selects prefias (prefiet (Fa, Fiot )y Fisn), and
so on, exactly once around D.

Given the preference functions in D, we can
define at 9; a directed return graph G;, whose
nodes are the r-states in #;. G; has a directed arc
from r, to r, if and only if », returns to r,. Fig. 5
shows the return graph for the example in Fig. 3.
This collection of return graphs is an alternative
representation of the preference functions shown
in Fig. 3.

3.3. Properties of return graphs

We can make several general observations
about return graphs. Eq. (1) implies that each node
in a return graph has exactly one outgoing arc.
Such a directed graph has a well-defined structure;
it may be disconnected, and each connected com-
ponent generally contains one or more chains

[ [ ] [

Ds;

Do

(ol fr2] [

Fig. 5. Return graphs for the topology of Fig. 3(a). In this topology, the return graph corresponding to each domain is shown adjacent
to that domain. Each return graph has two components. One component is a cycle consisting of two nodes. The second component is a

cycle consisting of one node.
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“leading into” exactly one cycle. (For, if a con-
nected component contained two cycles, some
node in that component must have two outgoing
arcs.) A cycle in a return graph may have one or
more nodes (Fig. 5). A one-node cycle corresponds
to an r-state that returns to itself.

Cycles in a return graph G; have several inter-
esting properties:

1. Since every node in a return graph has exactly
one outgoing arc, a node in G; can be in at most
one cycle. Moreover, the directed path leading
out from any node in a return graph eventually
leads into a cycle.

2. A one-node cycle corresponds to a stable route
assignment. That is, if », returns to r, at &,
then the following is a stable route assignment
in D: r, at Z;, prefio1 (r,rie1) at D;e1, and so on.

3. From the previous property, it is trivially true
that for a one-node cycle in G, there exists a
“corresponding” one-node cycle in Gig. If
there exists a two-node cycle in G;, there exists
a “corresponding” two-node cycle in Gp;. To
see this, suppose that r, and r, constitute the
two-node cycle in G;. Clearly the states
prefiet(Fa;Tier) and prefis (ry, ric1) (say r. and
rq, respectively) must be in Z,5,. If r, returns
to r, in G, then r,. returns to r; in Gis. Con-
versely, if 7, returns to », in G;, then r; returns
to r. in Gjy. Finally, r. and r; cannot be
identical; if they were, r, and r, must also be
identical. Extending this argument, if there ex-
ists a k-node cycle in G;, there exists a k-node
cycle in every other domain’s return graph.
Since a node in G; can be in at most one cycle,
the cycles in other domains’ return graphs are
isomorphic to the cycles in G;.

From Property 3, cycles in G, are representative
of cycles in all G;.

In D, one of the r-states of every domain &; is
its direct route ;. This r-state must lead into some
cycle in G; (from Property 1). That cycle corre-
sponds to a cycle (call it ¥) in G,. We say that r;
can activate €. Thus, in Fig. 3(c), r3 can activate
the one-node cycle. Intuitively, if only &; were to
advertise r; initially, cycle ¥ would eventually be
realized. More than one direct route can activate
the same cycle. In Fig. 3(b), any one of rg, |, or r,
can activate the two-node cycle. The collection of

initially activated cycles defines the initial r-states
of domains in D.

3.4. Persistent route oscillations in D

In this section, we describe necessary and
sufficient conditions on cycles in G, for the exis-
tence of persistent route oscillations in D. Earlier,
we said Z; oscillates if it repeatedly visits the
same sequence of k r-states, for some k. We say
an oscillation exists in D if at least one domain in
D oscillates. In D, if 2; oscillates among k r-
states, then 2,1 must oscillate among at least k
r-states (any state transition in %; can only be
triggered by a state transition in ., since r; is
always available and, by our assumption, %,
never selects a route advertised by Z;4). Actu-
ally, 9,,; must oscillate among exactly k routes.
Otherwise, Z,o, and all other domains in D, in-
cluding %1 must oscillate among more than &
routes. This is a contradiction. We call the
smallest repeated sequence of r-states at &; its
period.

Intuitively, if Gy has a multi-node cycle %, D
can exhibit persistent route oscillations. This
happens if »; can activate ¥, and 2, initially
advertises r;. Thus, there exists an oscillation in
the topology of Fig. 2 if &, initially advertises
rp.

Less obviously, two (or more) one-node cycles
can also cause oscillations in D. For example,
Fig. 6 shows a topology in D. In this topology, G
has three one-node cycles. There exists an oscilla-
tion in this topology if &, and Z, initially adver-
tise ry and ry, respectively.

The following theorem (Theorem 1) formalizes
these two observations.

Theorem 1. D can exhibit persistent route oscilla-
tions if and only if either Gy has at least one k-node
cycle (k> 2), or Gy has more than one one-node
cycle.

Proof. We now sketch a proof for Theorem 1. The
proof sketch has two parts. In the first part, we
show that if G, has exactly one one-node cycle, D
cannot oscillate. In the second part, we show ini-
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()

| To T1 T2
Dy|rg 11 T2
Dy|ro 11 12
Dy |rg 11 T2

=D D D

T2 To To

(a) State 1

(b) State 2

To To T2

(c) State 3

Fig. 6. Multiple one-node cycles can cause an oscillation: The first part shows a three-domain topoly in D with the preference functions
at Z. It also shows Gy, with three one-node cycles. There exists an oscillation in this topology if at least two of these three cycles are
initially activated. Further, this figure shows the three states of the oscillation, when r, and r, are initially activated.

tial conditions for an oscillation in D if Gy has one
k-node cycle (k > 2), or Gy has more than one one-
node cycle.

1. Suppose Gy has exactly one one-node cycle.
Then, since the cycles in G, are representative of
cycles in other domains’ return graphs, all other G;
must have exactly one one-node cycle. Assume to
the contrary that D exhibits a persistent route os-
cillation. Suppose that &,’s period has two routes
r, and r, (the proof for the case when Z;’s period
has k routes is similar). Now, in G;, the directed
path out of r, must lead into a cycle (from Prop-
erty 1). The same is true for r,. Suppose r. con-
stitutes the one-node cycle in G;.

If r. is different from both r, and r;,, then when
9; advertises either r, or r,, it will eventually
attain r-state r,. But that is a contradiction, since
we assume that &; repeatedly selects only r, and
Ip.

If ». is 7, then advertisement of both », and 7,
by ; results in an eventual transition into r; (i.e.,
r, cannot recur in the sequence), a contradiction.

A similar contradiction occurs if r, is r,.

2. Suppose G, has one k-node cycle. Without
loss of generality, assume that r; can activate this
cycle. Then, a start state in which only 7, is initially
advertised will result in persistent route oscilla-
tions. A period of the oscillation at each &; con-
tains the r-states of the k-node cycle. This follows
from the definition of the returns relation. Suppose
Gy has two one-node cycles. Without loss of gen-
erality, assume that »; and r; can activate these two
cycles. An initial state in which only », and r;’s
advertisements initially traverse D will result in an
oscillation whose period contains the r-states in
their two one-node cycles. [

3.5. Discussion

In this section, we discuss the implications of
the conditions for the existence of an oscillation in
D. We also consider the effect of relaxing some of
our assumptions about the topology and the
preference functions.

Given a set of preference functions in D, we can
use Theorem 1 to determine the different ways in
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which domains in D can oscillate. The theorem
describes two ways: when either a single multi-
node cycle, or two one-node cycles are initially
activated. Oscillations with more complex periods
are possible. Suppose r, and r, activate two dif-
ferent cycles €, and . The period of the resulting
oscillation contains the r-states of €, and %,. The
oscillation of Fig. 3(d) is an example of this.
However, if r, and r, activate %, it is possible for
the period of the oscillation to contain two in-
stances of each r-state in €.

When two or more cycles are initially activated,
the order of the r-states in a period of the oscil-
lation depends on the routes used to activate the
cycles. Fig. 7 demonstrates this.

If Gy has one multi-node cycle, only one cycle
need be activated to cause route oscillations. If G,
has only multi-node cycles, it follows from Prop-
erty 1 above that any initial state leads to route
oscillations. This is the case with Fig. 2; there ex-
ists no stable route assignment in D. We call such
return graphs unsatisfiable. PAIRS admits prefer-
ence functions which can result in unsatisfiable
return graphs.

We considered a particular kind of oscillation,
one in which route advertisements “flow” clock-
wise around D. In D, can Z;’s r-states include
routes advertised both by %;; and Z,,? We have
not been able to construct examples of such os-

Ds Ds

D2 Do

o] 1]
Dy

cillations without assuming some temporal order-
ing on each domain’s route selection policies.
Intuitively, if a period of the oscillation at &; in-
cludes routes from both %, and %, then
varying route propagation delays can perturb the
order of r-states within a period of the oscillation.
For this reason, we believe that if D oscillates in-
dependent of route processing times and route
propagation delays, the oscillations must either be
clockwise or anti-clockwise.

We also believe that if a more general topology
oscillates independent of topology changes, there
must exist at least one cycle of domains that os-
cillates in a clockwise or anti-clockwise manner.
As we have said before, in a more general topol-
ogy, other domains may exhibit sympathetic
oscillations.

To analytically examine route oscillations, we
considered a constrained class of topologies. Are
return graphs applicable in more general top-
ologies? Obviously, our analysis applies to those
sub-graphs of the more general topologies that
satisfy the requirements for D. However, in D an r-
state r’s return state was uniquely defined. In a
general topology, more than one return state is
possible for a given r at &;. Whether it is possible
to derive conditions for the existence of an oscil-
lation in these more general return graphs is left
for future study.

To T1 T2 T3 T4 Ts
Dy | 10 To T3 T4 Ts
Dy|ro ™ Thm T4 Ts
Dy|rog 11 T2 T2 Ts
Dy |rg 11 T2 T3 T3
Dy|rg 11 T2 T3 T4
Ds s T2 T3 T4 Ts

[ 7 ]

Fig. 7. Different oscillation periods for different initial conditions. A six domain topology in D is shown. There are two two-node cycles
in Gy. If ry and ry are initially advertised, the resulting oscillation has the following period at %y: (ry, 3,4, rs). However, if ry and rs are
initially advertised, the resulting oscillation has the following period at Zq: (ro,rs,r4,73).
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4. Constraining PAIRS

In the previous section, we showed preference
functions for which PAIRS can exhibit persistent
route oscillations. We now consider constraining
PAIRS to allow preference functions expressed in
terms of a path attribute X. Such preference
functions are safe if they do not cause oscillations
in a general topology. We consider the question:
Do there exist safe preference functions on X?
If there exists an X such that preference functions
on X allow “interesting” policies, constraining
PAIRS to these preference functions is an accept-
able solution to the oscillation problem.

We believe that if preference functions on X are
safe in D, then they are safe in more general top-
ologies. Put differently, if preference functions
based on X can result in a cycle of oscillating do-
mains in a general topology, we can construct an
oscillation in D caused by preference functions
based on X. Intuitively, this construction simply
“extracts’ the cycle of domains and their prefer-
ence functions from the more general topology.

To show that preference functions based on X
are safe in D, it suffices to show that the equiva-
lent return graphs can contain exactly one one-
node cycle. As we have discussed earlier, routes in
BGP and IDRP carry a PATH attribute — this is a
sequence of domains that the route has traversed.
In this section, we consider two possible prefer-
ence functions based on the PATH attribute. We
show that if all domains are constrained to se-
lecting the shortest PATH route, oscillations can-
not happen in D. We also show that if domains
were allowed to independently select routes based
on the first element of the PATH only (next-hop),
multi-node cycles cannot form in a domain’s
return graph.

4.1. Shortest PATH

In Fig. 2, at least one domain’s r-states contains
a route with a PATH longer than its direct route.
Denote by /(ry) the PATH length of ry at Z,. If
each domain always selected its shortest path
route, then [(r;) +1<1(ric1), 1€, 1(r;) < (riz1).
Putting these inequalities together, we arrive at a
contradiction.

This observation motivates considering shortest
path route selection to realize safe policies. We can
show that this preference function is always safe in
D. If r; is &;’s shortest path route, then any route
that 2, selects and advertises will return to 7.
Therefore, there is only one one-node cycle at G,
and by extension, there is only one one-node cycle
in Gy. Therefore, D will not oscillate if every do-
main uses shortest path route selection. We believe
that shortest path route selection will not cause
oscillations in other more general topologies.

This is not a new result. We know from [17,29]
that a distance vector hop-by-hop algorithm aug-
mented with a loop suppression mechanism always
converges, i.e., never oscillates. This algorithm is
similar to a PAIRS algorithm constrained to only
select shortest PATH routes [8,27].

4.2. Next-hop

%2, in Fig. 2 advertises »; and r, to %,. By
looking at the entire PATH of those routes, %, only
selects 7, and not ry. If 9y’s preference functions
are based only on the first element of the PATH,
i.e., the next-hop, then %, cannot assign different
preferences to r; and r,.

This observation motivates considering next-
hop-based preference functions to realize safe
policies. However, domain preference functions in
Fig. 6 are based on next-hop; we have shown that
this topology is susceptible to a route oscillation
for certain initial r-states.

Next-hop-based functions cannot result in
multi-node cycles in D. Consider route preference
functions expressed only on the next-hop. Each &;
has two possible choices: it prefers no route ad-
vertised by Z,.;, or it prefers every route adver-
tised by Z,;. If any one %; always chooses 7;
regardless of any route advertised by its neighbor,
i.e., r; returns to r; in Gy, Gy contains exactly one
one-node cycle. If all domains &; prefer routes
advertised by their neighbors Z,-;, Gy has n one-
node cycles, one corresponding to each r;.

Next-hop-based preference functions have a
possible stable assignment in D. In Section 4.3, we
show how next-hop-based policies may be rela-
tively safely realized when used in conjunction
with other mechanisms.
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Existing Internet provider policies are largely
next-hop-based [3,4]. However, for next-hop-based
preference functions to cause oscillations, there
must exist a cycle of domains in which every &;
prefers 2o, over their fall-back route. The rela-
tively small likelihood of this configuration prob-
ably explains why route oscillations have not been
observed in the current Internet.

4.3. Discussion

Preference functions based on shortest PATH
and next-hop restrict the kinds of policies that can
be realized. A domain that has multiple routes to a
given destination can choose any of those routes in
PAIRS; but with shortest PATH route selection the
domain can only choose among those routes that
have the shortest path length. With next-hop-
based preference functions, a domain cannot ex-
press policies about providers that are not directly
adjacent; domains may desire such expressivity in
a commercial Internet.

Other preference functions on the PATH are
likely unsafe. All of our examples of topologies in
earlier sections can be created using arbitrary
preference functions on the PATH attribute. We
have also found that preference functions on most
other BGP and IDRP path attributes are unsafe
(e.g., DIST_LIST_INCL). We conclude that in
hop-by-hop inter-domain routing protocols, such
as BGP/IDRP, constraining PAIRS to preference
functions based on safe attributes allows only
relatively ““uninteresting” policies.

5. Other approaches

The previous section indicates that there do not
seem to exist path attributes that are simulta-
neously safe and interesting. To realize richer
policy through independent route selection, yet
avoid or minimize the impact of route oscillations,
two other approaches are possible:

1. Require domains to coordinate among them-
selves for specifying policy. This coordination
can allow interesting yet safe preference func-
tions to be realized.

2. Allow domains to independently specify their
policies, and deploy mechanisms to detect and
suppress oscillations.

5.1. Coordination

Given global knowledge of the policies for all
domains, it may be possible to analyze those pol-
icies for the likelihood of route oscillations. One or
more domains could then modify their policies
based on the results of this analysis.

One way of doing such an analysis may be to
extend the return graph representation to more
general topologies. We are considering this for
future study. An alternative approach might be
to simulate the effect of these policies off-line.
Such a simulation would capture those oscilla-
tions that occur independent of initial conditions,
e.g., Fig. 2. More extensive simulations might be
necessary to capture those oscillations that de-
pend on initial conditions, for example, the os-
cillations in Fig. 3.

For analysis to be possible, each domain’s
policy must be available to all other domains at all
times. One mechanism for making policies avail-
able is a route registry. Such a route registry cur-
rently exists in the Internet for inter-provider route
co-ordination [1,3,4]. This seems to be a reason-
able approach for safely realizing richer policies
through hop-by-hop inter-domain routing in the
Internet.

5.2. Detecting and suppressing oscillations

Global analysis detects the likelihood of oscil-
lations a priori. It may be acceptable to allow
domains to realize their policies independently and
suppress oscillations when they occur. In order to
suppress an oscillation in a cycle of domains, at
least one of the domains in that cycle must modify
its policies. In Fig. 2, if 2, modifies its preference
function to assign a higher preference value to r,
than r,, the oscillation will cease. This suggests the
following general rule: when a domain detects that
it is oscillating, it should assign the highest pref-
erence value to its fall-back route.

It is possible to conceive of a variety of
detection schemes that indicate the likelihood of
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oscillations. We describe two schemes that main-
tain some history of route transitions at a domain.
The first scheme maintains all the r-states seen at a
domain over some time period 7. If this history
contains a repeated sequence of routes and the
domain is in a cycle of oscillating domains, then
the rule described above will suppress the oscilla-
tion. To reliably detect oscillations, this scheme
will need to keep a significant amount of history.
Alternatively, a domain can maintain a time-
decayed count of the route advertisements seen
from each neighbor domain. If this “instabili-
ty” count exceeds an empirically derived thresh-
old, the domain may assume the likelihood of an
oscillation. This scheme is currently deployed in
the Internet [32] to suppress route advertisements
caused by frequent topology changes.

The above detection schemes can generate false
positives. In either scheme, the domain that
maintains the history may not contribute to the
oscillation, but may be sympathetically oscillating
with some other domain that does. Instability
counts cannot distinguish between oscillations
and route advertisements caused by frequent to-
pology changes. Therefore, it is desirable to apply
our general rule to modify policies only tempo-
rarily.

Instability-based suppression [32] modifies pol-
icies temporarily. The original policies are restored
after the instability count decays below another
empirically derived threshold. Depending on the
decay rate and the thresholds, this scheme may
suppress oscillations in cases where a stable route
assignment exists (for example, with next-hop-
based preference functions, Fig. 3(c)). For other
kinds of oscillations, such as in Fig. 2, domains do
not oscillate when modified policies are in effect;
but when the original policies are restored, they
oscillate briefly until the instability-based sup-
presion is re-established. This approach only re-
duces the impact of persistent route oscillations on
the routing infrastructure.

Finally, other detection schemes are also pos-
sible. For example, in Fig. 2, &, sees an oscillation
with period (ro, 7»). The transition from r, to ry is a
“negative transition” [24] because ry has a lower
preference than r, at 2y. 2,’s advertisement of ry
causes Z; to make a positive transition. A negative

transition followed by a positive transition could
be used to indicate the likelihood of an oscillation.

6. Related work

IGRP [13] is a hop-by-hop protocol in which
the metric is a weighted sum of a traffic sensitive
component, and a distance sensitive component.
Route oscillations can occur in IGRP [18]. When a
domain chooses a route with a lower traffic sensi-
tive component, and forwards traffic along that
route, that route’s metric increases. Intuitively, this
“traffic feedback” causes route oscillations in
IGRP.

The original ARPANET link state-based SPF
algorithms [16,19] used delay as a metric. Route
oscillations were observed on the ARPANET
when portions of the network were heavily con-
gested. These route oscillations are also due to
similar traffic feedback [5]. Several solutions to
delay-based oscillations have been proposed.
These solutions use approaches such as con-
straining route selection [16], coordination [33],
and explicit routing [6].

Path vector protocols were developed [27,28] to
suppress counting-to-infinity problems that occur
in distance vector algorithms. These protocols use
the shortest path route selection function and are
therefore not susceptible to oscillations. BGP [26]
and IDRP [15,23] add independent route selection
to path vector algorithms. In our paper, we have
shown that eliminating the monotonically in-
creasing metric can introduce route oscillations.

Link state protocols that use hop-by-hop for-
warding [14,20] and explicit route forwarding
mechanisms such as Viewservers [2], the unified
routing architecture [10], and map state-based
protocols, such as Nimrod [7], do not exhibit
persistent route oscillations. The suitability of
these protocols to routing in large Internets is
discussed in [22].

7. Conclusions and future work

We have shown that independent route se-
lection can result in persistent route oscillations
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in hop-by-hop inter-domain routing. We believe
that only shortest path route selection is prov-
ably safe. This significantly reduces the poli-
cies that can be realized using inter-domain
routing.

Given the existence of a widely deployed com-
mercial Internet infrastructure, a combination of
policy analysis, and instability-based route sup-
pression can be used to deal with route oscilla-
tions. The former can detect most route
oscillations caused by inter-dependent policies.
The latter mitigates the impact, on the infrastruc-
ture, of route oscillations not detected by analysis.
Explicit routing can then be used to realize desired
policies (i.e., make routes available) that hop by
hop routing cannot safely advertise. The explicit
routing component can then complement PAIRS-
based hop-by-hop routing.

Anecdotal evidence suggests that the addition
of configuration mechanisms affects protocol
correctness in subtle ways. The mechanisms alter
some of the original assumptions that were used
to prove the protocol correct. It then becomes
harder to detect the weaknesses in the protocol,
or once the weaknesses are identified, to evaluate
possible solutions. This paper has identified
problems introduced by local policy configuration
mechanisms in a distance vector algorithm. In a
different context, basic link state algorithms are
loop-free. Yet the addition of configuration
mechanisms to address scalability issues in link
state protocols introduces the likelihood of loops
in link state protocols [25]. We are extending the
systematic methods used in this paper to identify
weaknesses in other protocols, and methodologi-
cally evaluate possible solutions to those weak-
nesses.

Further research is necessary to develop tech-
niques to analytically determine the existence of
route oscillations in more general topologies. Fu-
ture work may also focus on simulation-based
methodologies to determine the existence of route
oscillations. Another promising area is the inves-
tigation of protocol mechanisms for detecting os-
cillations.
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