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Abstract—Scalable reliable multicast (SRM) is a framework for
reliable multicast delivery. In order to maximize the collaboration
among the group members in error recovery, both retransmission
requests and replies are multicast to the entire group. While SRM
effectively uses random timers to suppress duplicate requests and
replies, the global nature of the request and replies means that
every packet loss results in at least one request and reply message
sent to the entire group.

To further improve the scalability of SRM, one must localize
the scope of error recovery traffic. In this paper, we present
two approaches to local recovery: hop-based scope control and
use of local recovery groups. The first approach uses hop count
to limit the distribution of requests and replies whereas the
second approach confines error recovery traffic using separately
addressed local recovery groups. The local recovery groups and
hop count settings are automatically created and dynamically
adjusted based on observed loss patterns. We use simulation
experiments to examine the performance of both approaches.

Index Terms—Author: please supply index terms. E-mail:
keywords@ieee.org for information.

I. INTRODUCTION

SCALABLE reliable multicast (SRM) [1], [2] is a frame-
work for reliable multicast delivery; it guarantees data

delivery to all members in a multicast session [3]. The mech-
anisms needed to achieve this reliability can be decomposed
into two parts: session message exchange and receiver-initiated
error recovery. Members periodically exchange session mes-
sages to report current group state (e.g., the highest received
sequence number from each source, so that losses can be de-
tected) and to determine the propagation delays between each
pair of members.1 The error recovery mechanism is receiver-
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1Although the delay from a member and the delay to a member may be

different, SRM assumes the path between a pair of members are symmetric;
thus each member determines its one-way delay to another member by taking
half of its measured round-trip delay. This symmetry assumption should cause
no performance penalty even when the paths are asymmetric, because the
delay between members is mainly used to differentiate members in setting
their retransmission timers.

initiated and NAK-based [4]; receivers are responsible for
detecting data losses and requesting retransmissions. These
retransmission requests, and the resulting replies, are multi-
cast to the entire group. Members use propagation delays to
schedule their request and reply timers; each member detecting
a loss waits for a random time period before sending the
retransmission request, and similarly each member receiving a
retransmission request waits for a random time period before
sending the reply.2 When members receive a retransmission
request (or, respectively, a reply message) while waiting to
send one of their own, they cancel their scheduled trans-
mission. This enables SRM to suppress duplicate requests
and replies, and thus avoid the request and reply message
implosion problem [5].

However, each packet loss will result in at least one request
and one reply message being sent to the entire multicast
group. This limits the scalability of SRM as network and
group size increases [6], [7]. As suggested in [2], the premise
of this paper is that the error recovery mechanism should
isolate error recovery traffic to the required scope. In this
paper, we present two different mechanisms to localize the
scope of error recovery traffic. The hop-scoped error recovery
mechanism uses hop count to limit the distance that request
and reply messages can travel. In contrast, the group-scoped
error recovery mechanism confines the propagation of error
recovery traffic by distributing it to subsets of the group
using separate multicast addresses. Simulation results of these
mechanisms suggest that they both reduce error recovery traffic
without introducing significant overhead.3

Note that local recovery is a performance optimization,
thus the mechanisms do not have to achieve the optimal or
precise degree of locality; the more local the recovery, the less
recovery traffic overhead there is. In both mechanisms that we
propose here, a member may occasionally send its requests
and replies to an inappropriate scope. While such “mistakes”
have a slight impact on the performance of SRM (in terms of
the volume of error recovery traffic), they have no impact on
its correctness, since all data losses are eventually recovered.

The paper is organized as follows. Sections II and III
describe the hop-scoped error recovery and the group-scoped
error recovery mechanisms, respectively. Section IV presents
the simulation models and analyzes the simulation results, and

2SRM assumes most or all session members, not only the data source, save
all the application data. If some members do not save the data requested, they
simply do not participate in the error recovery process.

3The discussion of localizing session messages is outside the scope of this
paper. More information can be found in [8], [9].
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Section V reviews related work. We conclude in Section VI
with a short summary.

II. HOP-SCOPED ERROR RECOVERY

The simplest way to control the scope of requests and replies
is to limit the number of hops they travel.4 We wish to use
the minimum hop counts possible in requests and replies. To
minimize the hop limit for request messages, our design takes
the approach that a member’s request extends just far enough
to reach some other memberwho is closer to the source. If
the loss occurred between and then will be able to
retransmit the lost packet. If the loss occurred elsewhere so
that missed the packet as well, then we only need to make
sure that will send a request further up toward the source.
All that matters is that at least one request makes it across the
lossy link (i.e., link where the loss occurs), and it is likely that
this request comes from the closest member behind the lossy
link since each member’s request timer is set proportional to
the measured delay from the source.

In the original SRM design, a request is used to suppress
duplicate requests as well as to ask for repair. While limiting
the hop count of the request message limits the overhead
it generates, it also diminishes its ability to suppress other
members from sending the same requests. Fortunately, the
request hop count in our mechanism, generally speaking, is
relatively small compared to the distance (in terms of the
number of hops) to the source. Thus, the request overhead
per loss is acceptable even though multiple requests for
retransmitting the same data are generated. Moreover, because
request timers are based on the propagation delay from the
source, a member far behind the lossy link may receive a
reply before sending its own request.

While we greatly limit the scope of requests, we require
that a reply have sufficient scope to reach all members who
share the same loss. Since a replier does not know where a
packet is dropped, it is difficult for the replier to decide how far
the retransmission must go. However, if a requester assumes
it is immediately behind the lossy link, it can determine (as
we show below) an upper bound on the hop count needed
to reach all other members behind the lossy link. The upper
bound is called theproxy hop countbecause the requester acts
as request proxy for members who share the same loss. When
a replier receives a request from a requesterhops away, and
the proxy hop count of the requester is then the replier’s
reply hop count, is given by . Note that the
reply hop count is an upper bound and the reply may reach
members who do not share the loss.

Our hop-scoped error recovery requires a member to mea-
sure its distances, in terms of the number of hops, to all the
other members in the same session. The distance is measured
by exchanging session messages. Since session messages are
periodic, the measurement is also periodically refreshed. We
will discuss the algorithm to determine the request and proxy

4In [2], a two-step reply-relying hop-scoped error recovery mechanism is
suggested, but without a specific method to measure the request and reply hop
counts. Our proposed mechanism can also be used to measure the request and
reply hop counts in [2].

Fig. 1. Multicasting requests with a limited hop count reduce the effective-
ness of request suppression. (Scenario in the string topology).

Fig. 2. Multicasting requests with a limited hop count reduce the effective-
ness of request suppression. (Scenario in the star topology).

hop counts in Sections II-A and II-B. The detailed mechanism
is described in Section II-C.

A. Request Hop Count

Each requester simply sets its request hop count large
enough to reach at least one member that is closer to the
source. This member does not necessarily share the same data
delivery path with the requester; all that matters is that the
upstream member is closer to the source than the requester.
Hence, the hop count to reach an upstream member for a
member regarding a source in a session can be
set to

where is the distance, in terms of the number of hops,
from to .

Because a limited hop count reduces the effectiveness of
request suppression, multiple requests regarding the same loss
may be generated. In particular, two scenarios illustrated in
Figs. 1 and 2 are known to cause duplicate requests. In Fig. 1,
the hop count to an immediate upstream member is smaller
than the hop count to an immediate downstream member.
Therefore, requests sent by upstream members cannot reach
their downstream members to suppress them from sending out
the same requests. In the worst case, the request overhead
within the loss region can be two requests per link, one
traveling upstream and the other downward. We consider such
overhead acceptable.

The scenario illustrated in Fig. 2 can cause much higher
request overhead. All the requesters in Fig. 2 chooseas the
replier. They multicast their requests with a hop count value
that is big enough to reach but not big enough to reach
one another for duplicate suppression. In the worst case, the
number of requests per loss within the loss region is equal to
the number of requesters. Therefore, to minimize the number
of duplicate requests, requesters have to set their request hop
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counts large enough not only to reach the replier but also to
reach one another for suppression.5

The characteristic of this scenario in Fig. 2 is that multiple
requesters do not choose one another as repliers for retrans-
mission. For example, both and request who is closer
to the source than and . Because the replier selection is
autonomous and independent, in general a member will not
know the selection of other members. However, two members

and are very likely to be in the scenario described in Fig. 2
if they fall within the following three conditions:

1) requests someone closer to the source than;
2) requests someone closer to the source than;
3) their request scopes overlap with each other.

To check conditions 1 and 2, a memberneeds to calculate
the distance from sourceto its intended replier (denoted by

If then concludes that it does not request
member for retransmission. Similarly, if then
concludes that it is not the intended replier for member.
For condition 3, concludes that their request scopes overlap
if . Therefore, member can
compute the required hop count to suppress other requests
as

The request hop count of regarding source (denoted by
is the maximum of and i.e.,

The request hop count is calculated on a per-source basis
under the assumption that source-specific multicast distribution
trees are used. Issues related to the use of other types of
multicast trees are left for future study.

B. Proxy Hop Count

A requester sets its proxy hop count so as to reach other
members that share the same loss. Since a requester has no
knowledge of the underlying network topology, it can only
estimate an upper bound of its proxy hop count.

A requester only has to consider members farther away
from the source than itself in determining its proxy hop count.
There are four kinds of relationships between a requester and
a member farther from the source. They are demonstrated in
Fig. 3 by member pairs and .

1) and have an upstream–downstream relationship. That
is, the path from to is a subset of the path from
to . In this case, most likely shares losses with. An
upstream member should be proxy for its downstream
members to request retransmission. Ifis downstream

5Sally Floyd helped identify this pathological case in an earlier version of
this paper.

Fig. 3. Request and reply hop counts. Thick lines represent data delivery
path, and circles represent the regions of request and reply scopes.

of then is equal to . However, because a
member may be one hop away from its first-hop router,

may be two hops greater than . We refer
to the downstream distance of regarding a source
as

2) and are siblings (one’s path fromis not a subset of
the other) and requests for repair. In other words,
is closer to source than and is within the radius of

’s request hop count (To be more specific,is within
the radius of .) Therefore, has to be proxy for
as well as ’s downstream members. We refer to this
distance as

3) and are also siblings and is within the radius of
’s request hop count although is not ’s

intended replier has to be proxy for
and ’s downstream members because’s requests may
be suppressed by We refer to this distance as .
Since ’s requests are suppressed by does not have
to consider in computing

4) and are also siblings but they are not within the
request hop counts of each other, i.e.,does not ask

for repair and its requests are not suppressed by.
Therefore, sends its own requests anddoes not
need to proxy for .

The proxy hop count is calculated on a per-source basis. A
requester can determine its proxy hop count regarding source

by taking the maximum of its and from
all members from which it hears session messages

A replier determines its reply hop count triggered by an
incoming request from regarding a loss from as
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C. Mechanism Description and Discussion

Members exchange session messages to measure the dis-
tance, in terms of the number of hops, from and to other
members. Additional information is carried in each session
message. In particular, memberincludes and

for each source and for each member
in its session messages. The distance between each pair of

members is used to compute the request and proxy hop counts.
The computation of request and proxy hop counts is per-

formed iteratively. A member recomputes its request and proxy
hop counts when a new session message is received. It takes
as few as two session cycles6 for a member to compute its
request hop count. The computation of the proxy hop count
takes several session cycles to converge because it depends
on results from other members ( to be specific). In order
to capture session dynamics, the computation of request and
proxy hop counts is timestamped and aged, so obsolete results
will be timed out.

When a packet loss is detected, a requester multicasts a
request within the radius of its request hop count. The request
message carries distance from the source to the intended replier

and the proxy hop count. is used to determine request
suppression. A member suppresses its scheduled request if the
received request is intended to reach someone closer to the
source. Otherwise, the scheduled request should be sent. The
replier uses the proxy hop count to determine the reply hop
count. Normally, at least one request from members behind
the lossy link reaches a member with the requested data and
triggers a reply. However, if no reply is received due to packet
loss or underestimated request hop count, the requester sends
a second request globally, and the corresponding reply will be
sent globally as well.

A different approach to reply scope control would be that,
when a replier responds to a request, it multicasts its reply with
a hop count where is the distance to the original requester.
After receiving the reply, the original requester relays the reply
to other members downstream within the radius of its proxy
hop count [2]. However, this two-step reply-relaying scheme
introduces additional delay in reply propagation, which may
cause additional duplicate requests being sent. Furthermore,
the scopes of the first reply and the relayed reply overlap,
thus members within the overlapped area receive duplicate
replies. Since the distance between a replier and a requester

is relatively small in the average case, multicasting a reply
with a hop count of should not introduce significantly
more overhead in terms of network bandwidth. Therefore, in
our hop-scoped error recovery, a replier uses for its
reply hop count. If multiple requests are received, the replier
takes the maximum value received in its calculation.

One question regarding the hop-scoped error recovery
mechanism is that the hop-scoped packets may prevent
multicast pruning in dense-mode multicast routing protocols,
such as DVMRP [10], [11] and PIM-DM [12], [13]. As a
result, hop-scoped multicast packets become locally broadcast,

6A session cycle time is the period between two consecutive session
messages sent by a member. Since all members send their session messages at
the same rate, a member should receive a session message from each member
during a session cycle time.

Fig. 4. Membership of local recovery groups are either perfectly nested or
totally disjointed.

i.e., they reach all the routers within the hop limit including
those that are not on the multicast routing tree. However,
in SRM, because each member periodically multicasts global
session messages, those session messages causes branches that
reach no members to be pruned off. Therefore, hop-scoped
request and reply traffic is contained within the multicast tree.

Ideally, a request should reach a few neighbors who have
the requested data, and a reply should reach only those
members who lost the same packet. However, because hop-
scoped multicast traffic radiates in all directions, the bandwidth
overhead can be significant in some cases, especially in case
of the reply traffic. For example, the reply from memberin
Fig. 3 propagates upstream as well as downstream to recover
a loss. In Section III, we consider the use of separate multicast
groups to more precisely control the scope of error recovery
traffic.

III. GROUP-SCOPED ERROR RECOVERY

A local recovery groupconsists of a set of members who
share common data losses to at least some degree. Members
share the same losses because they share one or more lossy
links along the data delivery path from a source. Because
we assume source-specific multicast distribution trees, the
creation of local groups is on a per-source basis. However, our
mechanism does not limit members to a single local group per
source. Multiple local groups can be associated with a source
where each group is responsible for error recovery for one or
more lossy links. For a specific source, the relationship among
these lossy links is either ancestor-descendant or siblings, so
that these local recovery groups are either perfectly nested or
totally disjointed, as shown in Fig. 4.

Our group-scoped error recovery follows a basic SRM
design principle of each member being an autonomous entity.
That is, each member makes its own decisions on whether to
join or leave a local group. There is no centralized coordina-
tion among members. Members use theerror fingerprints to
measure the degree of loss sharing with a local group. An error
fingerprint is the sequence of numbers of the lastlosses in
a local group. For example, a membershares 50% losses
with a local group if lost more than half of the packets
specified in ’s error fingerprint.

At the beginning of a session, data losses are recovered
globally. A member who suffers noticeable data losses from a
source proposes the creation of a local recovery group in its
retransmission request (sent globally), together with its error
fingerprint. The creation of the local group is granted by a
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replier in its reply.7 Since the reply is sent globally, other
members who have a matching error fingerprint join the local
group when they receive the reply. These members are called
the regular members, or simply members, of the group and
their subsequent requests are sent to the local group. Other
members selectively join a local group to help error recovery.
They are calledhelpersof the group. When a helper receives
a request from a member of a local group, the helper sends
its reply to that same local group.

A regular member in a local group measures the extent to
which it shares losses with that group. It stays in the group
if the degree of loss sharing is high, otherwise it leaves the
group. If a regular member has joined multiple nested groups,
it always sends retransmission requests to the innermost group
first. In cases in which the loss actually occurred in an
outer group, another member who sees the outer group as its
innermost group should have detected the loss and requested
retransmission.

Our group-scoped error recovery follows the “soft-state”
approach. Membership solicitation and loss-sharing measure-
ment are periodically refreshed to capture session dynamics.
The mechanism is described in detail in the following sections.
In particular, we discuss the criteria for proposing, granting,
joining, and leaving local groups.

A. Proposing and Granting a Local Group

A member proposes a local group if its error rate exceeds
where . In the extreme case, we can choose

to encourage all error recovery to be handled by local
groups. If a member decides to propose a local group, it waits
a period of time before proposing in order to learn of existing
local groups. If there is an existing local group, the member
joins the existing local group instead of proposing a new one.
We discuss the joining process in more detail in Section III-E.
The waiting period can be measured in terms of time, number
of losses, or number of received data packets. A longer waiting
period increases the chance for a member to discover existing
local groups, thus reducing the overhead of unnecessary group
creation. On the other hand, if the waiting period is short, a
new group can be created quickly and the overhead of the
global error recovery is reduced, at the expense of group
creation overhead. Since an error fingerprint is required for
proposing a local group, the waiting period before a member
proposing a group has to be long enough to coverlosses.

A member proposes a new local group in its request message
by including the proposed multicast address and the error
fingerprint. Since the proposed local group is not yet created,
the member uses the sequence numbers of its own losses as the
initial group error fingerprint. The request proposing a local
group is multicast globally to suppress other group proposals.
If a member has joined any local group, it is not allowed to
propose additional local groups. However, it may join other
groups as appropriate.

A replier grants the creation of a new local group in
its reply. The reply message includes the address and the

7A similar approach was proposed in [14], [15] to solve the implosion of
multicast congestion feedback.

(a) (b) (c) (d)

Fig. 5. Evolution of misplaced nested local groups.

error fingerprint of the granted local group. This message is
multicast globally to solicit members who share the same
losses. Furthermore, the replier joins the local group as a
helper, which assures that there is at least one helper in the
new group.

B. Joining a Local Group as a Regular Member

A member joins a local group if it shares more thanof
the losses with the group, where . When a
reply granting a new local group is received, a member joins
the group if the similarity of its own losses and the error
fingerprint of the granted group exceeds.

If a member joins multiple local groups, these groups must
be nested. That is, the membership of an inner group is a subset
of the membership of an outer group. It is important that all
members maintain a consistent view of group order so they can
exercise these nested groups in the same fashion and produce
correct loss-sharing measurement. The group order is also used
in error recovery process since a member always sends its
requests to its innermost local group first. One simple way to
determine the order of a local group is by the sequence number
of the reply granting the local group. The sequence number
of the reply granting a local group is called theorder number
of the local group. To be precise, an order number consists of
the sequence number of the reply in the high-order portion and
the local group address in the low-order portion. We assume
a local group address is unique within a session. If multiple
local groups are created with the same sequence number, their
order numbers are still unique. Generally speaking, a local
group granted later has a larger group order number and a
larger scope. Note that the original session group is always
the outermost group even though it does not have an order
number.

The order of nested groups may not reflect their physical
scopes at a particular point of time, a transient phenomenon
that will be fixed after the requests and replies disseminate
completely. For example, in Fig. 5, a new membermay
propose a new group before learning of the existing local
groups, [Fig. 5(a) and (b)]. will be solicited to join
later and then it will use as the innermost local group
[Fig. 5(c)]. At this point, the physical scope of is larger
than that of . Eventually, will be timed out and disappear
[Fig. 5(d)]. The group timeout scheme is discussed in Section
III-D and the membership solicitation scheme is discussed in
Section III-E.

The threshold defines the tradeoffs between the number
of nested local groups and the error recovery performance.
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For large value, more nested local groups are created, and
each group has a higher loss-sharing ratio and achieves greater
efficiency for retransmission. As a result, the group mainte-
nance overhead is higher and the error recovery performance
is better. On the other hand, for small fewer nested local
groups are maintained but the loss-sharing ratio in each local
group is also lower. In the extreme case, if we choose
there is only one local group in the session to recover all
losses; if we choose the number of local groups
is equal to the number of lossy links and each group recovers
losses over each lossy link.

C. Error Recovery in a Local Group

When a loss is detected, a member sends its request to its
innermost group first. If there is no reply, it will expand its
request scope by trying its next outer group until the loss
is recovered. As described earlier, even if a request to the
innermost group does not reach a helper, members in the outer
group should have detected the loss and sent their requests.
Therefore, the majority of the losses are recovered quickly
and sending requests to an outer group upon timeout should
happen rarely. Since members in the inner group may rely on
members in the outer group to ask for data repair, a member
’s scheduled request should not be suppressed by a request

from a local group if is not a regular member in ( can
be a helper in to receive a request sent to). In other words,
a request addressed to a local group should only suppress
requests of other regular members in that group.

The order number of the addressed group is included in
the request message. It is used by a replier to determine the
destination group for the corresponding reply. A replier sends
its reply to the local group to which the request was sent. If
it receives multiple requests that are sent to different groups,
the replier addresses its reply to the group with the largest
order number.

D. Leaving a Local Group

A member measures the degree of loss sharing in each local
group it joins by the ratio of the number of its total losses over
the number of received replies from the group. For example,
the loss sharing can be measured everyreplies received in
a local group. To prevent oscillation, exponentially weighted
moving average is adopted. If a member’s loss-sharing ratio
is smaller than it leaves the local group.

A helper leaves a local group if its last consecutive
scheduled replies for the local group are suppressed. As a
result, there are at most helpers in a local group.

If there is no error recovery traffic in a local group, the
local group should be timed out to reduce group maintenance
overhead. Both helpers and members determine when a local
group is dormant and leave the group. The timeout period can
be measured in terms of seconds or the number of received
data packets.

E. Soliciting New Members

Since an error fingerprint is a snapshot of the group losses,
a member who shares the majority of losses with a local group

may unfortunately decide not to join when it learns about
the group the first time. Furthermore, when a new member
joins an ongoing session, it has no knowledge of the existing
local groups. A scheme to periodically solicit new members
is necessary to capture new members as well as old members
whose snapshots happened to be skewed.

A local group solicits new members by periodic polling.
Members periodically send their requests to the next outer
group. The group address, order number, and error fingerprint
of the inner group are carried in the polling request to solicit
new members and helpers.

Members in the outer group join the inner group based on
the comparison of their own losses and the inner-group error
fingerprint. Since the polling requests are sent to the next outer
group, a new member joins local groups one at a time in an
outside–in fashion until it has joined all nested local groups.
Note that the periodic polling requests scheduled by inner
group members suppress one another. If a requester does not
receive a retransmission in its first try, the next repair request
addressed to its outer group can also serve the purpose of
membership solicitation.

Our mechanism requires that a member joins an outer
local group before an inner local group. A helper does not
solicit newcomers into a local group since a helper does not
maintain the order of nested local groups. If a member is
solicited into an inner group without joining proper outer
groups, it cannot received replies triggered by requests from
outer groups. Consequently, its losses require multiple request
iterations to recover, resulting in longer recovery delay and
higher bandwidth overhead.

The same scheme is used to solicit new helpers. If a replier
in the outer group responds to a polling request, it joins the
corresponding inner group as a helper. However, if the request
can be handled by a helper that is already in the inner group,
this helper is closer to the requester and is most likely to
respond first. Therefore, a new helper will rarely need to join
the inner group unless all helpers in the inner group have left.

IV. SIMULATION RESULTS AND DISCUSSION

We believe the behavior of our proposed mechanisms can
be best understood by first testing a variety of extreme settings
before moving on to more general scenarios. In this section, we
first explore our local recovery mechanisms in three extreme
but simple topologies—star, string, and binary tree—each
with a single data source. The star topology represents a
session where all members have independent losses. The string
topology represents a session where downstream members
share the same losses with their upstream members. The binary
tree topology represents a mixture of shared and independent
losses in a session.

Each topology is tested with five different session sizes: 8,
16, 32, 64, and 128. We simulated the performance of five
different mechanisms for each session size: the global error
recovery, the hop-scoped error recovery, and the group-scoped
error recovery with three different degrees of loss sharing,
33%, 50&, and 100%. We choose (error threshold
to propose a local group), (threshold for an inactive
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Fig. 6. Simulation results of all links with uniformly distributed error rates.

helper to leave a local group), (number of losses in
a loss-sharing measurement period) and (number of
losses in an error fingerprint) in all the group-scoped error
recovery simulations. Each simulation starts with a warmup
period and measures the error recovery activities of the next
2500 data losses. Data losses are generated by assigning a
uniformly distributed error rate on each lossy link of the
simulated topologies, and these error rates are fixed throughout
a single simulation. The aggregated error rate among all links
is 10% of the traffic, including data, requests, replies, and
session messages. The data rate is 40 packets per second. The
link delay is 10 ms for links between routers and 3 ms for
links connecting group members. The session cycle time is

seconds. The warmup period is defined as each lossy
link experiencing at least 250 losses. The total simulation time
is roughly 625 s.

The performance is evaluated by three metrics: the request
traffic, the reply traffic and the recovery delay. The request
traffic is the product of the average measured request scope and
the average measured number of requests per loss. The request
scope is a fraction of the global scope and it is measured in
terms of the number of hops that a request propagates. For
example, in the global error recovery, the request scope is
equal to the global scope since each request is multicast to the
entire session. The reply traffic is the product of the average
measured reply scope and the average measured number of

replies per loss. The recovery delay is measured in terms of
the one-way propagation delay from the data source. In other
words, it is the interval between a member’s detection of a
loss and reception of a retransmission, divided by the one-way
propagation delay from the data source to the member.

In our simulations, we adopted a random timer adaptation
mechanism to optimize the performance of the recovery de-
lay, and the number of requests and replies per loss. The
general idea is to make the generation of request and reply
timers adaptive to the network and session environment. A
member estimates the number of competing requesters and
repliers by interpreting feedback from a session, and uses the
estimated values to tune its request and reply timer parameters.
These parameters determine whether requests and replies are
generated aggressively or conservatively. Generally speaking,
adopting local error recovery limits the number of competing
requesters and repliers, which allows members to send requests
and replies more aggressively and reduces recovery delays.
More discussion is in [16]–[18].

A. Topologies with Multiple Lossy Links

The first set of simulations assumed that all links have
uniformly distributed error rates.

1) The Star Topology:Fig. 6(a)–(c) shows the simulation
results in the star topology. Members in the star topology
have independent losses, hence there is no loss shared among
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TABLE I
THE NUMBER OF REQUESTSPER LOSS AND THE NUMBER OF HOPS

THAT A REQUEST TRAVELS IN THE HOP-SCOPE ERROR RECOVERY

members and approximately one request message per loss is
generated. Since the distances between each pair of members
are equal, the hop-scoped error recovery performs exactly
like global error recovery. Note that the number of available
helpers for a specific loss is large in the global error recovery
and the hop-scoped error recovery, and there are multiple
replies generated per loss [Fig. 6(b)].

In the group-scoped error recovery, each member creates
its own local group. The requests and replies only propagate
within individual local groups. Because of the constant number
of helpers in a local group the request and reply traffic
decreases by increasing session size.

The number of local groups in the group-scoped error
recovery is equal to the number of lossy links. In general, if
there are members in a session, the number of local groups
is equal to . Each local group recovers of total losses in
the session and its scope is roughly of the session scope.
Therefore, we can estimate a lower bound on the request and
reply traffic in the group-scoped error recovery as of the
traffic in the global error recovery. Since this estimated request
and reply traffic is a lower bound, it represents the greatest
degree of savings possible.8 The estimated values are plotted
as gray curves in Fig. 6(a) and (b).

2) The String Topology:In the string topology, down-
stream members share losses with all their upstream members.
A downstream member can rely on its upstream members to
ask for repair in the hop-scoped error recovery. As a result,
request traffic is reduced significantly [Fig. 6(d)].

Table I shows the average number of requests per loss and
the average number of hops that a request message travels in
the hop-scoped error recovery. The number of requests per
loss in the string topology increases with the session size, but
the number of hops that a request message travels remains
constant. However, the increase in the number of requests
per loss is sublinear in terms of the session size; the average
request traffic decreases with the session size. As described
earlier, even if multiple requests per loss are presented in
the hop-scoped error recovery, the overall request traffic is
improved because the scope of each request is small and a
member far behind a lossy link may receive a reply before
even sending a request.

In the group-scoped error recovery, request messages propa-
gate to all downstream members for suppression and a limited
number of upstream neighbors for retransmission. A request
may not reach any helpers if the scope of the request does
not cover the lossy link where the packet was dropped. When

8Upper bound estimates would need to take several other factors into
account, e.g., the number of helpers and membership dynamics in a local
group.

TABLE II
THE NUMBER OF REQUESTSPER LOSS AND THE NUMBER OF HOPS THAT A

REQUEST TRAVELS IN THE GROUP-SCOPE ERROR RECOVERY WITH � = 100%

the length of the string increases, the number of nested local
recovery groups increases and it is more likely that requests
from inner groups do not reach any helpers. Therefore, request
traffic goes up with the session size as shown in Fig. 6(d).
Table II shows the average number of requests per loss and
the average number of hops that a request message travels in
the group-scoped error recovery with . The number
of requests per loss and the average hops of a request in the
string topology increase with the session size, thus the average
request traffic increases with the session size.

In terms of reply traffic, since the hop-scoped error recovery
does not regulate the direction in which the reply messages
propagate, the hop-scoped error recovery should perform much
worse than the group-scoped error recovery. However, in
the group-scoped error recovery, a requester sends it second
request to its outer group if the first one did not reach any
helper. Since an outer-group member may already ask for
repair, the second request from the inner-group member is very
likely to trigger a duplicate reply. Consequently, the number
of replies per loss increases and the improvement limited in
comparison with the hop-scoped error recovery [Fig. 6(e)].

The recovery delay in the hop-scoped error recovery de-
creases with the session size since request messages only reach
a small number of members. As a consequence, members send
requests more aggressively and the recovery delay is reduced
(see the discussion of dynamic timer adaptation in Section
IV). On the other hand, members have large estimated timer
parameters in both the global error recovery and the group-
scoped error recovery since requests reach all members who
share the loss. However, in the group-scoped error recovery,
only those members whose innermost local group covers the
lossy link are eligible to request retransmission, therefore the
average delay increases with the session size [Fig. 6(f)].

3) The Tree Topology:The tree topology is a mixture of
the star and string topologies. The average request traffic
decreases with the session size in the group-scoped error
recovery because the number of nested local groups is much
smaller than it is in the string topology [Fig. 6(g)]. As shown
in Table II, both the number of requests per loss and the request
hops increases much more slowly with the session size.

The number of local groups in the group-scoped error
recovery in the string and tree topologies is proportional to.
For example, if each local group is responsible for
the error recovery of a single lossy link. The number of local
groups is equal to the number of lossy links in the session. If

a local group is responsible for the error recovery
of two lossy links and the number of local groups is equal
to half of the number of lossy links. In general, for a session
of size the number of local groups is the number of
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Fig. 7. Simulation results of1
8

of the links with uniformly distributed error rates.

lossy links covered by a local group is and the percentage
of losses recovered by a local group is Therefore,
the estimated error recovery traffic can be calculated as

where is the size of theth
local group. For the string topology, .
For the tree topology, . The
estimated lower bounds of the error recovery traffic in string
and tree topologies are

The estimated values are plotted as gray curves in Fig. 6(d),
(e), (g), and (h).

B. Topologies with Randomly Selected Lossy Links

In the second set of simulations, randomly selected 1/8 of
the links have uniformly distributed error rates, which makes
one lossy link in the 8-node topologies, two lossy links in
the 16-node topologies, and so on. The simulation results are
shown in Fig. 7. Both the hop-scoped and group-scoped error
recoveries outperform the global error recovery in terms of
the request and reply traffic, except for the hop-scoped error
recovery in the star topology.

Generally speaking, the hop-scoped error recovery performs
better than the group-scoped error recovery in terms of the
request traffic if members have an upstream-downstream rela-

tionship (i.e., they share losses.) Downstream members can
rely on the requests from their upstream members to ask
for retransmission; therefore, the hop-scoped error recovery
generates less request traffic in the string and tree topologies
than the group-scoped error recovery [Fig. 7(d) and g)].

On the other hand, since the hop-scoped error recovery does
not regulate traffic direction, it does not perform well in terms
of the reply traffic if the degree of connectivity in the topology
is high. For example, in the star and tree topologies, the reply
traffic generated by the hop-scoped error recovery populates
in a much larger region than the reply traffic generated by
the group-scoped error recovery [Fig. 7(b) and (h)]. Note
that, in the 16-node string topology, the reply traffic in the
hop-scoped error recovery is close to 100% because the
randomly selected lossy links are in the middle of the topology
[Fig. 7(e)].

Interestingly, the group-scoped error recovery with small
(e.g., ) not only generates more request and reply

traffic, but also produces longer recovery delay, than the group-
scoped error recovery with large(e.g., ). For small

a member’s error fingerprint matches more easily with the
error fingerprint of a local group with which it does not share
losses. If the lossy links are sparsely distributed, a member
who joins a nonloss-sharing group by accident is more likely to
request retransmission from remote helpers. Therefore, small

produces more bandwidth consumption and longer recovery
delay than large [Fig. 7(f) and (i)].
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Fig. 8. An Mbone-like topology. (Lossy links are colored in gray and placed
at local area networks.)

TABLE III
SIMULATION RESULTS OF THEMBONE-LIKE TOPOLOGY

(a)

(b)

Fig. 9. Average request and reply scopes of individual members in the
Mbone-like topology.

C. An Mbone-like Topology

The local error recovery mechanisms were also simulated
in an Mbone-like topology shown in Fig. 8. Nodes connected
with thick lines symbolize the Mbone. Other nodes represent
local area networks. Session members are represented by black
nodes, and one of them, is selected as the data source. The
lossy links are represented by gray lines. We assume most of
the losses are at local area networks. The simulation results are
shown in Table III. In general, the group-scoped error recovery
generates less request and reply traffic and longer recovery
delay than the hop-scoped error recovery.

Fig. 9 shows the average measured request and reply scopes
of individual members. The scope is measured in terms of
the number of hops that requests and replies travel. The hop-
scoped error recovery performs in between the global error re-
covery and the group-scoped error recovery, however, the im-
provement in the reply scope is insignificant. The request and
reply scopes in the group-scoped error recovery go down as

(a)

(b)

Fig. 10. Error recovery traffic dynamics in the Mbone-like topology.

goes up. A large means higher degree of loss sharing. As a
consequence, fewer members are in each local group and less
error recovery bandwidth is wasted. On the other hand, large
causes more local groups being created than small. There are
ten local groups being used for error recovery in the simulation
with six local groups in the simulation with

and three local groups in the simulation with .
In Fig. 9(a), and have relatively large request

scopes when is small (e.g., 50% and 33%) because their local
group includes remote members in other local area networks.

and have relatively large request scopes in both the hop-
scoped and the group-scoped error recoveries because their
requests have to propagate across the Mbone to reach helpers.
On the other hand, has relatively small request scopes
because its requests only have to reach. have
relatively large requests scopes because they are involved in
the scenario sketched in Fig. 2. They have to extend their
request hop counts to suppress one another.

The reply scope, shown in Fig. 9(b), depends on the origin
of the request. A member with a small reply scope means
most of the incoming requests are from its local area network;
a member with a large reply scope means most of the incoming
requests are across the Mbone. For example,
and have relatively large reply scopes in both the hop-
scoped and the group-scoped error recoveries, which means
their replies respond to requests from remote members across
the Mbone. On the other hand, the reply scopes ofand

are relatively small because they are only responsible for
recovering losses of their downstream members within their
local area network. Note that ’s reply scope in the hop-
scoped error recovery covers the entire topology because the
hop-scoped error recovery does not regulate traffic direction.
Response to remote requesters happens rarely in the group-
scoped error recovery. As a result, the average reply scope is
much smaller than it is in the global error recovery.

Fig. 10 shows the measured request and reply traffic during
the simulation. It is measured in terms of the number of hops.
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Fig. 11. Request traffic dynamics ofr7 (r7’s state is reset in the middle
of the simulation.)

Fig. 12. A topology with rich connectivity and sparsely distributed mem-
bership (The lossy links are colored in gray and placed around the middle
of the topology.)

The convergence periods of the request and reply scopes are
relatively short in the group-scoped error recovery because
once a member joined a local group, its request and reply
traffic is reduced. The convergence time depends on the
number of nested local groups and their sequence of creation.
If the innermost group is created first, the convergence is fast.
If the group with the largest scope is created first, this group
has to be shrunk before the second nested group can be created
(Only members without joining any local groups can propose
the creation.) Therefore, it takes longer to converge. In the
hop-scoped error recovery, members require several session
cycles to calculate the correct request and proxy hop counts.
Generally speaking, the convergence time of the request scope
is approximately two session cycles. The computation of the
proxy scope relies on the results from other members; the
convergence takes more than two session cycles.

To further understand the behavior of convergence time of
a new member joining an ongoing session, we manually reset
the state of member during the next simulation. starts
with global error recovery after its state is reset. It calculates
its request hop count based on the incoming session messages
in the hop-scoped error recovery or learns of the existing local
groups in the group-scoped error recovery to restore its state.
The measured request traffic is shown in Fig. 11.

D. A Random Topology with Sparsely Distributed Membership

Fig. 12 shows a random topology used in our next sim-
ulation experiment. The topology consists of 40 routers, 52

TABLE IV
SIMULATION RESULTS OF THERANDOM TOPOLOGY

WITH SPARSELY DISTRIBUTED MEMBERSHIP

(a)

(b)

Fig. 13. Average request and reply scopes of individual members in the
random topology.

interrouter links, and 16 members. We place nine lossy links
around the middle of the topology and one lossy link close
to the source, so members have shared losses as well as
independent losses.

The simulation results are shown in Table IV. Since the
degree of connectivity of routers are high, the request and
reply delivery paths may differ from the data delivery path.
In other words, members are more likely to find some close
siblings to recover lost packets. Remember that we adopt a
dynamic timer adjustment mechanism to optimize the error
recovery timer. If requests and replies only propagate to near
neighbors, the recovery timers are smaller than they are in the
global error recovery. Therefore, the recovery delays in both
the hop-scoped and group-scoped error recoveries are smaller
than the recovery delay in the global error recovery. Note that
the reduction of error recovery traffic is limited in the hop-
scoped error recovery because its requests and replies travel
more hops in the topology with rich connectivity and sparsely
distributed membership.

Fig. 13 shows the measured request and reply scopes of
individual members. Note that member has large request
scope in the group-scoped error recovery because it shares
losses with all other members. Its requests are populated in a
local group which consists of all session members.

E. Discussion

In conclusion, we found that the group-scoped error recov-
ery performs better than the hop-scoped error recovery in terms
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of the reply traffic. The hop-scoped error recovery performs
better than the group-scoped error recovery in terms of the
request traffic, except in the star topology. Since the size of
a request message is much smaller than the size of a reply
message, it is more important to reduce the reply traffic than
to reduce the request traffic, and so the group-scoped error
recovery appears to provide a better solution in terms of the
traffic reduction. However, the number of duplicate requests
increases with the number of nested groups; issues related to
this scenario are left for future study.

If we consider other sources of overhead introduced by
these two approaches, it appears that the group-scoped error
recovery imposes more overhead on session members as well
as the underlying multicast routing. For example, group-
scoped error recovery requires the host to send periodic IGMP
messages to refresh the multicast delivery path for each local
group [19]. Issues related to the overhead of multicast group
management are left for future study.

V. RELATED WORK

There have been several other treatments of error recovery
for reliable multicast transport [20]–[22]. In contrast to our
proposal which assumes session members are autonomous,
these previous works require various degrees of static con-
figuration, centralized coordination, or router support.

Hofmann [23]–[25] proposed a “local group concept.” A
session is split into subgroups and each subgroup combines
members in a local region. A subgroup is represented by a local
group controller which provides local loss retransmission. The
establishment of local groups is supported by a communication
service, namedGroup Distance Service. A member searches
and joins the closest local group. If no suitable group exists,
the member will establish a new local group and appoint itself
as the controller.

Towsley et al. [26] examined the approach of using sepa-
rate multicast groups to recover individual losses in reliable
multicast communication. Lost packets are categorized into
groups, and the retransmission of a lost packet is multicast to
the group it belongs to. Receivers dynamically join and leave
those groups to recover packet losses.

Holbrook et al. [27] suggested a hierarchic logging server
structure to reduce error recovery traffic in a multicast session.
The distribution and hierarchy of logging servers is statically
configured. Receivers contact their local secondary server for
retransmission instead of the remote primary servers to avoid
NAK implosion, and to minimize recovery latency and band-
width. A server either unicasts or multicasts a retransmission
based on the number of requests it receives.

TMTP [28] configures session members in the same subnet
into domains and organizes these domains into a hierarchic
control tree to improve the scalability of error recovery.
Members in a domain request the domain manager for re-
transmission. A domain manager is also responsible for error
recovery of its children managers in the control tree. The scope
of retransmission is restricted by using the TTL field. The
control tree is self-organized, and it is built dynamically as
domain managers join and leave the session.

RMTP [29], [30] adopts a similar hierarchic structure to
avoid message implosion. A set of designated receivers (DR’s)
is selected statically in a session. DR’s are capable of re-
transmitting lost data. The hierarchy of DR’s is constructed
dynamically. Each receiver selects its least upstream DR as
the ACK processor (AP), and periodically sends its receiving
state to the AP to request retransmissions. A retransmission is
either unicast or multicast based on the number of incoming
requests.

PGM [31] makes use of the router support to maintain a tree
hierarchy among routers. When a packet is lost, a request is
unicast hop-by-hop upstream toward the source. Intermediate
routers build retransmit states in order to remember where to
forward the corresponding reply. Eventually, the request will
hit the source or a member on the request forwarding path
who has the requested packet, which triggers a reply multicast
hop-by-hop downstream toward the requester.

Papadopouloset al. [32] elaborated further on the router
forwarding model to localized the scope of error recovery
traffic. Each router selects a replier link which points toward a
local replier. Instead of forwarding requests upstream toward
the source, a router forward a request toward its local replier
if the incoming request is not received from the replier link.
Since the replier link is a downstream link of the router, this
router is at the turning point of the request delivery path.
Eventually, the request reaches a replier and triggers a reply.
The reply is first unicast to the turning point and then it is
multicast downstream from the turning point.

VI. CONCLUSION

We proposed two different approaches to reduce error
recovery traffic in SRM. In the hop-scoped error recovery,
members calculate the required hop counts for their requests
and replies based on distance information exchanged in session
messages. Since the information is piggybacked on their ses-
sion messages, the overhead imposed by the hop-scoped error
recovery is relatively small. However, the hop-scoped error
recovery does not regulate the direction of traffic propagation.
If the topology of a session is star-shaped, the hop-scoped
error recovery does not perform much better than the global
error recovery.

Group-scoped error recovery bounds the scope of error
recovery traffic by using separate multicast groups. Members
that share the same losses join a local recovery group, thus the
error recovery traffic is only distributed within the local group.
Group-scoped error recovery requires individual members to
maintain and manage multiple local groups. Therefore, more
overhead is imposed on members as well as on the underlying
multicast routing.

There remain several open issues. In the hop-scoped er-
ror recovery, maintaining a pair of request and reply hop
counts for individual sources does not introduce significant
overhead. However, maintaining multiple local groups for
individual sources in the group-scoped error recovery may
not be acceptable. Further research should investigate group
aggregation across sources. A local group is associated with
one or more lossy links. Sources who share the delivery path
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(e.g., shared-tree multicasting) and the lossy links along the
path could be considered the same in terms of error recovery,
and so error recovery from these sources should be handled
by a single local group.

Another scenario that we have not fully understood is
the convergence time of the group-scoped error recovery in
the presence of network dynamics [33]. For example, if the
network topology changes, members in a local group may
not share the same lossy links, i.e., they do not share losses
anymore. Another example of network dynamics is traffic con-
gestion. Data losses due to congestion changes the error rates
and the locations of lossy links in a session. Since local groups
are associated with lossy links, changes in error rates and
locations of lossy links affect the loss-sharing behavior within
local groups. Members have to readjust themselves adaptive
to these networks dynamics so that the new membership in
the local group represents a set of members who share the
same losses. The study of the convergence time of membership
readjustment can help us to better understand the tolerance to
network dynamics in our group-scoped scheme.

Finally, one might consider combining these two approaches
by using hop-scoped request messages in local groups since
the hop-scoped error recovery produces better request traffic
reduction. However, requests in our hop-scoped scheme are
addressed to the global session group with a specific hop count
and that hop count is determined by measuring how far is the
closest upstream neighbor. If a hop-scoped request is sent to a
local group, it can only guarantee a response if the requester
knows both how to set the hop count and how to choose the
appropriate local group. Our hop-scoped error recovery only
provides the former information. The requester would analyze
session messages, determine an appropriate hop count, but then
the target upstream neighbor might not be a member of that
local group. More research has to be done to ensure that either
the closest upstream neighbor joins the same local group or
the requester only considers members in the same local group
in computing its request hop count.
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