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behavior, integrating Policy Routing with end-to-end mechanisms, (e.g., Visa), and developing
formal tools to verify the Policy Terms and Policy Routes computed by ADs.

Perhaps of most immediate importance is to study techniques for streamlining packet process-
ing in routers, in general, and with respect to validation issues in particular. Some of the more
interesting techniques may be implemented at the expense of security. For example:

o Check the signature after a packet is forwarded and then treat the nezt packet in the ses-
sion/from that source according to the result of the previous check. This technique has the
attractive characteristic that an individual AD can implement this short cut unilaterally and
thereby select its own point on the security performance curve. Cheriton[9] calls this approach
optimistic authentication.

e A similar idea at a lower level is to compute and append the signature at the end of each
packet so that it can be done in parallel with other packet processing tasks. This technique
is described by Cheriton and Kanakia for transport protocols[21].

e Delivery of signed multicast messages raises new issues, in particular, multi-destination policy
route setup and accounting. [25, 26].

e A higher level issue is to integrate the support of connection and transaction oriented traffic.
Schemes such as IDPR (and secure versions of IDPR in particular) require significant state
to be set up and maintained in the routers when a usable PR does not already exist. Such
overhead makes sense for connections but may be excessive for transactions. It is worth
investigating a scheme that would allow the source to flag transaction traffic and have policy
routers handle the traffic differently (more efficiently) if their respective ADs are so willing.

e This brings us to the more general issue of managing the state in routers. Management issues
include route setup and tear-down, cache management, and state reestablishment in case of
a failure or cache overflow. For example, while the protocols allow for state reestablishment
without breaking the higher level connection by repeating route setup, there may be tech-
niques to obtain recently lost state information from neighboring ADs. Such protocols are
worth investigating to support route state management. Moreover, such a requirement is
not unique to PR, it is shared by other schemes involving setup such as resource reservation
protocols.

Consideration of techniques such as these highlights the need for tools to systematically identify,
evaluate, and express security risks. Without such tools it is difficult to identify the security risks
that are introduced when we attempt to improve performance.

In conclusion, this paper presented the design of preventative security mechanisms and an
analysis of their performance implications. We conducted our analysis in the context of a specific PR
protocol in order to provide a concrete basis for the evaluation of performance and implementation
overhead.
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e N hash function computations and N public key signature verifications for verifying the setup
packet signature en route (one for each AD;).

e N conventional decryption operations by each AD; to decrypt Kg,,,. However, this can be
done after the setup packet is forwarded to the next hop and so does not contribute directly
to the setup latency.

The above is the worst case scenario. Some AD;s may not care to authenticate PRs upon setup.
Furthermore, if PR authentication and integrity requirements (or lack thereof) are expressed in
AD;’s PTs, AD,,. can avoid unnecessary signature computation and reduce the setup overhead.

6.4 Other Per Packet Processing Costs

Additional (other than encryption) processing costs are incurred mainly by the added logic in
routers for processing of PR-based packets, in particular, table lookups. Similar experiments show
that time spent on lookups is far overshadowed by the encryption costs[13].

7 Conclusions and Future Work

Transit control mechanisms are needed by interconnected ADs to retain their autonomy in setting
and enforcing policy while still achieving desired connectivity. This problem of interconnecting
and navigating across Administrative Domains is of inherent interest to the security community
because the policies in question concern control of resource access and usage. Moreover, the security
of the transit control mechanisms themselves must be considered if they are to be applicable in
sensitive environments. On the other hand, the security mechanisms, as usual, take a toll in overall
system complexity and performance. The purpose of this paper was to explore the design of transit
control mechanisms for sensitive environments and to investigate the performance overhead of the
proposed mechanisms. After evaluating the application of stub-network access control techniques,
we described and evaluated a secure protocol design for transit ADs.

Policy Routing security should be approached from an integrated perspective. It exists in the
context of end system and network access control and the division of labor deserves considera-
tion. In this paper we proposed that policy routing should be able to prevent unauthorized use
of network resources, and control over routing of packet data, across AD boundaries. Network
access controls are responsible for finer grain control (e.g., on a host, as opposed to AD basis) and
end-systems for protection of non-network resources. OQur proposed mechanisms were designed to
support inter-operability across ADs with heterogeneous policies to the extent that their combined
policies allow. Moreover, these preventative PR mechanisms can inter-operate with detection-based
PR mechanisms.!”

There remains much work to be done in several areas: simulating and experimenting with
implementations of Policy Routing protocols, speeding up available signature mechanisms, experi-
menting with the data integrity alternatives proposed here for more detailed understanding of their

'"In order to accomplish this, PR headers must indicate the type of data integrity, replay prevention mechanisms
must be employed for packets belonging to a stream, and each AD’s Policy Terms must contain details as to data
integrity checking and replay prevention requirements.
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6.1 Per Packet Integrity Costs

Per packet signature costs are largely dependent upon the particular variation of data integrity
checking. These costs are summarized in Figure 3. N refers to the PR length including AD,,. and
ADyg,:, and m refers to the index agreed to in the Source Patterned scheme.

If we consider, for example, a processing speed of 8 Mbits/sec for MD4, each hash function com-
putation for a 1K byte packet will amount to 1ms. Assuming DES encryption rate of 1 Mbit/sec,
the overhead for encrypting the resultant 128-bit value will be 0.13ms. The per packet overhead
will amount to 2.26ms for either Endpoint-AD or Round Robin data integrity checking. The same
packet will incur the overhead of N % 2.26mss for the Full Transit variant (where N is the PR
length). These numbers should be considered relative to the usual packet processing, transmission,
and propagation delays encountered in transiting a wide area network. Replay prevention can be

H Variation H Cost in # of encryptions H
Endpoint 2
Full Transit N
Designated Transit 2
Source Patterned N/m
Round Robin 2

Figure 3: Encryption Operations.

used independent of the data authentication method. The cost of replay prevention amounts to
one additional PR header field (32-64 bits depending on the timestamp granularity) and several
instructions for implementing the protocol described in Section 4.6.6.

6.2 Costs Due to Increased Packet Length

Increased packet length is incurred by the PR header carried in every data packet. It is anticipated
that the length of this header will be on the order of 32 bytes. Previous measurements of Visa
Protocols[13] show that this overhead ranges from 20% for small (e.g., 16 bytes of user data) packets
to less than 4% for larger (e.g., 1K byte) packets; the length of a Visa header is roughly the same
as that of a PR header. Roughly, the header overhead amounts to about 1 ms per packet per hop.

6.3 Setup Overhead

PR setup is accomplished by composing and sending a packet containing the entire PR as described
in Section 5.1. The costs include:

o N conventional encryption operations by AD,,. to encrypt Kgy,;, for all intervening AD;s, if
data integrity is checked en route.
e A hash function computation over the entire PR setup packet followed by a single public key

signature computation of the 128-bit hash function value.
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5.3 Applicability to other PR Approaches

In the previous sections, we concentrated on increasing the security of the IDPR proposal. It is
also of interest to examine the applicability of the methods discussed to BGP.

e Distribution of Policy Terms
Flooding of Policy Terms are a feature unique to link state protocols such as IDPR. However,
in BGP, paths and distance metrics are exchanged among neighboring ADs. In order to make
these exchanges secure, it is sufficient to use a conventional cryptosystem as the number of
message recipients is always limited to the number of directly adjacent ADs.

e Route Setup and Packet Forwarding
Route setup is not a feature of the BGP architecture (as described in [28, 16, 2]. This means
that Policy Routes must be authorized /authenticated at packet forwarding time. However,
nothing precludes PR setup from being implemented on a network that uses these protocols,
perhaps in conjunction with QOS routing. In that case, the discussion in Sections 4.5, 4.6
and 5 will be applicable.

e Data Integrity Checking
Of the five variants discussed, only Endpoint-AD and Transit-AD data integrity checking
apply to BGP architecture. Other variants require coordination among ADs beyond that
provided in BGP as it is currently specified.

e Preventing Replay of Data Packets
Border routers in BGP do not maintain state with respect to current traffic as does IDPR.
Therefore, replay prevention, as described in Section 4.6.6 is not applicable because ;4 is
not maintained. Nevertheless, it is still possible to use timestamps to detect some old data
packets.

6 Assessment and Cost of Security

Our purpose in this section is to investigate bounds on achievable data rates with the security
schemes described above. Previous work in the area of performance and cost evaluation of secure
protocols [13] identifies four important overhead contributors (listed in the order of magnitude):

e Per Packet Signature

e Increased Packet Length

e Setup Overhead

e Other Additional Per Packet Processing
Experimental results show that that overhead due to signatures constitutes the majority of the

total overhead. In the remainder of this section we analyze each of the above contributing factors
in several variations of the general scheme.
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5.2 Conventional Encryption Version

The conventional encryption version of of PR setup protocol is illustrated below. We assume out
of band distribution of K7 -s.

e Upon issuing a PR, AD,,. computes N PR signatures (one for each AD;) using pairwise keys:

SIGz = E/’(F’hash(Pl'zsetup))I{':wc (4)

As before, AD,,. generates a new key, Kg,;;, which needs to be encrypted separately for each
AD;. The resulting PR setup packet is depicted in Figure 2b.

o Next, the PR setup packet is sent along the route. Each participating AD; obtains Kg,;4 by
decrypting E(K, dsig)Kim, recomputes and verifies STG; and validates the timestamp. Then,
it authorizes the PR by checking it against local policy constraints.

The remaining steps of the protocol are similar to the public key variant.

PR
Timestamp
SIGsrc
E(deig )EK]
E(deig )EKZ

E(Kg4ig)" ™Y

(a) Public Key Version

PR
Timestamp
SIG, E(Kasig)E1™
SIG, E(Kgsig)¥z"
SIGN E(Ka5ig)EN"

(b) Conventional Encryption Version

Figure 2: PR setup packets.
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where VALID,; is the information that AD; can use to validate a PR (e.g., a list of applicable
Policy Terms), and CU; reflects the conditions of usage, such as UCI-s and/or a Charge Codes.
Typically, a PR will contain no secret information, thus, it can travel in the clear. Note that a PR
carries no information regarding individual host pairs. This is because all PRs are initially validated
on a [AD., ADg,] basis. If a transit AD’s policy terms are host-specific, that AD verifies host
addresses at the time of packet forwarding.

5.1 Public Key Version

In this section we present a version of the secure PR setup protocol based on public key encryption.
(For a more complete description, the reader is referred to [45]).

e The setup packet is protected by a single signature:
SIGsrc = EJ(thash(Pl—z‘«xet‘u,p))DI(H‘c (2)

where DK, is the private (signature) key of AD,,.. Given a strong one-way hash function
(such as MD4) and a strong encryption function (such as RSA), this signature is sufficient to
maintain the integrity of the PR setup packet. Timeliness can be maintained by timestamping
the setup packet.

o If data packet integrity is desired, the issuing A D,,. needs to generate a new data signature
key, Kg4,iq4, for use in whatever per-packet data integrity variation is used. Kg,;; must be
communicated in secret to each AD;. This requires that AD,,. encrypt K4,y N times, i.e.,
compute E(K dsig)EK" for all AD;. The resulting PR setup packet is depicted in Figure 2a.

o When the PR setup packet propagates along the route each AD; obtains K 4,;, by computing
E(K 45ig)P¥¢, recomputes and verifies SIGc, and validates the timestamp (possibly, by
comparing it to the timestamp of the previous setup packet, which it may choose to keep).
It then proceeds to authorize the PR.

At this point, each AD; is assured that: (i) the PR is valid, i.e., does not violate local policy,
(ii) the PR is authentic, i.e., issued by a recognized entity; and, (iii) the PR is fresh, i.e.,
issued recently. In other words, each AD; is protected against attacks of Type 1 and Type
2.

e In order to make use of an existing PR, the source must be able to supply information
necessary to associate each data packet with a specific PR. This information is placed in the
PR header mentioned in Section 4.6. If data packet authentication and integrity is desired,
the source must be able to compute packet signatures with Kg,;, in order to defend against
Type 3 attacks.

When the source AD is ready to forward a data packet, P, it computes a packet signature:

DSIG = E(Fhash[PRheader||Pa6ket])K (3)

dsig

The details of this process depend on the variation of data integrity checking used (as described
in Section 4.6).
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control of transit traffic, we present a method for preventing replay.

There are two basic approaches for countering replay attacks: i) nonce identifiers, and ii) times-
tamps ¢ The main disadvantage of using nonces is the difficulty in their verification. In particular,
each relevant entity (each PG, in our case) needs to keep a complete history of past nonces which
makes the verification inefficient. Timestamps are much better suited for this application. First,
clocks need not be continuously synchronized between the source and the transit PGs. This is
because a PR setup packet is timestamped; its timestamp can be used as a lower-bound for sub-
sequent data packets in all intervening PGs. Furthermore, if intervening PGs maintain a more
current lower-bound timestamp (Ziower ), Opportunities for replay can be reduced further.

Consider the following protocol:

1. When a PR is issued, PG, . timestamps the PR setup packet, and distributes the timestamp,
tsetup, in a secure fashion to all intervening PGs in transit ADs. All transit PGs initialize
their %joye, values for this PR to ¢,csyp.

2. When a data packet is sent, the originating (first-hop) PG, timestamps its PR header. (Let
tdate denote this value).

3. When this data packet reaches a transit PG, its PR header is examined and the ¢4, is
compared to tj,,e-. Three outcomes are possible:

(a) tdata < tiower. The difference between the two values is examined. If it is small, i.e., less
than some (locally defined) threshold, delta;, the packet can be forwarded. Otherwise,
the packet is discarded.

(b) tdata > tiower- In that case, the packet is forwarded and t,yer is set to f4q40. Of course,
a PG may get suspicious if the difference is too large.

(¢) tdata = tiower. This can occur when two successive data packets belonging to the same
PR stream carry the same timestamp. To distinguish between such packets, it would
be necessary to keep additional information, e.g., a packet signature, for the last data
packet processed. However, it is desirable for the clock rate to be at least as fast as the
maximum packet rate. This would preclude duplicate timestamps on data packets.

This protocol prevents most, but not all, replay attacks. In order to prevent all replay attacks,
delta; values must be set to zero in all transit PGs, which would essentially disallow any out-of-
order data packets. This is a choice that will not be practical for environments where out-of-order
packets are a frequent occurrence.

5 Protocol Description

We can now combine the PR setup and packet forwarding mechanisms into a single protocol. For
the purpose of the following protocol description, a PR is composed of:

[ADy,V ALID:],[AD,, VALID),...,[ADN,VALIDy] (1)

161t can be argued that timestamps of sufficient width and granularity are nonces as well. However, a true nonce
is a randomly chosen number that is hard to predict.
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of the PR’s bandwidth can be abused. Moreover, the synchronization inherent to this protocol
implies that care must be taken to recover from lost and out-of-order packets.

Alternatively, instead of the source choosing m (as in Patterned variation above), transit AD;s
can choose their own m;s and may elect not to disclose them. Or, a transit AD; could choose to
authenticate each packet with probability p;. In this scheme all data packets are signed at the
source, but only 1/m-th (or p%) of the packets are checked per AD hop. This method has the
advantage of being flexible and robust in that synchronization is not required.

4.6.5 Round Robin

This scheme achieves constant per packet overhead by using round-robin data authentication. Tran-
sit ADs take turn authenticating packets. In general, packet number K is authenticated by a PG
in AD|gmodnr) Where M is the number of ADs in the PR. All data packets are signed at the source
but only one check is done en route to the destination. Destination checking can be added for extra
assurance at the cost of a single additional decryption by the destination. Moreover, unlike Source
Patterned variant, lost and out-of-order packets can be accommodated easily. On the other hand,
AD independence must be sacrificed due to the coordination required to set up the round-robin
arrangement. While this approach benefits from fair sharing of encryption costs among transit
ADs, it is only worth considering in cases when the number of transit ADs is large, i.e., the PR is
long.

4.6.6 Preventing Replay of Data Packets

The final type of attack considered is the replay of data packets:

Type 4. An intruder can replay previously recorded data packets which can lead to unjustified
charging and/or denial of service.

There are other, more serious threats posed by malicious replay. However, we are concerned
primarily with protecting network-layer resources; other replay attacks are assumed to be handled
by the end-points. Also, we only need to protect against replayed packets within the life-span of
the associated PR. After a PR expires or is closed all packets carrying the expired PR identifier
will not be processed.

Two sources of replay deserve equal consideration. The first is accidental replay due to a
misbehaving machine stuttering and generating replayed packets. The second is malicious replay
due to an intruder intentionally replaying prerecorded packets in order to deny resources (or inflate
costs) to the rightful owner. Neither kind of replay can be handled on a purely end-to-end basis
because by the time a duplicate packet is discovered, the resources are consumed and associated
charges are incurred, e.g., the bill reflects the replayed packet and the rightful user of the afflicted
charge code can no longer obtain service due to an overdrawn account.

In some circumstances, the post facto approach of replay detection and cost recovery may be
adequate. This includes auditing packet counts, setting a limit on the number of packets that
can use a PR and other ad hoc methods. However, in sensitive environments, more aggressive
prevention is required, albeit at some cost. Since our goal is to analyze the implications of secure
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4.6.1 Full Transit

In network environments where data integrity and security concerns outweigh the overhead of
extra processing, the data portion of every packet is subject to forgery and must be checked (for
authenticity and integrity) at each hop on its way to the destination. Every data packet is signed
at the source and checked at each AD hop en route. The protocol for this class of environment has
the highest overhead, commensurate with security requirements. The per-packet processing in this
scheme is similar to transit Visa.!®.

4.6.2 Endpoint

If authenticating data in each packet at every hop is prohibitively expensive, end-to-end data
integrity similar to that in endpoint Visa protocols may be appropriate. Every data packet is
signed at the source but is checked only at the destination. This approach has limitations, most
notably the fact that an intruder located at some point along the route can modify data in each
packet and the forgery will not be detected until the packet reaches the destination AD. This can
result in unauthorized use of transit resources and inappropriate billing of the source. On the
other hand, this approach benefits from lower per packet latency which is independent of the PR’s
length. This approach provides preventative control for stub ADs, but only detection-based control
for transit ADs.

4.6.3 Designated Transit

If Endpoint exposes transit resources to excessive misuse, yet Full Transit is too expensive, the
source AD can designate at PR setup time a specific transit AD to perform data integrity checks.
Every data packet is still signed at the source, but only one transit and the destination check the
signature. The positioning of the designated AD in the PR is important: having it too close to
AD,,. is almost equivalent to no checking at all, whereas having it too close to ADg,; is equivalent
to the Endpoint variant. The designated AD can be reassigned from time to time in order to reduce
the chance of its exploitation by an intruder.

4.6.4 Patterned

Instead of each transit AD having to authenticate each packet, it may suffice to authenticate every
m-th packet. In the simplest version of this patterned authentication scheme, AD,,.. would choose
m at random from a locally defined range of values and then specify m during route setup. In this
scheme only 1/m data packets are signed at the source and the same 1/m packets are checked.

Transit ADs would either accept or reject the proposed m. If all ADs accept the proposed value
for m, then every AD will check data integrity of every m-th packet. If any AD does not accept m
(if it is considered too large or too small) then the source and all other ADs must choose a different
m. In return for reduced overhead, if the value for m is discovered by an intruder then (m-1)/m

!5However, the Full Transit approach avoids the per-session setup dialog associated with Visa.
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internetwork). This makes conventional encryption a viable choice since a PR would only have to
be signed N times.

The above discussion is a standard public key wverses conventional encryption debate. Both
methods have beneficial as well as burdensome features. In Section 5.1 we demonstrate a PR setup
protocol based upon public key encryption. The conventional encryption variant is outlined in
Section 5.2.

4.6 Packet Forwarding

After a PR has been set up, subsequent data packets can take advantage of the PR state in
intermediate ADs. First, instead of a full PR, each data packet carries only an abbreviated version
referred to as the PR header. Second, the state in all intervening PGs allows them to bypass
expensive authorization checks on a per packet basis. A PR header only needs to contain the
information necessary to identify the appropriate state in intervening PGs. Its exact contents are
described in the next section.

Assuming appropriate security measures to prevent PR setup threats above, there remains the
possibility of malicious attack at packet forwarding time:

Type 3. An intruder located at some point along a PR can copy a valid PR header from a legitimate
packet, attach its own data and send it along a PR, thus, obtaining service fraudulently.

This attack can be remedied if each data packet (or a function thereof) is signed by the source.
Depending on the type of encryption used, the overhead incurred by signing each data packet
(or even a hash function thereof) can be prohibitively high. Per-packet overhead includes the
signature computation at the source and its subsequent verification at each PG hop en route to the
destination.

If only sender authenticity and data integrity is desired, then the tradeoff between conventional
and public key signature of the hash function is dependent upon their relative speeds. In order
to minimize per packet processing overhead, we will assume the use of conventional encryption for
data packet signature computation. In this case, a secret key Kg,;4 is distributed during setup for
use in data integrity verification. This key is shared by all ADs on the route. As a result, a simple
group channel is established. However, it is possible for any AD along the route to masquerade as
the source AD for the duration of that PR. Moreover, the secret key must be distributed without
disclosure; requiring the public key scheme to encrypt the key multiple times, separately with the

public key of each AD in the PR.

Even more so than in the case of PR setup, latency is a critical concern with respect to for-
warding of data packets. For this reason, many ADs are likely to forego per-packet signature and
verification of most traffic. We now discuss a spectrum of possibilities whereby ADs can trade the
level of protection for the amount of overhead incurred. The section is concluded with a discussion
of data packet replay in 4.6.6.
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For the remainder of this paper we consider environments in which only integrity and authen-
ticity of routing data is required and where public key encryption and the certifying authority
mechanisms described in [27] are used for this particular function.

Although the distribution of PTs raises a number of interesting issues, the underlying concept
of broadcasting signed messages is not unique to Policy Routing!®. Other aspects of secure Policy
Routing, such as PR setup and packet forwarding, require more careful protocol design because of
the associated costs and threats.

4.5 Route Setup

The route setup phase requires that each intervening AD have means to forward subsequent data
packets along a specific Policy Route. As described in Section 3.2.2, each AD along the route must
be supplied with the next hop AD at PR setup time. The purpose of PR setup is to establish
state in all intervening PGs so that Policy Routing decisions can be made in advance of the actual
communication, and, subsequent data packets can carry a minimum of PR-related information,
thus, reducing the overhead and latency. In addition, in a secure PR scheme, each AD must be
able to authenticate and authorize a PR. Authentication means verifying that a PR was issued
by a recognized entity, and was not tampered with. Authorization entails making sure that a PR
conforms to local policy (the latter is beyond the scope of this paper).

More specifically, secure PR setup needs to address two types of threats:

Type 1. Creating, or tampering with existing, PRs by an intruder.

In order to defend against this threat, each PR must be traceable to the issuing AD. In other words,
it must be signed with an unforgeable signature. For all intervening ADs, this would provide for
non-repudiation of issuance and sender authenticity.

Type 2. Replay of previously issued PR setup packets.

This can be prevented if we include a timestamp within each PR setup. The signature of a PR
setup packet becomes dependent on this timestamp, and, makes replay detection possible within
the granularity of the timestamp and clock synchronizations. As the number of setups is relatively
small (in relation to the number of data packets), relatively coarse timestamp granularity (e.g.,
1ms) should be adequate and is preferable to the management required to keep track of unique
sequence numbers (nonces [34]).

As with PT update distribution, we are concerned with data integrity and authenticity of
setup packets. However, unlike PT updates, PRs are set up frequently and increased latency
is experienced directly by end users. Thus, we are far more concerned with the per-signature
overhead for setup than we are for PT distribution. Consequently we will investigate the use of
both conventional and public key encryption signature mechanisms.

As discussed earlier, conventional encryption, implies a significant key management burden,
since an AD has to share a secret key with every other AD that it ever communicates with.
Moreover, it entails computing a PR signature for every AD involved, whereas a single PR signature
verifiable by all intervening ADs is sufficient in public key encryption. On the other hand, a
typical PR traverses a relatively small number of ADs (N is much less than the diameter of the

!With the exception that routing updates are infrequent, thus, favoring the use of public key encryption.
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Both public key and conventional encryption methods require key management. We will not
discuss such issues in this paper because they are not unique to the problem of transit traffic con-
trol and have been discussed extensively elsewhere [25, 26]. Suffice to say, that for conventional
encryption, key distribution centers (KDCs) are needed in each AD. Moreover, inter-AD key ex-
change must be supported. For public key encryption, a certification authority model such as that
described in [18, 25] is appropriate.

4.4 Distribution of Policy Terms

In order to provide for secure distribution of Policy Term updates, each AD must be able to sign
its own, and authenticate incoming PTs. Because of the Link State nature of the protocol, PT
updates must be flooded to ADs throughout the internetwork so that all participant ADs can use
them in their PR computation. Before using a new PT, each AD needs to verify the authenticity
and integrity of its contents. This is difficult to achieve in a conventional encryption environment,
as the number of potential recipients of a PT update can be quite large.!® In general, conventional
encryption is not well-suited for an environment such as Link State routing where routing updates
are broadcasted to a large number of recipients.

The alternative is to use public key encryption for the distribution of PTs. At first glance,
this might appear problematic because current public key technology is still inferior in terms of
performance. However, if we are concerned only with the integrity and authenticity of routing
information then the signature mechanism described in Section 4.3 above can be used with little
performance impact. Moreover, one of the central assumptions in the IDPR proposal is that
policies change relatively slowly. Any added processing time associated with public key encryption
is counter-balanced by the ubiquity and efficiency of being able to generate a single unforgeable
packet signature which can be authenticated by any recipient. An example of a Link State routing
protocol which uses public key encryption for routing update distribution is presented in [37].

Routing information distribution is one area of policy routing where confidentiality measures
may be considered useful. However, it implies that the entire routing update must be encrypted
separately for each anticipated destination AD. In general, this is impractical regardless of the
type of encryption used. Since a link state update is flooded throughout the internetwork (in this
case, to all ADs), the number of potential destinations can be quite large. In order to achieve
confidentiality in this environment, the source of a link state update needs to encrypt the update
N times (where N is the total number of ADs). Furthermore, the traffic due to update propagation
will increase N-fold.

BGP has a similar requirement for authenticity and integrity (and, possibly, confidentiality)
of routing information. However, because it is a distance vector protocol, routing updates are
distributed to a much smaller number of destinations, i.e., only the direct neighbors of the orig-
inating router. At the same time, each message is considerably larger (equivalent of a complete
routing table) than in the link state algorithm. Conventional encryption may be more appropriate
in this case since the number of keys needed per policy router will be small, hence, easy to manage.
Moreover, if confidentiality is desired, conventional encryption will save considerably on processing
time.

!3Sharing a single common key amongst all nodes affords little protection, while distributing pairwise keys to each
AD-pair is impractical.
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N denotes the length of a PR, i.e., the number of ADs in a PR.
e AD; (0 < i< N) denotes the ¢-th AD in a PR, AD; = AD,,. and ADy = ADgs.

. Kf denotes a secret key shared by AD; and AD;.

K45, denotes a secret key used for computing data signatures.
e EK;, DK; denote public (encryption) and private (decryption) keys of AD;.

o E(Data)¥ and D(Data)¥X denote encryption and decryption, respectively, of Data with key
K.

Frosn(Data) is a one-way hash function of Data, e.g., MD4 [40].

4.3 Message Integrity and Authenticity Mechanisms

In the next three sections we consider separately security issues pertaining to different phases of
Policy Routing: distribution of PTs, PR setup and packet forwarding. In each of these phases
we are concerned primarily with data integrity and source authenticity. Confidentiality of user
data is left to end-to-end mechanisms [47]. Confidentiality of routing control information is a less
general requirement than integrity and authenticity, and is discussed briefly. Traffic analysis is not
addressed here (for further discussion see [15]). Before proceeding, we discuss the use of signed
one-way hash functions to achieve efficient integrity and authenticity measures. This approach is

described in [8].

For each message we compute Fpqsn(Data), where Data includes the invariant portions of
the packet header (i.e., those fields that do not change en route between source and destination)
and the packet data. The resulting value is then signed. If a public key scheme is used then
the value is signed in the private key of the originator. The resulting value is referred to as the
packet signature. Anyone needing to verify the message integrity and sender authenticity computes
Frasn(Data), decrypts the packet signature with the public key of the sender, and compares the
two values. If a conventional encryption scheme is used, Fposn(Data) is encrypted and decrypted
with the secret key to produce and verify the signature, respectively.

The scheme is efficient because only Fp,sn(Data) needs to be encrypted, and computing the
one-way hash function is faster than encrypting. As a result, the difference in processing overhead
between public key and conventional encryption schemes is reduced.

Throughout the reminder of the paper we will refer to Rivest’s Message Digest algorithm [40] as
an example one-way hash function. In addition to being the fastest method available currently, it is
also being used as a basic data integrity mechanism in several other contexts, most notably, Privacy-
Enhanced Electronic Mail [25, 26]. Processing speeds for MD4 implementations range between 15
Mbits/sec on a DECStation 5000 and 6.4 Mbits/sec on a SUN SparcStation-1 [32]. For a 1 Kbyte
packet, this translates into an overhead between 540 and 1,280 us per packet. Unfortunately,
existing (software) RSA implementations requires 2-3 seconds to sign a 128-bit MD4 result value.!?

121t is possible to speed-up the public key encryption somewhat. One such method is specified in CCITT X.509
document [8]. It uses the RSA [39] encryption method in a manner such that message decryption (verification) is
significantly faster than encryption. This is achieved by selecting a large (e.g., 512-bit) decryption exponent and a
relatively small (e.g., 16-bit) encryption exponent.
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4.1 Threats

The two basic threats to the security of PR protocols are falsification of routing information and
falsification of data packets.

1. An intruder may distribute false routing information in order to (i) disrupt communication,

e.g., create routing loops, or (ii) eavesdrop on communication, e.g., re-route traffic to a specific
location. In BGP this can take the form of distributing falsified or prerecorded routing
updates. In IDPR, falsified Policy Terms can be similarly distributed causing invalid PRs to
be computed.

2. If routing protocols protect themselves by prescribing an authentication mechanism for val-

idating routing information, an intruder can turn to falsifying control and/or data packets.

This kind of attack can lead to unauthorized resource usage, unauthorized communication,
and inappropriate accrual of charges. Three sub-threats are identified:

(a)

Falsification of control information

In addition to the usual network layer information (source and destination addresses,
data size, etc.), control information includes the route setup and packet forwarding
parameters. In IDPR, an intruder can steal a PR header created by an authorized AD
and substitute an invalid Charge Code. Similarly, in the extension of BGP proposed as
an international standard, distribution list information can be modified.

Falsification of data
In both protocols, the data portion of a packet can be modified or replaced by an intruder.

Replay
Previously-recorded legitimate packets can be replayed by an intruder. Two sources
of replay are of equal concern: accidental replay due to the stuttering of a misbehaving
machine, and malicious replay due to a mishehaving person attempting a denial of service
attack.

In the remainder of this paper we describe and analyze mechanisms to resist these threats. Here-
after, we use the IDPR proposal as the foundation for our protocol design. It provides the finest-

grained control through the use of AD-level source routes. Moreover, this greater control provides a

wider range of possible attacks. Hence, security issues that arise in this proposal form a superset of
those in the BGP approach. Our approach is not inconsistent with the original proposal in IDPR.
The prevention-based (as opposed to detection-based) measures proposed here can be included as
optional features within the protocol.

In the remainder of this section, we detail the steps needed in a secure PR protocol and discuss
issues dealing with data integrity checking and replay prevention.

4.2 Terminology

The following terminology is used throughout the remainder of the paper:

e || is the concatenation operator, e.g., X||Y.
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A path is established with the first packet carrying the full PR, i.e., the complete sequence
of ADs in the route and applicable PT identifiers. PGs along the way make sure that the PR
agrees with the local PTs (through use of templates, for example). The result is cached so that
a specified PR handle can be used in the future to refer to the cached entry. Successive packets
carry a PR handle, not a full PR. Many transport level sessions, and even host-pairs, may share
a single PR if the policies enabling it are not end-system-specific; this reduces the average latency
and router state overhead associated with inter-domain communication. PGs use these handles in
the packets to check for cache entries. PGs also may relate return flow packets with forward flow.
Given information about the next AD for a particular packet, each PG selects the next PG based
on the information exchanged in a traditional up-down protocol.

3.3 Discussion

Policy routing allows ADs to interconnect to the global internet while still protecting network
resources from general, unconstrained use. (We described earlier why such a function can not be
left to end-systems.) However, policy routing mechanisms do not preclude the need for network
access controls in the border routers of ADs that wish to control access to individual end-systems.
A more extensive discussion of the interplay between end-system controls, network access controls,
and policy routing can be found in [15].

One essential difference between Visa and the policy routing approaches is the per session setup
overhead. Transit Visa requires that a dialog transpire between the source and each transit-Visa
networks’ ACS, and that corresponding keys be distributed. Consequently, the initial setup delay
grows in proportion to the number of transit networks. For short transactions such overhead is not
acceptable. A PR-based approach such as that in BGP or IDPR avoids this setup dialog through
background distribution of policy term information that is used in route computation. The work
that the Policy Routing protocols do to distribute policy terms and compute authorized routes must
be done at the time of the session setup in Visa. In particular, with Visa protocol this translates
into a reject packet, ACS dialog, and visa-key grant message for each AD in the path. Moreover,
this assumes that the source attempts communication over a path for which it has authorization. If
there is a conflict with even one transit AD’s policy, the process must begin again. Policy Routing
incorporates policy into the route computation process in advance of the actual communication,
thereby avoiding this problem.

On the other hand, the PR schemes, as described thus far, rely on post-facto detection of abuse,
and, are in that sense less secure than network access control schemes, such as Visa protocols. The
remainder of this paper addresses the integration of preventative mechanisms into policy routing
to achieve secure control of transit traffic.

4 Security Issues in Transit Control

In this section we identify potential security threats faced by the two PR schemes described and
detail the steps needed in a secure protocol.
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1. Most policies can be classified and expressed in a standard notation.
2. Policies and inter-AD connectivity change relatively slowly.

3. End-point specific policies should be supported.

Two primary concepts in this proposal are Policy Routes (PRs) and Policy Terms (PTs). A PR is
a series of ADs. It is, essentially, an AD-level source route. In other words, there may be multiple
physical realizations of a PR given multiple physical connections between ADs and multiple intra-
AD routes. The actual selection of a particular physical path is done at packet forwarding time by
each intervening AD, rather than by the source AD at route computation or route selection time.
This lazy evaluation provides for a more adaptive protocol and unrestricted AD interconnection.
Policy Terms (PTs) are the units of routing information exchanged by communicating ADs. Each
PT represents a distinct policy of the AD that expressed it. The information distributed in a PT
can be represented as:'°
[(Hend, AD.p4, ADent), (Hend, AD.p4, ADem’t), UcCl, Conditions]

The purpose of such a PT is to specify that packets from or to some end-point host, H.,4 (or a
group of end-systems), in an end-point AD, AD,,q, are allowed to enter the AD in question via
some directly connected AD, AD.,;, and exit through another directly connected AD, AD..;:, on
its way to or from a host, Hc,q (or a group of end-systems), in some end-point AD, AD,,q4. User
Class Identifier (UCI) allows policies to distinguish between various user classes, e.g., Government,
Research, Commercial, Contract. Conditions represent quality of service, billing, and other vari-
ables, and can reflect the agreements between neighboring ADs. Examples of the Policy Terms can
be found in 14, 10].

Policies are expressed by source, destination, and transit ADs. The source AD may select
all transit ADs while transit and destination ADs control which source and destination ADs can
communicate via which directly connected ADs. ADs run link state routing algorithms to compute
their respective tables of PRs. There may be multiple PRs listed for the same destination AD, each
with a different set of conditions associated with its use (e.g., QoS, time-of-day, or UCI).

Note that ADs (with the exception of the source AD) do not exert control over the entire Policy
Route. Referring back to our travel analogy, it is difficult to enforce policies that are based on
information that is not verifiable at the point of reference. For example, it is difficult to enforce
a policy that dictates non-admittance to anyone who has ever passed through country X, since it
is very much dependent on X stamping passports reliably. In the environment of interconnected
ADs, a transit AD can verify the previous and next hops because of its direct connections and
the feasibility of employing pairwise authentication with the relatively small number of neighbors.
Verifying other transit components of the PR is difficult, if not impossible.

Each AD has one or more Route Server (RS), an entity that collects Policy Routing information
from other ADs, distributes local policy information to other ADs and computes, as well as issues,
PRs to local end-systems. Actual policy enforcement is done at a Policy Gateway (PG) which,
in addition to the usual task of forwarding packets, handles validation and verification of the PRs
attached to the incoming packets.!!

10This is a simplified version of the actual PT format used in the protocol. However, the differences are not relevant
to this discussion.
" Policy Gateways (PGs) correspond to border routers in BGP. They perform level three routing functions.



ture. Neighboring nodes exchange reachability information for a specific destination in the form
of distance metrics corresponding to each next hop. Nodes do not exchange information about
subsequent hops to the destination. BGP augments this traditional approach by distributing full
AD-level paths. In other words, for each destination advertised, nodes specify the AD-level path
to that destination. As a result, BGP provides less information hiding in return for the ability
to detect routing loops quickly. By using the full AD path to detect loops BGP avoids imposing
topological restrictions on AD interconnection (such as those imposed by EGP). In addition, AD
path information can be used as a policy criterion for route selection.

BGP allows for limited policy-based route selection. Each AD’s BGP router can select its next
hop based on the information provided in the full AD path, in addition to the distance metric.
For example, AD 4 can reject all routes through ADg. On the other hand, each AD must apply
the same route selection decision to all packet sources, including itself. For example, AD 4 can not
reject all routes through A Dpg for itself without affecting its neighbors, and vice versa. Similarly, an
AD can not apply one policy to one neighbor and a second policy to another neighbor. Since BGP
was not intended to implement policies that discriminate between traffic end-points with arbitrary
granularity, the approach achieves its goals [6].

Each BGP router can be configured according to its AD’s local policy. Even though local
policy is not distributed among ADs, it is represented in a universal policy language. A policy in
this language is an expression:

[Network-list, AD-path]=preference

The semantics of a policy are as follows: if a routing update for a network in the Network-list
is received via the AD-path and its preference metric is better than that of a path currently in use,
then, this update must be redistributed to all ADs.

The proposed international standard augments the BGP protocol by including (among other
features) distribution lists along with route information [2]. The list may be inclusive or exclusive
and is propagated along with next hop and full-AD path information. Each border router along
a path may further restrict a distribution list before advertising a route, i.e., ADs may be deleted
from the inclusive list or added to exclusive list, but according to the protocol no router can relax
or ignore the list.®

3.2.2 IDPR Policy Routing Proposal

An alternative architecture for policy routing has been developed to support a wider range of
policies; with mechanisms that represent a more radical departure from existing routing techniques.®
The Inter-Domain Policy Routing (IDPR) proposal allows stub and transit ADs to express and
exchange packet routing and forwarding policies. The most distinguishing feature of this approach
is the use of AD-level source routing. It uses a Link State algorithm [30] to compute source Policy
Routes (PRs) at the granularity of ADs. Each AD expresses its policies in a standard form, called
Policy Terms (PTs), and distributes them to other ADs. Each AD designates special Route Servers
(RSs) to collect PTs and compute policy routes for constituent users. The basic assumptions of
this model are:

8The proposed standard includes several other extensions which are not directly relevant to our discussion.
®This approach was first described by D. Clark in [10].



routing approaches in the next section we return to the problem of secure control of transit
internetwork traffic.

3.2 Policy Routing

As described earlier, the central goal of transit traffic control is to allow ADs to independently
express and enforce policies regarding transit traffic. Our discussion in the previous section demon-
strates that transit control is intimately related to Inter-Administrative Domain Routing. We refer
to inter-domain routing that incorporates policy constraints as policy routing (PR). Inter-domain
routing constitutes the highest level of the OSI routing hierarchy as defined in [36].

In this section we summarize two approaches to policy routing. The first is the Border Gateway
Protocol (BGP)[28] which is intended to support a limited notion of policy. The second is the
Inter-Domain Policy Routing (IDPR) proposal designed to support more general policies[24, 45].
(For further comparison of inter-AD routing architectures see [7].)

Policy routing operates at the network layer. In both example architectures, only border routers
and associated inter-domain route servers are directly affected by the presence of the inter-domain
routing protocols. End-systems and interior routers can continue employing whatever internet-
working protocols desired within their particular ADs. Border routers operate on behalf of the
end-systems. For this reason, the term source hereafter refers to the border router in the AD of
the source end-system.

In the remainder of this section we provide brief descriptions of the two inter-domain routing
protocols as background to Section 4.

3.2.1 Border Gateway Protocol

BGP is a recently proposed addition to the Internet Protocol family[28]. It was designed to be
a successor to the Exterior Gateway Protocol (EGP)[41] and a variant has been submitted as an
international standard[2]. Its foremost goal is to provide efficient and robust Inter-AD routing
with rapid convergence and loop detection for arbitrary internetwork topologies’. In addition, it
provides policy-based distribution of routing information. It is aimed mainly at transit ADs and
can inter-operate with other routing protocols.

BGP is designed under the following assumptions:

1. Policies can be expressed using information about the full AD path that packets will travel
to a destination.
2. Transit policies apply uniformly to all end-points.

BGP uses hop-by-hop routing and a distance vector algorithm for the next hop selection[29]. One
common benefit of traditional distance vector algorithms is the ability to hide network struc-

"BGP and EGP use the term Autonomous System and Routing Domain. We use the term Administrative Domain.
They are not completely equivalent but for the sake of this discussion can be interchanged. See [28, 14] for further
discussion.



host proceeds to use these keys to generate stamps which it places on each outbound datagram.
Thus, each datagram carries two stamps: one that allows it to exit the local AD, and, the other,
that allows it to enter the destination AD. Border routers of end-point ADs proceed to verify the
validity of their respective visas and pass datagrams until a visa expires or is otherwise revoked.
If the communication is two-way, visa-keys are issued to the destination host as well, and the
authorization procedure is symmetric. For further details of the Visa protocol see [13].

The process of establishing authorization in Visa-controlled, transit ADs is essentially the same
as for stub ADs in the Visa protocol. The major difference is that the source host must obtain a
transit visa for each transit AD that requires one, in addition to obtaining a pair of exit/entry visas
from AD,,. and ADgy,;. In the worst case, each transit AD’s ACS will conduct an authorization and
authentication procedure before issuing a transit visa, and, each packet will have to carry a separate
visa for each intervening AD. Of course, transit ADs may choose to issue visas automatically, or not
require any visas at all where transit traffic is concerned. Furthermore, ADs could program their
ACSs to obtain and issue transit visa-keys in advance of the actual communication. This would
reduce the setup delay at connection establishment time. On the other hand, such mechanisms
increase the problems associated with visas expiring before, or while, they are in use.®.

The use of Visa for transit control may be appropriate if: (i) transit policies are as diverse
as stub network policies, and (ii) policies change frequently. The former limits the practicality of
expressing policies in a simple universal syntax. The second assumption also makes it impractical
to distribute policies in the way that we distribute connectivity information, for the fear of using
stale route information or incurring excessive overhead due to frequent information updates. These
assumptions result in several interesting features of transit Visa. First, organizational policies are
embodied in ACSs and are not propagated outside; hence, a wide range of policy statements can
be accommodated. Moreover, very little coordination among ADs (beyond that in Visa protocols
for stub networks) is required to implement this protocol.

Although the extension of the Visa concept to transit control is rather straightforward, the
approach does not scale well to an internetwork where many ADs, both stub and transit, want to
control traffic flows. For example, visa acquisition and route setup must be repeated (or adapted)
each time an involved visa-router goes down. Moreover, a source AD has no way of determining if
it will be issued a visa without incurring the overhead of contacting the particular ACS in question.

The essence of the problem is that transit control is related to packet routing. Therefore, controls
for transit should be incorporated into the route calculation itself, not only into the packet forwarding
function.

Other network access control schemes such as SP3[44] and router packet filters [31] face the
same limitation when it comes to controlling transit traffic, i.e., these schemes enforce controls on
packet forwarding and do not provide information to the route computation®.

In summary, Visa protocols and other network access control mechanisms are best suited for
stub network control. Transit network control for large internetworks is more efficiently achieved
by integrating policy considerations into the route computation process. After discussing policy

®More aggressive policies could also be implemented such as applying for group visas in advance of use to ac-
commodate a collection of end-systems that have a need for communication. However, these may imply significantly
more trust among the ADs and requires more careful consideration.

6SP3’s access control policy, in particular, is endpoint-oriented. It is concerned mainly with determining whether
or not two peers may communicate and what type of information they may exchange.



protocol as opposed to the network or link protocol. However, we argue that in the sense of the
end-to-end argument, the network resources are endpoints to the extent they require protection
in their own right. From this perspective, it is imperative to address the protection of network
resource in addition to end-system protection.

If control is left to the end-systems, valuable stub-AD network resources may be consumed by
unauthorized traffic. Rejecting packets at the end-system is foo late from the perspective of network
resource usage. Moreover, unrestricted network access increases the vulnerability of ADs to denial
of service attacks in the form of packet storms. Finally, some ADs must control which routes are
used to and from their internal end-systems; due to cost or security characteristics, for example.
Because routing is a network level function, these controls must also involve network level entities
and can not be left to transport session endpoints.

In summary, to the extent network resources require protection, the highest relevant endpoint
is the network router and associated routing protocols. In this sense, the end-to-end argument
supports implementing these controls at the network layer. For a more extensive discussion of this
argument the reader is referred to [15].

3 Controlling Transit Internetwork Traffic

There are two basic approaches to controlling transit traffic. In the first part of this section, we
discuss an approach based on the extension of traditional network access control mechanisms and
identify its limitations. Subsequently, we consider alternative approaches based on integrating
controls into internetwork routing.

3.1 Extending Network Access Controls

One potential method of enforcing transit policy enforcement is to extend existing stub network
access control mechanisms to the generalized internetwork model. In this section, we discuss an
extension of Visa protocols[13] that incorporates support for transit policy enforcement. Other
network access control schemes are discussed briefly at the end of this section.

Visa protocols were developed originally to provide datagram-level control at AD boundaries.*

Conceptually, a secret key is used by the communicating host to compute an unforgeable stamp.
This stamp is placed in the datagram’s header to assure the border-router that the transmission of
this datagram across AD boundaries is authorized. The stamp is called a visa, by analogy with the
stamp on a passport that allows a tourist to cross international borders. A unique visa is bound
to each datagram in order to guarantee the authenticity and the integrity of the data.

A host on a visa-controlled network that wants to communicate across the AD boundary is
initially required to engage in a high-level authorization/authentication dialog with an Access
Control Server (ACS) on both local and destination ADs. The need for, and particulars of, this
dialog are determined independently by the administration of each AD involved. When and if
the communication is approved, the respective ACSs issue visa-keys to the requesting host. The

*In a connection oriented network a similar approach can be applied to stamp packets. However, the establishment
of the visa key can be part of the connection setup and several of the datagram related design issues do not apply.



2.3 Internetwork Topology

Some routing protocols place restrictions on internet scale and topology, e.g., EGP[41]. Any inter-
AD routing protocol should have the potential of supporting very large scale internetworking. We
anticipate on the order of 10° ADs.?2 In an internet of such enormous size it would be unwise to
design a protocol that relied on topological restrictions; enforcement would be near impossible.
Consequently, one of our design goals is to allow for maximum degree of flexibility in regard to the
configuration of the internetwork. The protocols discussed below do not place restrictions on the
internetwork topology at the granularity of ADs.

Figure 1: Example of AD interconnection.

Figure 1 depicts an example of the AD interconnection. It resembles a traditional hierarchy of
long haul, regional and campus (stub) networks. However, there are exceptions to the hierarchy in
the form of lateral links. These exceptions to the otherwise regular topology are not dispensable
and must be supported, perhaps at the expense of optimality. Absence of restrictions on AD
interconnection allows us to accommodate this, or any other, topology.?

2.4 Network layer mechanisms

Many discussions of network security are actually discussions of end-system protection in a network
environment, e.g., [46, 35, 23, 22, 13, 47]. One of our assumptions in the design of transit network
controls is that both stub and transit ADs have valuable network resources that are themselves the
subject of policy [15].

Initially, this may appear to be in violation of a well-known design principle, the end-to-end
argument[43]. In the case of security, the argument suggests that end-system resources are best
protected by the end-systems themselves, e.g., security services should be provided in the transport

2 Although the majority will be stub ADs, our model assumes a large number of transit and hybrid ADs as well.
3 Although the architecture works for arbitrary topologies, some topologies entail greater overhead in terms of
route computation. For further discussion of topology see [14].



how the AD’s packets travel to their destinations.

In some respects, the requirements for transit policy enforcement are simpler than those for
stub policy enforcement. However, several factors complicate the implementation of the latter.
First, in an internetwork, a packet may travel through a number of transit ADs on its way to the
destination. Consequently, applicable policies from all transit ADs must be considered when a
packet is being sent; whereas for control of stub resources, only the policies of the two end-point
ADs need to be taken into account. In addition, transit control has to be reconciled with topology
changes (routers or links going down). If in the middle of a connection any component of the route
becomes disabled, entirely different policies may come into effect. Also, when a transit AD decides
to account and/or bill for resource usage, coordination is required to pass charges back to the end
points. Moreover, stub route selection criteria must be integrated with transit control policies to
determine the appropriate routes. These factors add to the complexity of potential enforcement
mechanisms.

Based in part on the difference in policies, and in part on the functionality required in any
routing (i.e., transit) mechanism, transit and stub AD mechanisms also differ. By analogy with
international travel, in most countries transit travelers are set apart from other visitors. They are
issued special transit visas and are restricted in movement and length of stay. We discuss transit
mechanisms further in later sections.

2.2.2 Policy Attributes

Network usage policies can be based upon a number of attributes:

¢ Endpoint policies place restrictions on the source and/or destination of traffic.

e Path policies place restrictions on other ADs of the path in addition to the source and
destination ADs.

e Security attributes express requirements for authentication, data integrity, replay detection
and privacy.

e Temporal parameters include restrictions on usage based on time of day, day of the week
or other time-related parameters.

e Quality of Service policies discriminate according to the service parameters (e.g., delay,
throughput) made available to different users.

¢ Accounting/Billing policies express conditions related to charging and accounting.

A typical policy statement can be based upon several policy attributes. For example, the policy
statement:

transit voice traffic from AD, is accepted between 2 and 6 am with a per packet charge
applies to transit traffic and combines application protocol, temporal and accounting/billing at-
tributes. Further examples of policy types can be found in [14].



2.1 Administrative Domains

An internetwork is composed of a number of Administrative Domains, or ADs. An AD is defined as
a collection of network resources under control of a single administrative entity [19]. It is important
to distinguish between two dominant types of ADs: stub and transit. Stub ADs are interested mainly
in communication with other stub ADs, i.e., providing communication for their constituent end-
systems. A campus network is an example of a stub AD. Transit ADs are involved in providing
transit service for traffic between stub ADs. NSFNET is an example of a transit AD. Finally, there
are also hybrid ADs that combine transit service with end-point communication (e.g. USC ISI).

2.2 Policies

As frequently happens with a new concept, an analogy can lead to better understanding of the
problem at hand. One interesting analogy is to view ADs as sovereign countries, each with a
specific set of foreign policy statements regarding interaction with foreign entities (other ADs).
For example, a country may have policies restricting foreign visitors to specific areas or restricting
travel privileges of the local populace when visiting foreign countries. Countries may also have
specific policies pertaining to transit travelers, e.g., restricting entry on the basis of the traveler’s
itinerary. Security policies regarding international travel can express policy as to passport and visa
requirements, length of stay, etc. Accounting or billing policies may concern, for example, visa fees
or departure taxes.

ADs can express similar policies regarding communication with external entities, e.g., restrict
internal systems available for external access or restrict external systems available for internal
access. Transit traffic may or may not be allowed, or it may be restricted to specific source
and/or destination ADs or end-systems. Policies can also embody security requirements, e.g.,

authentication and authorization for inter-AD traffic, as well as accounting and billing conditions
[14].

Network level policies are primarily concerned with unauthorized access to network resources,
denial of service, and inappropriate accrual of communication-related charges. These threats can
all come about through attacks on the authenticity and the integrity of internetwork packet traffic.
Some concerns are of greater importance to stub networks and others, to transit networks.

2.2.1 Stub and Transit Policies

Due largely to the nature of service provided, stub and transit ADs tend to express different policies.
Policies expressed by stub ADs, for the most part, serve to protect internal resources from external
access, while those expressed by transit ADs tend to be cost-related. Another way of making this
distinction is to observe that transit ADs, by virtue of providing transit service, are inherently more
open than their stub counterparts. Furthermore, subversion of transit AD’s policies will, in the worst
case, result in denial of service, whereas subversion of stub network polices can potentially disrupt
the end-systems themselves. Another reason for separating the respective policies is the difference
in accounting and billing requirements. Stub ADs are more likely to bundle communication costs
into billing for end services, if any such billing occurs. Transit ADs are more likely to charge for
the communication itself. Finally, stub AD policies include route selection criteria, which dictate



1 Introduction

A collection of autonomous networks can be interconnected to form a single internetwork using
current internetworking protocols (e.g., IP [38]). Although the interconnection promotes transpar-
ent flow of information across autonomous network boundaries, participant organizations would
like to maintain their autonomy by independently expressing and enforcing network usage policies.
In particular, the enforcement of access control policies with respect to the organizational network
resources becomes of primary concern.

Network access control methods that restrict the information flow between end-systems on
individual networks have been demonstrated [13, 31, 5]. Moreover, end-systems employ a range
of operating system and application level mechanisms that restrict access to data and resources.
However, controlling access to transit network resources (such as routers and links) requires addi-
tional protocol support because of the need to coordinate routing decisions among all intervening
networks. Organizations cannot simply enforce policy restrictions on a unilateral basis at packet
forwarding time. Internetwork routing decisions must be made according to policy-related param-
eters such as access rights and cost, in addition to the traditional parameters of connectivity and
delay [10, 6]. Consequently, policies pertaining to network resources must either be implicit in the
topology of an internetwork, or advertised to the anticipated resource users. Only then can entities
throughout the internetwork determine the logical, policy-based connectivity of an internetwork and
compute valid routes.

This paper addresses the design of protocols for secure control of transit traffic on an in-
ternetwork. Transit control protocols can be designed with varying levels of security. In some
environments, relatively vulnerable protocols may be used in conjunction with post facto detection
mechanisms. Most of the work in policy-based protocol development is being conducted with such
environments in mind [10, 6, 16, 28]. This paper addresses environments where post facto detection
is not adequate or possible in a timely manner. In particular, we address the design and costs (i.e.,
performance and manageability) of incorporating more defensive, preventative security measures
into the protocols for controlling internetwork traffic.!

This paper is organized as follows. As further introduction, Section 2 discusses the intercon-
nection of autonomous networks. Section 3 begins by considering the extension of network access
control methods to control transit internetwork traffic. In response to some fundamental deficien-
cies, the remainder of Section 3 describes the role of the so-called Policy Routing protocols in
providing transit control. Next, Section 4 outlines the security concerns particular to the Policy
Routing protocols. The discussion of security is continued in the remaining sections on secure
protocol design (Section 5) and cost assessment (Section 6). Section 7 summarizes our discussion
and proposes areas for future work.

2 Interconnection of Autonomous Networks

In order to provide appropriate background for the subsequent discussion, this section defines our
terminology and assumptions regarding internetwork environments, policies, and protocol design
principles.

! Portions of this paper first appeared in [12].
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