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Abstract

The current Internet is based on a stateless (datagram) archi-
tecture. However, many recent proposals rely on the mainte-
nance of state information within network routers, leading to
our interest in the implications of a stateful network layer.

We collected internetwork traffic traces at the border
routers of stub and transit networks, and use this data to eval-
uate, or predict, the effects of design alternatives for stateful
architectures.

‘We present an estimate of the number of active conver-
sations at a router, from this we derive the storage require-
ments for the associated conversation state table. Qur anal-
ysis shows that at the network periphery fine grain control
over the traffic may be possible. However, deeper within the
network, it may be more efficient to manage the conversations
at a coarser level.

We use our network traffic traces to perform trace driven
simulations of an LRU cache, for different conversation gran-
ularities. Our results show that locality exists for each of the
conversation types investigated. Using the Normalized Ac-
cess Time function, introduced in {13], we show that improve-
ments in state lookup time are possible with a small cache,
even without special hardware.

1 Introduction

The current Internet is based on a stateless (datagram) archi-
tecture. However, many recent proposals rely on the main-
tenance of state information within network routers, lead-
ing to our interest in the implications of a stateful net-
work layer. Proposed stateful mechanisms are designed to
aid in congestion control [4, 23], provide greater control
over routing decisions and network resources [20, 6], and
support applications with specific bandwidth requirements

* Authors names listed in alphabetical order.

[21, 8, 1, 9, 10, 16, 14, 22]. The introduction of state in-
formation raises several concerns, among them are the stor-
age requirements for this state information, and its efficient
lookup during the packet forwarding process. These issues af-
fect the ability of the proposed mechanisms to scale efficiently
for use in very large, high speed networks.

In this paper we investigate systems that require the main-
tenance of state at the internetwork routers. We collected
internetwork traffic traces at the border routers of stub and
transit IP [18] networks, and use this data to evaluate, or
predict, the effects of design alternatives, when implementing
stateful architectures. We restrict our analysis to the virtual
circuit oriented TCP [19] data traffic, since datagram traffic
is inherently stateless.

An important design decision is the level at which conversa-
tions are defined. This determines the granularity of control
over the network traffic, and affects the scalability of the sys-
tem. Throughout this paper we look at several granularities
of conversations, ranging from a single TCP application asso-
ciation, up to aggregation of all traffic between two commu-
nicating networks. We present an estimate of the number of
active conversations at a router, from this we derive the stor-
age requirements for the associated conversation state table.
Our analysis shows that at the network periphery fine grain
control over the traffic may be possible. However, deeper
within the network, it may be more efficient to manage the
conversations at a coarser level. Our analysis also shows the
importance of developing an aggressive method for determin-
ing when a conversation has ended. This end-of-conversation
detection must be accurate to maintain maximum efficiency.
Deletion of state information too early may lead to expensive
operations to recover the state, and also results in loss of his-
torical information, which may be required for traffic control.
However, the effects of storing idle state information, for even
a few minutes, is shown to double the storage requirements
in some cases.

In conventional IP, the only lookup function normally re-
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quired for packet forwarding is a routing table lookup. This
has been recognized as a bottleneck in the forwarding process
[7, 13]. It has been shown that the introduction of an LRU
cache can substantially improve the efficiency of the packet
forwarding process. Route caching is used in many existing
routers. However, unlike the stateful schemes investigated
here, which require lookup based on source-destination pairs,
current route caches are based only on destination host or
network. It is not intuitively obvious whether the solutions
developed for routing table caches can be applied here. We
use our network traffic traces to perform trace driven simula-
tions of an LRU cache, for different conversation granularities.
Our results show that locality does exist in each of the conver-
sation types investigated. Using the Normalized Access Time
function, introduced in [13], we also show that improvements
in conversation state lookup times are possible using a small
cache, even without special hardware.

The remainder of the paper is organized as follows. Sec-
tion 2 details our data collection process, and the format of
the collected data. An estimate of conversation table state
requirements is included in Section 3, for several granularities
of conversation definitions. Section 4 presents the results of
simulations examining the performance of a LRU cache for
conversation state table lookup. Section 5 summarizes the
findings from our work.

2 Network Traffic Collection

Below we describe our data collection procedure, including
collection sites, method, and trace data contents.

2.1 ‘Traffic Collection Sites

We collected packet traces of actual wide-area network traffic
for our investigation. At the University of Southern Califor-
nia (USC), USC Information Sciences Institute (ISI), and Uni-
versity of California Los Angeles (UCLA) we traced all traffic
passing between the end sites and the Los Nettos regional
network. This traffic includes all packets traveling between
the campus networks and the NSFNET backbone, to other
Internet sites. We characterize these as stub networks, they
act only as a source or sink for all traffic. We believe these
sites are typical of many stub networks in todays Internet,
populated primarily by UNIX workstations and a handful of
other systems.

Traffic captured at the CalTech Los Nettos—
CERFNET (Los Nettos) router, and at the NSFNET’s Ann
Arbor Nodal Switching System (NSS), represents transit net-
work traffic. The primary function of a transit network is to
transport data between stub networks, and other transit net-
works. In our case, the networks can be further classified as
regional and backbone transits. A regional network generally
connects a collection of stub networks that are geographically
close, and also acts as a gateway to the long-haul backbone.
The NSFNET is a transcontinental backbone, with connec-
tions to regional networks throughout the United States.

2.2 Traffic Collection Methodology

At USC we used the NNStat program suite [2] to record all
internetwork packets traversing the main campus backbone
Ethernet. The collection routine was run on a dedicated Sun
SparcServer 4/490, with the trace data being written directly
to a local disk. During similar measurements, we estimated
the packet loss rate by sampling a Poisson stream of ping
packets. We observed that 3 to 5% of the ping packets were
missing from the trace record.

For the data collection at ISI, UCLA, and Los Nettos, we
used a collection program that we wrote. The collection pro-
gram uses the Sun Network Interface Tap (NIT) in promis-
cuous mode, to monitor all packets on an attached Ethernet
segment. Each of the trace collections were run on a dedicated
Sun SparcStation 1+, with the trace data being written to a
local 8mm Exabyte tape drive. The estimated packet loss rate
for all trace collects was less than 1%.

Data collection at the NSFNET’s Ann Arbor NSS used a
modified version of the NNStat statspy program. The data
collection was run on an IBM RT, at the NSS, which contains
promiscuous token ring hardware. This IBM RT is dedicated
to monitor traffic traversing the local node. Packets collected
were written directly to a local disk. We were unable to esti-
mate the packet loss rate in this environment.

All of the results presented throughout the paper are from
post-processing the collected traces. This method was se-
lected as it requires the least real-time processing during data
collection, and provides the most flexibility for data analysis.
However, it does require more storage than does on-the-fly
aggregation.

2.3 Traffic Data Contents

Most stateful router mechanisms proposed, either include a
specific connection identifier field in the packet header, or de-
rive the identifier from existing header fields. IP does not con-
tain an explicit connection identifier, however, the <protocol,
source address, source port, destination address, destination
port> tuple does define a unique association. We noted ear-
lier that we only look at packets with the protocol field set to
TCP, this leaves the remaining four fields for use in creating
conversations definitions.

The trace records collected at USC, ISI, UCLA, and
Los Nettos include a time stamp and the first 56 bytes of the
network headers for each internetwork IP packet observed.!
The time stamp records the arrival time of the packet at the
network interface of the collection machine. The 56 bytes
of header information includes the complete datalink (Ether-
net), network (IP), and transport layer (UDP, TCP) header
structures.

For the NSFNET collect, we recorded a time stamp and
minimal subset of the network header fields required for our
analysis, for each TCP packet observed. Again, the time

!No information was collected from the user data portion of the pack-
ets, at any of the sites, and the host address fields were processed to
protect the privacy of communication over the various networks.
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stamp represents the time that the packet arrived at the col-
lection machine’s network interface. The subset of header
fields saved, includes the IP source and destination addresses,
and the TCP source and destination port numbers. Storage
space limitations at the collection site required us to collect
only TCP packets, to increase the duration of the trace.

Table 1 presents a summary of the network traffic collects,
including starting time, duration, number of packets collected,
and estimated packet loss rate. Throughout the remainder of
the paper we present the detailed analysis only for the USC,
Los Nettos, and NSFNET sites. We use the USC data to
characterize stub network sites. From our analysis, we found
that the other stubs exhibited similar characteristics, and the
USC site provided the largest data set. We use the Los Nettos
and NSFNET data to characterize transit networks, at the
regional and backbone levels, respectively.

As noted in Table 1, the network traffic collects at the stub
sites, and the Los Nettos regional, were each for 24 hours. We
were careful to collect these traces during non-holiday week-
days, and believe they are representative of “normal” days.
We are interested in network performance during “busy” pe-
riods, that is when efficient state management and lookup are
most important. The 24 hour traces show that the number of
active conversations is time dependent (see Figure 1). Heim-
lich {11] also noted similar time dependencies in network traf-
fic on the NSFNET backbone. We were careful to collect our
trace during the busy periods. The before-mentioned storage
space limitations at the NSFNET site, limited the duration
of our collect to about 35 minutes at that site. This shorter
trace is still a useful data point for our analysis, since most
conversations have a duration of much less than 35 minutes
on the current Internet [5, 3].

3 Router State Requirements

This section discusses several of the alternatives for defining
conversations based on the information available in the net-
work (IP) and transport (TCP) level headers. We present six
conversation types, and map these to proposed stateful mech-
anisms. We then examine how the conversation granularity
affects the level of traffic control available, and estimate the

router storage requirements for maintaining the conversation
state information.

3.1 Stateful Router Mechanisms

Following we present an overview of several recently proposed
mechanisms that we will examine throughout this section.

Fair Queueing (FQ) [4] emulates a bit-by-bit round robin
service discipline. If N conversations are active, FQ at-
tempts to allocate 1/N of the available bandwidth to each
conversation. A bid is used to order the packet transmis-
sions, it is calculated as the expected finishing round to
service a packet, minus an offset (6) to affect priority.

Flow Protocol (23] emulates a TDM system. Each con-
versation allocates bandwidth based on its expected Ar-

rival Rate (AR). Each packet arrival increments a per-
conversation Virtual Clock (VC) by 1/AR. The VC is
then used to order the packet transmissions.

Visa Protocol [6] is designed to control access/use of
resources in communicating Administrative Domains
(AD). Before an inter-AD conversation between two hosts
can be established, an exit and entrance visa must be ob-
tained from an authorization server. Once a conversation
is established, the visas are used to cryptographically sign
each packet; access rights are checked at the borders of
the two end ADs.

Inter-Domain Policy Routing (IDPR) [20] is a routing
protocol incorporating robust policy enforcement con-
trols. When setting up a new Policy Route (PR), pol-
icy constraints are checked at each AD border router
along the entire route, from source to destination AD.
To reduce overhead, it is possible to multiplex transport
sessions over a single PR.

ST-II [21] is the Internet Stream Protocol, it is designed to
coexist alongside IP to provide resource guarantees. It
is based on streams, which are point-to-multipoint sim-
plex paths. These are useful for supporting applications
such as video teleconferencing. Most of the protocol func-
tionality addresses stream setup and their management,
simplifying the forwarding process for efficiency.

There are several other new proposals that rely on state
in routers. These include Delay and Jitter Earliest-Due-Date
[8, 22], designed to meet delay and jitter bounds for real-time
channels; Asynchronous Time-Sharing [16], which is similar
to ATM but explicitly includes a set of prioritized classes;
and SRP [1], which is designed to support real-time commu-
nications using IP. Many proposals have also been developed
for resource management in future ATM networks [9, 10, 14].
However ATM (similar to IDPR) may multiplex transport
sessions over a single ATM circuit. Our subset of stateful
mechanisms were selected because prototype implementations
for most of them were available for study. Our results are
directly applicable to such schemes by substituting their per-
conversation overhead.

3.2 Conversation Models

Stateful router mechanisms differ in their concept of what
constitutes a conversation. Demers et al. [4] discuss what
should constitute a “user” for the Fair Queueing algorithm.
They discuss how the granularity of the user definition can
affect the “fairness” of the algorithm. In their case, it was
decided that source—destination host pair conversations rep-
resented the best tradeoff between security and efficiency. In
contrast, the IDPR, routing protocol {20] controls access to
network resources at the AD level. It defines conversations at
the AD level, with finer grain control available, using optional
policy constraints.
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Internetwork
Site Start Time Duration IP Pkts TCP Pkts | Loss Rate
USC Jan. 22, 1991 @ 14:24 | 24 hours 5,350,014 | 4,715,036 | 3 to 5% |
ISI April 4, 1991 @ 11:08 | 24 hours 2,346,624 | 1,260,336 <1%
UCLA May 12, 1991 @ 15:43 | 24 hours 2,217,072 | 1,697,348 | <1%
NSFNET | May 20, 1991 @ 09:00 | 35 minutes 502,111 502,111 | unknown
Los Nettos | July 22, 1991 @ 09:51 | 24 hours 12,220,992 | 11,149,331 <1%
Table 1: Traffic Collection Site Summary
HOSTdst conversation defined based on destination host address
HOSTpair conversation defined based on communication
between a pair of hosts
HOSTpair+port conversation defined based on the combination
of communication between a pair of hosts,
and the application port
NETdst conversation defined based on destination network address
NETpair conversation defined based on communication
between a pair of networks
NETpair+port conversation defined based on the combination
of communication between a pair of networks,
and the application port

Table 2: Conversation Types

The previous examples illustrate a range of granularities
for defining conversations. We do not want to make our anal-
ysis specific to any single mechanism. For this reason, we
define a set of conversation types, covering a range of gran-
ularities, which are then analyzed throughout the remainder
of the paper (see Table 2). All of these conversation types
can be directly derived from the packet headers collected, by
examining the IP source and destination address fields, and
the TCP source and destination port numbers. Throughout
this section we discuss how these conversation types can be
used to approximate the conversation definitions of many of
the proposed stateful router mechanisms presented earlier.

The HOSTdst and NETdst conversation types aggregate all
traffic traveling to a common host or network, into a single
conversation. This is similar to what current IP route caches
do. The HOSTpair conversation type performs aggregation
between any two communicating hosts. Earlier it was pointed
out that this definition is used by the Fair Queueing [4] and
VISA [6] protocols.

Many of the most common wide-area TCP applications can
be identified by their well known port [5, 3]. By looking into
the TCP header, we can extract this port number, and de-
termine the associated application. Adding the port to the
HOSTpair conversation type, to obtain the HOSTpair+port
conversation type, results in finer grain traffic control. Each
conversation now aggregates simultaneous invocations of an
application, between a pair of hosts. This aggregation is use-
ful for approximating type of service (TOS) requirements,
where multiple invocations of an application require similar
performance guarantees. In today’s Internet, the probability
of a simultaneous invocation of an application between host
pairs is quite small [5, 3]. Therefore, it may be possible, at

the current time, to further assume that each conversation at
this level represents an individual application association.

The NETpair and NETpair+port conversation types are
analogous to the host level conversations just discussed, ex-
cept that they aggregate traffic at the network rather than
host level. By making the simplifying assumption that net-
work numbers approximate Administrative Domains in the
current Internet, it is also possible to investigate mechanisms
operating at the AD level, such as the IDPR routing proto-
col. Under this assumption, these conversation types repre-
sent communication between ADs, optionally with additional
policy requirements based on application type.

3.3 Unidirectional vs. Bidirectional Conver-
sations

Using the conversation types defined in the previous sec-
tion, we also investigated the implications of unidirectional
vs. bidirectional conversation definitions. As an example, us-
ing the HOSTpair conversation type, and the two hosts A and
B, the unidirectional definition would treat the flows A — B
and B — A as independent conversations, while the bidirec-
tional definition aggregates the two. It should be noted, all
of the conversation types defined can operate in either a uni-
directional or bidirectional fashion, except the HOSTdst and
NETdst types, which are inherently unidirectional.

In systems that perform explicit path setup, such as IDPR,
ST-1I {21], and Delay Earliest-Due-Date [8], it may be pos-
sible to guarantee that the same route is used in both direc-
tions. This simplifies the creation of bidirectional conversa-
tions. Other mechanisms such as Fair Queueing, which by
themselves do not perform explicit path setup, and rely on
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datagram routing, may be more appropriately modeled by
unidirectional conversations.

Figure 1 shows the number of active conversations observed
at USC over the course of the day, for both the unidirec-
tional and bidirectional HOSTpair conversations types. All
TCP conversations send packets in both directions, due to
the ACK stream. However, most TCP applications actually
transfer a substantial amount of data in both directions [5, 3],
therefore, it is not surprising that the number of active con-
versations using the unidirectional definition is roughly twice
that when using bidirectional conversations. Because of this
simple relationship between the unidirectional and bidirec-
tional definitions, during the rest of the state requirements
analysis we present only the results for the bidirectional case.

3.4 Conversation Table Storage Require-
ments

Figures 2 thru 4 show the number of active conversations
observed, over the course of the day, at USC, Los Nettos, and

150 H 1 mr
- ] ] NeTpalr
A YeVpaRspot
50 | i
s bt H
[ Bite " {
Q Vo b e
s [ o W i
- A -
HE i YRR i)
23 iy FRCA 1
£ o 400 . SR 9;
30 ] 13
Z o 9 ! i
-> 1
i '
20 ]
ROSTGT Gy~ J
| SR MNMW_“’V-
10 } | +—1H } { 4
1000 1200 1400 1600 1000 1200 1400 1600
Time of Day
Figure 3: Number of Active
Conversations (Los Nettos)

NSFNET. A new conversation table entry is created whenever
a conversation identifier is encountered that is not currently
in the table.?2 The conversation is then reported as active
until its state information is removed from the conversation
table.3 The number of active conversations reported in the
graphs, is the number of elements in the conversation state
table, sampled at 5 minute reporting intervals.

All of the networks showed substantial increases in the num-
ber of conversations table entries that must be maintained,
when going from coarse to finer grain conversation defini-
tions. These ranged from doubling, in the case of USC, while
a seven-fold increase was observed at times at the Los Net-
tos router. USC exhibits its largest change when going from
the network level definitions, to the host level. This indi-
cates that there are concurrent conversations at the network
level, but between different hosts. This make sense, since
most users are on individual workstations, rather than a few
timesharing systems. The small change observed when adding
the well known port to the conversation identifier, indicates
that normally there is only a single application (i.e. Telnet,
FTP, etc.) in use. The Los Nettos data shows a smaller per-
centage of change when going from the network level to host
level conversation definitions, indicating simultaneous conver-
sations are common at the network and host levels. However,
there is a large change when adding the well known port to
the conversation definition, indicating a large number of dif-
ferent applications in use between the communicating hosts.
The NSFNET data shows that about 450 individual networks
were communicating during the collect period, while the large
change, when going from the NETdst to the NETpair conver-
sation types, indicates that there are few simultaneous con-
versations between networks on the backbone.

No matter the reasons for the growth in number of active
conversations for the finer grain definitions, this phenomena

2The conversion from TCP/IP packet header fields to conversation
IDs was covered in Section 3.2.

3We use the heuristic of removing a conversation table entry after 5
minutes of inactivity.
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has significant effect on the stateful mechanism. The finer
grain definitions allow greater control over network traffic, but
they also directly affect the storage requirements for the as-
sociated conversation state table. Most stateful router mech-
anisms are likely to store the conversation state table as some
type of search tree or hash table. These table organizations
incur a small amount of storage overhead for pointers or other
table state information, however, the greatest factors deter-
mining table size are the number of entries and the size of
each entry.

Table 3 estimates the conversation table storage require-
ments for several current prototype implementations of state-
ful router mechanisms. Each stateful mechanism is mapped
to one of the defined conversation types, and then the storage
requirements are calculated, based on the maximum number
of entries observed in the conversation table, during the traf-
fic traces. Most of the per entry data structure size estimates
were obtained by examining actual implementations of the
mechanisms, with the exception of Fair Queueing which was
estimated using the description in [15].

As mentioned earlier, the IDPR routing protocol controls
access to network resources at the Administrative Domain
(AD) level. The mapping of IDPR to the NETpair conversa-
tion type was based on our simplifying assumption that a net-
work address can be used to approximate an AD. IDPR also
incorporates finer grain control, with the addition of type of
service (TOS) constraints, user classes, and additional policy
constraints. We have approximated the addition of TOS con-
straints by adding the well known port number to the NET-
pair conversation type. This assumes that each application
type specifies common TOS constraints for all instances of
the application. Both Fair Queueing and VISA operate at the
host pair level, these map directly to the HOSTpair conversa-
tion type, while the Flow Protocol manages individual appli-
cations (mapping to HOSTpair-+port). ST-II also operates at
the application level, however it supports point-to-multipoint*

4ST-1I also supports multicast communication, however, our data is
for point-to-point connections, so this analysis does not consider mul-

simplex communication, therefore we have mapped it to the
unidirectional conversation type (HOSTpair+port unidirec-
tional).

Table 3 shows that all of the stateful mechanisms consid-
ered, with the exception of ST-II, have very modest storage
requirements. Excluding ST-II, all of the stateful mechanisms
require less than 10 Kbytes of state information at the stub
network, and less than 80 Kbytes at the transit. ST-II re-
quires the maintenance of much more state information per
conversation (over six times that of any of the other mech-
anisms), and it also maps to the finest grain conversations
type. It may not be possible to deploy ST-II into a very
large internet for control of all conversations, however, ST-1I
is only required by those applications needing strict perfor-
mance guarantees (such as packet video and voice). It may
be possible to deploy it alongside IP, for those classes of ap-
plications requiring its functionality.

3.5 Aggregation of Conversations

Van Jacobson and Dave Clark recently proposed additional
functions for IP routers, to provide resource management ca-
pabilities. Their scheme also introduces additional state in-
formation at the network routers. State is maintained based
on classes, which are defined as aggregates of packets at dif-
ferent levels of granularity. These aggregate classes are de-
fined based on policies at the router, and are organized into
a hierarchy. This architecture allows policy decisions, such
as enforcing resource constraints, to be enforced at a fine
granularity (possibly on individual applications) before large
amounts of network resources can be used. Deeper within
the network, processing the different classes is simplified by
operating upon higher level aggregates, thus reducing the to-
tal number of classes. Lazar’s Asynchronous Time-Sharing
[16] also defines classes, which aggregate conversations with
similar performance requirements. His scheme differs in that
classes are not defined hierarchically.

Our data shows that this type of architecture, incorporating
a hierarchy of granularities, can improve the scalability of a
stateful system, to perform efficiently in an environment such
as today’s Internet. In addition to the earlier arguments for
this hierarchy, we see it as a means to dramatically reduce
the number of conversation table entries maintained at the
router. This reduction in the number of conversations table
entries translates directly into smaller state requirements, and
may also improve state lookup efficiency.

From Figure 2, we see that for the stub network, operat-
ing on the traffic at the application level (HOSTpair-+port)
resulted in a maximum of 150 active conversations entries.
This does not seem excessive for the fine grain level of con-
trol provided. Coarser grain control, such as NETpair, can
be applied to achieve a 45% reduction in the conversation ta-
ble’s size. However, because of the small number of active
conversations, this translates into a reduction of only 68 table
elements.

ticast support.
protocols.

Multicast could actually be applied to all of these
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Per Conv SITE

Stateful Mechanism | Conversation Type | Entry Size USC NSFNET

IDPR (ADs only) NETpair 56 bytes 4,592 bytes | 51,128 bytes
IDPR (ADs+Policy) | NETpair+port 56 bytes 7,392 bytes | 62,552 bytes
Fair Queueing HOSTpair 16 bytes 2,144 bytes | 19,184 bytes
VISA Protocol HOSTpair 64 bytes 8,676 bytes | 76,736 bytes
Flow Protocol HOSTpair+port 38 bytes 5,700 bytes | 49,628 bytes
ST-11 HOSTpair+port(uni) | 392 bytes || 114,464 bytes | 852,600 bytes

Table 3: Conversation Table Storage Requirements

On the backbone network, exercising control over individ-
ual applications, results in greater than a ten-fold increase in
the number of entries in the conversation state table, when
compared to the stub network (see Figures 2 and 3). Chang-
ing to the coarser NETpair conversation type can result in
a 30% reduction in the size of the conversation table. With
the large number of active conversations at the backbone,
this translates into a substantial reduction of nearly 400 ta-
ble elements. However, this still leaves 900 elements in the
table. Further reductions may be possible, and necessary, by
using even coarser aggregations, such as combining multiple
applications with similar performance constraints, or based
on policy considerations.

3.6 Deleting Idle State Information

Throughout the conversation table state requirements analy-
sis, we have used the heuristic of deleting a conversation from
the state table after 5 minutes of inactivity. In Figure 5, we
present the distribution of conversation durations using two
different end-of-conversation heuristics, for the USC data us-
ing the HOSTpair conversation type. The graph shows that,
in fact, the average conversation duration is much shorter; on
the order of 15 seconds.> We chose the 5 minute timeout to
encompass approximately 90% of the conversations.5

Determining when a conversation has ended, and freeing
up its associated state information is an important and also
non-trivial task. In the simplest case, where each conversation
might be equated to a single TCP connection, a separate state
machine could be maintained for each conversation transiting
the router. The router could then accurately determine when
a connection had been torn down, and release its local con-
versation table entry. However, this would most likely be too
expensive both in terms of computing and storage resources
at the router. The process becomes even more difficult when
the conversations aggregate multiple TCP connections.

As mentioned, using 5 minutes of silence to mark the end
of a conversation is just a heuristic. Figure 5 also shows
the observed conversation durations using a second end-of-
conversation heuristic, one which uses 15 minutes of silence.

®Conversation duration is defined as the time during which the con-
versation was active, not the length of time the entry was in the con-
versation table (which includes the timeout period). It is calculated as
Timestampiastpkt —~ Timestampjiratpke.

8Caceras et al. performed conversation analysis based on 5 minutes
and 20 minutes of silence, they found no significant differences using the
shorter interval.
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The graph shows a small discrepancy between the two heuris-
tics, indicating that the 5 minute heuristic may error, by re-
moving the conversation’s state information when in fact it is
still active, just in an extended idle period. This may be ex-
pensive if the state recovery mechanism must then be invoked,
or if traffic control information is lost.

The preceding argument about the problems with the 5
minute heuristic may seem to argue for the 15 minutes of si-
lence heuristic, however, Figure 6 shows the dangers in main-
taining idle table entries for too long. Figure 6 shows the
number of entries that must be maintained in the conversa-
tion table, for both the 5 minutes and 15 minute heuristics,
for the USC data using the HOSTpair conversation type. The
graph shows a 65% increase in the peak number of conversa-
tion table entries when the less aggressive 15 minute silence
interval is used (i.e., from 130 to 215). This large increase in
number of conversation table entries translates directly into
larger state tables at the router, and places additional limita-
tions on scalability of the stateful mechanisms.

Additional investigation in this area is probably appropri-
ate to develop a better understanding of the problem, and
the effect of the 5 minute heuristic on our simulation re-
sults. It may be possible to develop better heuristics us-
ing knowledge of the individual applications or conversation
types. We anticipate conversation durations to increase in
the future, when longer duration voice and video connections
become more popular. This may also affect our results, and
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argues for the development of a more dynamic or adaptable
method for detecting the end of conversations. It should also
be noted that that this is not a problem in systems such as
ST-II or Fiow Protocol, where explicit setup and teardown is
performed. IDPR also performs explicit setup and teardown,
however it may keep routes installed for longer periods in the
hope that they’ll be reused. It may require some cooperation
between the endpoints and the router to manage the release of
conversation table entries to reduce the amount of idle state
information maintained.

4 Conversation State Lookup

Conversation state lookup may be a bottleneck for these state-
ful mechanisms, especially when operating within the time
constraints introduced by very high speed networks. In this
section we Jook at whether caching schemes might be appro-
priate to increase the efficiency of the lookup process. First
we determine whether locality is exhibited for each of the con-
versation types. Next we look at cache performance. Last,
we compare the performance of the systems with and without
a cache.

4.1 Locality Analysis

The success of a caching scheme is predicated on the fact
that locality exists in the reference string. When looking at
packets traversing a router, it makes the most sense to look at
the temporal locality of successive packets. Temporal locality
implies there is a high probability of reuse of an address.
There are several ways to quantify a measure of locality.
Heimlich [11] measured the probability that a packet refer-
enced the same address as the previous packet. Jain [13] used
the LRU Stack Model to measure the probability of reference
to different stack locations. The LRU stack model arranges
the addresses from most to least recently seen. Whenever an
address is seen, it is moved to the top of the stack. In a ref-
erence string with high temporal locality, we expect to see a
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high probability of reference to the top stack position. Fig-
ures 7 and 8 show the cumulative probabilities of referencing
different stack locations for the USC and NSFNET networks.

We can quantify the temporal locality by looking at the
probability of referencing the top stack position (p1). We see
that for the stub network the temporal locality is fairly high
(38%), while the transit backbone shows much less locality
(4%) due to the larger number of active conversations. Even
with the low probability of back-to-back packets belonging to
the same conversation in the transit nétwork, it appears that
a caching strategy could be effective, if the cache is of suffi-
cient size. For all but the unidirectional transit conversations,
over 90% of the references are found within the top 100 stack
positions.

It is interesting to note that the bidirectional host and net-
work level conversations show at least as much locality as
the host and network destination only conversations. The
destination only conversation types are used in current route
caches, so we may expect the bidirectional conversations to
perform even better than current route caches.
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Also note the large difference between the bidirectional and
unidirection conversation types, this reflects the bidirectional
nature of TCP connections. At the stub, where there are
fewer active conversations and it is more likely that back-to-
back packets for the same conversation will be seen. We see
that when going from the bidirectional to unidirectional con-
versation definitions, the locality is initially reduced by over
50%. This results from counting packets traveling in oppo-
site directions between the same source-destination pair (i.e.,
part of the same TCP association) as separate conversations.
The initial effects are less pronounced in the transit network
due to the much lower probability of back-to-back packets for
a conversation. However, using a stack size of greater than
5, we see the probability of encountering another packet for
a bidirectional conversation has grown to 20%, and the bidi-
rectional TCP traffic once again begins to interfere in the
unidirectional conversations. With larger stack sizes, this in-
terference becomes as pronounced as in the stub network.

4.2 LRU Cache Performance

The degree of temporal locality shown in the previous section
implies that a caching strategy may be effective in increasing
the efficiency of the state lookup process. In this section we
look at cache performance. We used the traffic traces previ-
ously collected to drive our simulations. An LRU cache was
assumed, based on the findings of Jain [13] and Feldmeier {7].
Cache size was varied from one to 300 elements. Since we are
interested in steady state performance, we processed the first
50,000 packets from each trace to initialize the cache. After
that point, we maintained a count of the number of packets
forwarded, and the number of cache misses.

Figures 9 and 10 show the cache performance for a conversa-
tion type is directly related to the degree of locality exhibited
(as shown in Figures 7 and 8). We see, as anticipated, that
the bidirectional conversation types perform slightly better
than current route caches, except for the stub network us-
ing the network level cache. We also see the pattern of only
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Figure 10: LRU Cache Performance (NSF)

a small difference among the four bidirectional conversation
types, and similarly among the four unidirectional conversa-
tion types; while there is a substantial difference between the
two sets. The transit network shows much larger miss rates
than the stub for a small cache. However, 80 to 90% cache
hit rates are still possible with a moderate sized cache (50 to
100 elements).

4.3 Normalized Access Time

Depending upon the cache organization it is possible to de-
velop the notion of an optimal cache size. As the cache size in-
creases, the probability of a cache miss decreases. This seems
to argue that an optimal cache be as large as possible. How-
ever, as the cache size increases, the search time may also
increase. Jain [13] suggests the Normalized Access Time to
determine the optimal balance between miss rate and search
time.

Search Time w/Cache T + pT.:

Normalized Access Time = Search Time wjo Cache = T,

where

T. = Cache Lookup Time
p = Cache Miss Probability
T, = State Table Lookup Time

Using this formula, the optimal cache size is obtained at the
minima of the function, over the range of cache sizes. In the
remainder of this section, we assume that the state table can
be searched in O(logy(n)) time, where n is the number of
entries in the table. This makes Ty = 1 + logy(n). All that
remains is to make an assumption about the cache access
time.

We first look at the case when the cache access time and
organization are identical to that of the state table, giving
Te = 1+ logy(c). This implies that performance improve-
ments are obtained solely from exploiting the locality in the
references. Figures 11 and 12 show the results for stub and
transit networks. The stub network shows an improvement of
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30 to 35% at the optimal size of 10 elements for bidirectional
conversations, compared to a a 25% improvement for current
route caches. The maximum improvement for the other uni-
directional conversations is only 20% with a cache size of 25
elements. The transit backbone network shows slightly lower
gains for both sets of conversation definitions, and the opti-
mal cache sizes are much larger. Again we see about a 10%
improvement in the performance of the bidirectional conver-
sations, over current route caches. We also see that for small
cache sizes (< 10), the state lookup performance with a cache
may actually be worse than without a cache.

The previous results show that performance improvements
are possible with a cache that exploits only reference locality.
There are other cache designs that represent tradeoffs between
ease of implementation and cost. A very simple implementa-
tion is to store the cache as a doubly linked list in mem-
ory. However, this requires a linear search, giving T, = ¢/2.
Another alternative is to incorporate a hardware cache. We
assume a fully associative static RAM implementation with
25ns access time, and a 100ns main memory access time, giv-
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Figure 13: Normalized Access Time
for Cache Architecture Alternatives (NSF)

ing T, = 0.25. Figure 13 shows the normalized access times
for the transit network for these cache design alternatives.

It’s apparent that the linked list implementation can be
ruled out immediately. For caches of size 1 or 2 it shows
a slight improvement (1%), and its performance quickly de-
grades. Both the binary search table, and hardware cache
are viable solutions. The hardware cache has constant access
time; as the cache size increases and the miss probability de-
creases, we see the normalized access time > 0. Again, this
seems to argue for as large a cache as possible, but current
technology and costs will effectively set an upper bound on
this solution. The in-memory binary search table solution is
the same as shown earlier. It represents a compromise, pro-
viding moderate performance gains, with no requirement for
additional hardware and its associated costs.

5 Conclusions

Future internet protocols will support a range of data services,
some of which will require a departure from the original, state-
less, IP router architecture. This paper is a first attempt to
empirically quantify the state and caching requirements im-
plied by stateful protocols.

We showed, using traffic traces from stub, regional, and
backbone networks, that the maximum conversation table size
is surprising low, given the size of the current Internet. Much
of this has to do with the very short conversation durations
observed. However, we believe that as new applications, such
as voice and video, become more popular, the average con-
versation durations observed will increase. This will have the
effect of increasing the likelihood of simultaneous conversa-
tions, and thus increase the number of elements, and state
requirements for the conversation tables.

As we approach gigabit speeds on the backbones, it will be
necessary to reduce the bottlenecks in the packet forwarding
process. We have shown that it may be possible to improve
performance using a simple LRU cache, similar to that used
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in current route caches. Other caching schemes and optimiza-
tions are the subject of further study.
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