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Abstract 

Policy Routing protocols incorporate policy related constraints 
into the route computation and packet forwarding functions for 
inter-Administrative Domain (AD) communication. However, 
this new functionality exacerbates the already critical problem 
of routing information distribution and storage overhead in very 
large intemets (e.g., 100,000 ADS). This paper investigates the 
scalability of the Inter-Domain Policy Routing (IDPR) architec- 
ture. In particular, we present an informal analysb of Connectiv- 
ity Database and update overhead. 

A model of the IDPR architecture is defined and exercised 
by varying several parameters. The results obtained illustrate the 
scaling properties of the IDPR architecture and their dependen- 
cies upon intanet configuration, connectivity among ADS, and 
number of policies. 

We And that, under certain reasonable assumptions, global 
information for M intemet of 6,000 transit ADS (and 60,000 stub 
ADS) will occupy on the order of 2.6 Megabytes of storage in the 
route server. Since route servers need not be cdocated with gate- 
ways, this requirement is not necessarily prohibitive. However, the 
zonnectivity database &e predicted by the model is quite large 
in terma of computing rout- over this database, and distribut- 
ing updates to maintain the database. Future work must address 
these other critical dimauioru of scaling (U well. 

1 Introduction 

A new generation of routing protocols are under de- 
velopment to address problems of routing in very 
large scale internetworks. These protocols pro- 
vide new functionality (in particular, resource con- 
trol) that is needed when connections cross admin- 
istrative domain (AD) boundaries.2 However, this 
new functionality, referred to as policy routing, 
compounds the problems of protocol overhead and 

efficiency that are of critical concern when the num- 
ber of internetwork routing elements is very large. 

In this paper we investigate scaling for the Inter- 
Domain Policy Routing architecture.[9, 141 This 
architecture proposes to support a very rich no- 
tion of policy control for endpoint and transit net- 
works. 0 ther inter-AD routing protocols support 
more limited types of policy with less overhead.[ll, 
1,5] Our purpose is to consider how large of a global 
internet can be accommodated by the relatively ex- 
pressive IDPR architecture. The informal analysis 
presented in this paper clearly motivates the need 
for efficient route computation and update distri- 
bution techniques. 

In the remainder of this section we give a grief 
overview of the IDPR architecture, and outline the 
dimensions of the architecture that are impacted by 
internet scale. After identifying specific questions 
associated with routing database and update over- 
head, we defme a simple model of the architecture 
in 2 and exercise it to generate the results reported 
in Section 3. The significance of our investigation 
is discussed in Section 4. 

1.1 Inter-Domain Policy Routing Over- 
view 

IDPR uses source routing, explicit advertisement 
of policy along with topology information, and a 
link-state style routing protocol. The source routes 
specify the ADS that are passed through along a 

routers transited within ADS is transparent to the 
source. Source routes are computed based on topol- 
ogy and policy information advertised by each par- 

'Names listed in alphabetical order. 
'An AD is a set of reso-ces-hosts, networks, and source-destination Path; the Particular links and 

gateways-that is governed by a single administrative author- 
ity. See [7, 61. 
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ticipating AD. Policy information specifies which 
traffic the particular AD will carry, e.g., an AD 
can limit the endpoints and the types of service 
made available. The routing updates (topology 
and policy information) are advertised to all AD- 
level routing elements so that source routes can be 
computed appropriately. However, the databases 
need not be consistent in every AD at all times be- 
cause the source routing function is used to avoid 
loops. 

When a packet is outgoing from one AD to 
another, and assuming an AD-level source route 
has been computed, a policy route is setup from 
the source AD to the destination AD. Successive 
packets between those two ADS, that meet the pol- 
icy and type of service requirements of the setup 
packet, need not carry the full source route. In- 
stead the successive packets are forwarded based 
upon a globally unique path ID and corresponding 
state information maintained in the AD boundary 
routers. In effect, the architecture allows routes to 
be installed on demand in policy gateways through 
the setup function. For further discussion see 13. 9, 
14, 21. 

The following definitions and terminology are 
used throughout the remainder of the paper. 

0 Administrative Domain (AD): a collec- 
tion of links, routers, and end-systems gov- 
erned by a single administrative authority.[6]. 

0 Stub ADS: contain the communicating end- 
systems that are the endpoints of communica- 
tion; stub ADS do not provide transit services 
and need not advertise policies. 

0 Transit ADS: provide transit services and 
must advertise their policies. 

0 Hybrid ADS offer transit services (typically 
to fewer neighbor ADS), as well as end-system 
access. 

0 Policy gateway (PG): router at the border 
of an AD that implements the IDPR protocol. 

0 Virtual gateway (VG): a set of (at least 
two) physical policy gateways that form a 
connection between two neighboring ADS. Ev- 
ery VG has two "sides", one in each of the 
ADS that it connects; in its simplest form 

a VG consists of two PGs, one in each of 
the connecting ADS. The abstraction is in- 
troduced to reduce the amount of detailed 
(i.e., PG specific) status information that is 
distributed and maintained in the event that 
there are more than two PGs in a VG. 

0 Route Server (RS): entity within each AD 
that collects topology and policy information 
from other ADS and computes Policy Routes 
(see below) based on this information. 

0 Policy Term (PT): conditions specified by 
an AD for use of its transit resources. Poli- 
cies may be in terms of endpoint ADS that are 
permitted to use the resource, type of service 
made available, or previous and next hop AD 
via which resources may be accessed, etc. For 
further discussion of policy types see [4]. Pol- 
icy tenns are carried in routing updates (see 
Update Protocol below). 

0 Policy route (PR): the AD-level source 
route from source to destination AD. In par- 

ticular, a PR is a sequence of VGs with the 
associated PTs that permit use of the respec- 
tive AD resource. 

0 Connectivity database: the database of 
policy and topology information used by the 
Route Server as input to the route computa- 
tion. The database includes configured topol- 
ogy and policy information, as well as most- 
recently reported status (i.e., up or down) of 
particular VGs. 

0 Route database: the database generated 
by route computation and kept by the route 
server. Policy gateways query the route server 
for routes from this database when outgoing 
packets arrive for which no PR exists. 

0 Forwarding information base: the data- 
base of active PRs maintained by PGs in or- 
der to forward packets along active PRs. 

0 Setup and data protocols: the protocols 
used to set up PRs and forward data packets 
along established PRs. 

0 Update protocol: distributes configured 
and status information about topology and 

policy. A link state protocol in which every 
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AD advertises information about its neighbor 
connections to all ADS in the internet.3 

0 Virtual gateway protocol: carries infor- 
mation among the PGs in an AD to deter- 
mine the status of VGs that should be adver- 
tised in the update protocol. 

1.2 Scaling Dimensions 

The functionality provided by IDPR comes at a 
price. In particular, there are four dimensions of 
scaling that require serious study. As defined above, 
each AD must have access to a Route Server (RS) 
that maintains a connectivity database of topology 
and policy information. This database must have 
infonnation about every transit AD in the inter- 
net in order to guarantee valid policy routes to all 
destination ADS in the internet. For the sake of 
this paper we will assume that every AD maintains 
a complete connectivity database of configured 
policy and topology information, and we will in- 
vestigate the memory requirements that are thus 
i m ~ l i e d . ~  

In order to maintain such a global database, 
policy and topology information must be flooded 
throughout the internet. Therefore the second di- 
mension of IDPR scaling is the Upda te  Distribu- 
tion Overhead, i.e., the network resources con- 
sumed by distributing updates. Update distribu- 
tion is partially a function of the update size (which 
will be discussed in this paper), but is largely af- 
fected by the flooding protocol and the internet 
topology and is a subject for further study. 

Related to the size of the connectivity database 
and to the nature of the topology and policies sup- 
ported, is the Route Synthesis Overhead; in 
other words, the average time complexity to com- 
pute policy routes. This is an area that demands 
significant research attention but will not be dis- 
cussed directly here. However, we hope to shed 
some light on this scaling dimension since one fac- 

~ ~~ 

'For most of this paper we assume a flat space of ADS 
across which all update information is flooded (i.e., no 

'The question of global distribution of dynamic status 
information can be considered separately and has primary 
impact on the update protocol overhead; the sise of the data- 
base is approximately the same in either case. 

hierarchy). 

tor in route computation time is the size of the con- 
nectivity database. Moreover, the methods used in 
this paper to model policy and topology are appli- 
cable to analysis of the route synthesis problem as 
well. 

A fourth dimension of scale is the size of the 
forwarding information base that PGs must 
maintain in order to forward packets. This dimen- 
sion is as much a function of t r d c  patterns as of 
internet size. PG state requirements and caching 
strategies are under investigation, but are beyond 
the scope of this paper. 

The primary purpose of this paper is to investi- 
gate the scaling properties of inter-domain routing 
mechanisms. We focus on the f is t  dimension of 
scaling, Connectivity Database size and include 
a brief analysis of update overhead. The other two 
dimensions are the subject of ongoing work and will 
be addressed elsewhere. Based on requirements ar- 
ticulated in [lo], we choose as our scaling target an 
internet that includes on the order of lo6 stub ADS 
and lo4 transit ADS, i.e., well beyond the size of 
the current Research Internet! 

1.3 Connectivity Database Size Fac tors  

It is fundamental to the functionality of the IDPR 
protocol that policy routes are computed based on 
global information about transit AD topology and 
policies. However, as the global internet grows, the 
size of this database also grows. This study inves- 
tigates the limits of an architecture based on route 
servers with complete global information. 

The size of the database is not simply a function 
of the number of ADS in the internet. Because of 
the policy information distributed, database size is 
also a function of internet configuration (e.g., 
the number of transit and stub ADS), the con- 
nectivity among ADS, and number of policies 
expressed by each AD. Internet configuration de- 
termines the number of advertising nodes and also 
affects the average AD connectivity. AD connec- 
tivity and policies together determine the amount 
of information held for each AD in the internet. 

Different models of the future global internet 
lead to different assumptions regarding configma- 
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tion, connectivity, and policy. We assume a hy- 
brid model in which private networks will coex- 
ist along side commercial carrier networks. Conse- 
quently, we envision an extensive hierarchical struc- 
ture (i.e., campus networks connected to metropoli- 
tan area networks (MANs), MANs connected to re- 
gionals, and regionals connected to wide area net- 
work (WAN) backbones), but with significant and 
persistent lateral and vertical bypass links (i.e., 
special purpose connections between campuses, and 
special purpose connections between campuses and 
wide area networks, respectively). 

This hybrid topology will require support for 
a range of policies. Many transit networks will ex- 
press policies regarding type of service and charging 
policies. Hybrid ADS are likely to express access 
control related policies as well in order to control 
the use of their internal resources via bypass links. 
Therefore, an inter-AD routing architecture will be 
used to support several types of policies, e.g., those 
based on type of service, charging, AD source, User 
Classification, etc. For a detailed discussion of dif- 
ferent policy requirement models, see 141. 

1.4 Comparison to BGP Connectiv- 
ity Database Requirements 

Before describing our model of connectivity data- 
base size we describe similar requirements for an 
alternative inter-domain routing protocol that sup- 
ports a more limited notion of policy, with less over- 
head. The Border Gateway Protocol (BGP)[11] is 
based on hop-by-hop routing and a distance vector 
protocol in which complete AD-path information is 
distributed with each routing update entry. BGP 
supports a range of path and destination based 
policies but was not intended to support source- 
specific policies, i.e., transit policies that discrimi- 
nate according to the source of the p a ~ k e t . ~  Source 
specific transit policies can be supported only by 
replicating the Forwarding Information Base (FIB) 
in each border gateway. Keeping these limitations 
in mind, we identify the approximate connectivity 
database size required to support BGP in a large 

'Stub policies regarding path preferences are supported 
to a limited extent. Stubs can choose from among a number 
of available paths according to local criteria. However, there 
is a much smaller set of routes available to the source than 
in the IDPR architecture. 
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Figure 1: BGP connectivity database size esti- 
mate (in KBytes) relative to the average number of 
neighbors per AD. Graphs represent different num- 
bers of TOSS. 

internet with TOS policies. 

The BGP architecture could be extended to 
very large internets by adding additional level(s) of 
hierarchy (i.e., grouping ADS) to reduce the over- 
head of routing information distribution and stor- 
age. For example, in an internet of 50,000 ADS we 
could group ADS into 500 AD groups and thereby 
reduce the FIB storage requirements by two orders 
of magnitude. This grouping mechanism is pro- 
posed in [l]. 

BGP's FIB maintains only one entry per 
des tination- AD. However, the connectivity data- 
base out of which the FIB is generated is somewhat 
larger. In particular, BGP stores the most recent 
update from each neighbor. Moreover, if mul- 
tiple types of service (TOS) are supported, then 
a routing update is maintained per-neighbor, per- 
TOS. Although TOS is not addressed in the BGP 
specification explicitly, it appears to be a straight 
forward extension of the architecture. The overall 
memory requirements for the connectivity database 
(CDB) can be expressed as: 

C D B  = Nt,, * N d m ,  * ADst ,  * entry - size, 

Nt,  is the number of type of services supported, 
NdW, is the number of neighbors of a top-level AD, 
ADSt, is the total number of top-level ADS in the 
internet. Figure 1 illustrates this function in terms 
of bytes; where entry  - size is the average number 
of bytes in each BGP database entry. 
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We use a log scale to facilitate presentation of 
the curve. The graph assumes 5,000 transit ADS 
and 50,000 stub ADS. ADS are grouped such that 
there ar approximately 500 top level ADS. To cal- 
culate the entry size, we assume that each BGP 
update carries the following information: origin, se- 
quence of domains that constitutes the path, next 
hop, metric. If we assume an average path length 
of 5 ADS, 2 bytes per AD identifier, and 2 bytes for 
the metric, the average path information requires 
16 bytes. For 10 types of service and an average 
of 10 neighbors per top-level AD, the approximate 
database size for a top-level AD border gateway is 
800 KBytes. This analysis does not take into ac- 
count the space used for network address lists in 
the current version of BGP. We assume that future 
BGP-like protocols would either advertise AD level 
information and/or collapse information using des- 
tination sets as in [I]. 

As stated earlier, it is somewhat misleading 
to compare BGP and IDPR because they provide 
different functionality. Nevertheless, with this in 
mind, it is useful to use BGP’s connectivity data- 
base requirements as a reference point in our anal- 
ysis of IDPR. 

2 The model 

This section describes 
titrity database size. 

tiple entries in the database, one for each of 
the Policy Conditions specified for the VG. 
Actually, policy conditions are applied to VG 
pairsspecifying which VG the transit AD 
will carry traffic to and from. 

0 If special policy conditions are applied to each 
VG pair, then there will be a larger num- 
ber of entries in the ADS update. If policy 
is more uniform then a single policy condi- 
tion will be applied to communication among 
a set of VGs and the update size is reduced. 

2.1 Expressions for the size of the Con- 
nec t ivit y Database 

We can begin by specifying the size of the connec- 
tivity database, CDB, as: 

(1) CDB = f ( A D s ,  C o d ,  Policies), 

where ADS is the number of ADS, and ConD is the 
connectivity degree of an AD, and Policies is the 
number of policies expressed by each AD. 

Since stub and hybrids are the ones that need 
the comectivisdatabase to synthesize routes, and 
transit ADS are assumed to be the ones advertising 
policy conditions, we write this as: 

our model of IDPR connec- 

Traditional link state protocols maintain a con- 
nectivity database at each node. The database 
consolidates information based on one update per 
network node. Each node udpate contains the 
neighbor list for that node and associated status 
(up/down) and metric information. The IDPR 
connectivity database consolidates similar informa- 
tion per node (in this case per AD). However, the 
amount of information carried in each update may 
be much larger and is not simply a function of the 
number of neighbors per node (i.e., it includes the 
policy term information described earlier). 

The number of entries per IDPR update is a 
function of policy, as well as internet configuration 
and AD connectivity, for example: 

where A D T ~ ,  ConDTR, and PoliciesTR are the 
number of transit ADS, the average connectivity 
degree per transit AD, and the average number of 
policies expressed by a transit AD. 

Two different analyses were conducted for the 
storage overhead. In the first case, an average num- 
ber of policies per AD is considered, while in the 
second case, each transit AD expresses a policy for 
each pair of stub ADS. Although the second case 
does not represent a realistic scenario, it is provided 
to motivate the need for attention to database size. 

0 For each VG represented, there may be mul- 

3D.2.5. 
0269 



2.2 Database entry format and size 

In the IDPR architecture, transit AD policies ap- 
pear in the routing updates and connectivity data- 
base as sets of policy conditions and the corre- 
sponding sets of VGs within the AD that support 
the policy conditions. We refer to the policy set 
and the VG set together as a policy term entry. 
Therefore, the ConDTR and PoZiciesTR terms in 
equation (2) are expressed together as the average 
number of policy terms advertised by a transit AD. 

In the average case, we will consider that each 
stub and hybrid AD'S connectivity database stores 
an average number of policy term entries, PTs, per 
transit AD. The size of a PT entry is represented 
by, PTe,:,y. A complete copy of the policy and 
topology information in the connectivity database 
can therefore be represented as: 

The maximum AD memory requirements arise 
when each transit AD specifies different policy con- 
ditions for carrying traffic between each pair of stub 
ADS, as well as between each pair of VGs belong- 
ing to the AD. Therefore, the second, pessimistic, 
case considers all possible combinations of stub AD 

where ST is the number of stub ADS. Equation (2)  
must be rewritten as 

pairs ( S T * [ S T - l ] )  and VG pairs (VGs*[VGs- l ] ) ;  

(4) C D B S T - ~ ~ ,  = A D T ~  * [ST * [ST - 111 * 
[VGS * [VGS - 111 * PTent, 

The number of VGs can be expressed as a con- 
stant times the number of neighboring ADS (c * 
nbors). For our initial analysis we assumed that 
there is a single VG per neighboring AD, i.e., c = 1 .  
7 

'ADTR, should be added to the total equation (3) to 
represent the space needed for each transit AD identifier. 
However, the space b negligible compared to the rest of the 
equation and thus we leave it out for simplicity. 

'While most AD neighbors will be represented by a sin- 
gle Virtual Gateway, some neighbor ADS may support sev- 
eral Virtual Gateways in order to specify different policies 
regarding the usage of different entry/exit points to a par- 
ticular AD neighbor (for example, to differentiate between 
an east and west coast gateway connection between a private 
corporate network and the Research Internet). The upper 
bound on the number of VGs per AD can be expressed as 
the number of physical neighbors multiplied by the number 
of VGs per AD neighbor. 

In order to obtain the size of the connectivity 
database in bytes, the size of the policy term entry 
PTentry must be expressed in terms of number of 
bytes. As previously mentioned, a PTentry is com- 
posed of a set of policy conditions and the set of 
VGs that support them. Therefore, we can write 

( 5 )  Zength[PTen:w] = Pconds,,: * 
Zength[Pcondent,] + VG,,:  * Zength[VGent,y]* 

Pcon~Zs,,~ is the average number of policy con- 
ditions in the policy set of a policy term entry. 
Pcondentw is the average number of bytes used to 
represent a single policy condition within the policy 
set. Analogously, VG,,:  and VGentry stand for the 
average number of VGs in a VG set and the number 
of bytes used to represent a VG, respectively. 

For this analysis we make some assumptions 
about the length of the average VG set. The first 
assumption is that most policies are applied uni- 
formly to all VGs in an AD. This means that VGset 
is equal to V G s ,  the number of VGs in an AD. This 
assumption is pessimistic with respect to the length 
of PT,,:, because it implies that all or most of the 
VGs in an AD will be listed in each of the VG sets 
in the AD'S policy terms. If policies were less uni- 
form, each policy condition would apply to only a 
small subset of the VGs in that AD. However, if 
policies were less uniform, it is likely that the av- 
erage number of policy terms expressed by an AD 
would be proportionally larger. 

Another factor that can influence the average 
VG set length is the degree of VG pairing supported 
across the AD. Communication may be supported 
only between select pairs of directly-connected ADS, 
i.e., only a subset of physically possible previous 
and next hops can be used together. In this case 
there will be a smaller number of VGs specified in 
a VG set, and therefore in the global connectiv- 
ity database. Most transit ADS will support 100% 
VG pairing. However, hybrid ADS, for example, 
may restrict the use of bypass links and support 
less than 100% VG pairing. For our analysis, we 
assume 100% pairing for all transits. If there is 
less VG pairing, the number of VGs listed in each 
policy term would be smaller. 

The length of the policy condition entry varies 

'length[X] stands for the number of bytes  of entry X. 
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depending on the particular policies expressed. 
Each AD identifier is assumed to be 2 bytes long, 
while User Classification is represented using 1 byte. 
Other components of a policy condition such as 
charging and other general conditions are variable 
in length. Therefore, whereas a policy condition 
that specifies a single ADsrc, ADdst, and User Clas- 
sification can be represented with 5 bytes, more 
elaborate policies would obviously take more space. 

The VG entry is composed of one AD identi- 
fier (the VG is assumed to connect to the AD that 
advertises it, so the one AD identifier indicates the 
other AD to which the VG connects), plus a one 
byte nurnber to distinguish the VG from other VGs 
that might connect the two ADS. VGent, is there- 
fore 3 bytes long. 

Using these values, we represent our results in 
terms of memory requirements, MR by con- 
verting CDB in equations (3), (4), (6), and (8) into 
bytes. However, first, we discuss three optimiza- 
tions to the overall approach. 

2.3 Optimizations 

Three optimization techniques were considered for 
both the average-case and the pessimistic-case anal- 
ysis to investigate how the storage overhead can be 
reduced. 

2.3.1 Policy Condition Encoding 

Policy condition encoding uses s m a l l  numerical iden- 
tifiers to represent policy conditions. The size of 
PTentry used in equations (3) and (4) is thereby 
reduced, since the size of a policy condition iden- 
tifier is assumed to be smaller than the represen- 
tation of the policy condition itself. It is reason- 
able to assume that this optimization will be used 
in any implementation of the protocol. However, 
the mapping of these identifiers to the actual pol- 
icy conditions must be distributed periodically by 
the update protocol and each RS must maintain 
this information for each transit AD. Therefore, the 
mapping of policy conditions to their corresponding 
identifiers has to be kept along with the connectiv- 
ity database. 

Assuming a policy condition identifier, PCID, 
is 2 bytes, Pcondcntry in equations ( 5 )  is reduced 
to 2 bytes. The estimate of overall memory re- 
quirements is augmented to take into account the 
mapping information: 

(6) CDBTnappita, = [ADTRa * 
P c O n d s ~ ~ ]  * [Pcondentry + P c I D ]  

Where PcondsAD is the average number of policy 
conditions in an AD. The average mapping entry 
length is the length of an average policy condition 
Pcondent, plus the length of the corresponding 
policy condition identifier, P C I D .  

In the worst case, the average number of pol- 
icy conditions in an AD, PcondsAD, is equal to 
the average number of policy terms, PTs, times 
the average number of policy conditions in a pol- 
icy set, PcondsJet. On the other hand, the best 
case occurs when PcondsAD is equal to Pconds,,t. 
Encoding is efficient when policy conditions are 
referred to multiple times within a single update 
(i.e., PcondsAD < PcOndSJet * PTs).  More impor- 
tantly, encoding provides a significant reduction in 
dynamic update size since dynamic updates do not 
carry PCID mapping information. Therefore en- 
coding is clearly advantageous when dynamic up- 
date distribution overhead is considered. 

To take into account the influence of encoding, 
the mapping database size CDB,,pping as ex- 
pressed in equation (6) must be added to 

C D B S T -  HY 

2.3.2 VG set encoding 

If most policies are applied uniformly to all VGs, 
VG set encoding could be used. In other words, to 
avoid explicit listing of VGs in each policy term, 
the sets of VGs commonly referred to in policy 
terms would be assigned identifiers; e.g., one iden- 
tifier would indicate all VGs belonging to an AD 
while other VG identifiers would indicate particu- 
lar subsets of VGs. However, because two VG sets 
must have unique identifiers, even if they differ in 
only a single VG, the number of VG sets identi- 
fied could grow to be very large and the number of 
VGs listed in each entry of the CDB mapping in- 
formation message would also be large. Therefore, 
it is possible that the mapping information for VG 
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encoding, could become excessive. 

We will not consider this optimization further 
in this paper. However, for implementation pur- 
poses it might be worth considering encoding of a 
few special VG set identifiers, e.g., a wild card to 
indicate all VGs registered for the advertising AD.' 

2.3.3 Policy Filtering 

Policy filtering assumes that a stub or hybrid AD 
can pre-filter and discard connectivity information 
that is not applicable (e.g., discard policies whose 
AD source field precludes usage by the stub or hy- 
brid AD in question). For our initial investigation 
we assumed that a certain percentage, G ,  of all 
transit AD policy conditions are applicable to all 
stub ADS. Consequently, the average stub AD that 
does filtering would store GK of the total number of 
policy conditions expressed by all transit ADS, plus 
the additional source-specific policy conditions that 
apply to the stub AD. If we assume that source- 
specific transit ADS' policies are equally distributed 
among all the stubs and hybrids, then the number 
of source-specific transit policies that apply to a 
particular stub or hybrid AD, X, is the total num- 
ber of source-specific transit AD policies divided 
by the total number of stub, ST, and hybrid, HY, 
ADS. 

Policy filtering directly affects the size of the 
PTent,.,,, by reducing the number of policy condi- 
tions, Pconds,,t, that need to be stored by a par- 
ticular stub or hybrid AD. To incorporate the ef- 
fects of policy filtering, equation (5) is rewritten as 
follows. 

( 7 )  Zength[PTentV] = (G% * PCOndSjet + ( 1  - G%) * 
PCOndSjet/(ST t H Y ) )  * length[PcondentW] + 
VGsJet * length[VGent,v] 

Assuming encoding is used in conjunction with fil- 
tering, the MR calculation must also include the 
corresponding C DB,,,,pping. 

2.4 Update distribution overhead 

Global flooding of update information also presents 
scaling problems. In this section we provide a very 
simple model of update distribution overhead. 

To analyze update overhead we need to make 
additional assumptions about the number of PGs 
in an AD, P G S A D ,  and the number of inter-AD 
links supported by each of the PGs, PGlinkj. We 
will represent update overhead by the number of 
update packets handled by each PG in the inter- 
net, Updatepc.lo We assume that every transit 
AD generates a dynamic update at an average fre- 
quency of updatefie,,,. Each PG receives one original 
update and some number of duplicates (the num- 
ber may be 0) as a result of the flooding protocol 
and the non-hierarchical topology. Each PG will 
receive at most one duplicate copy of each update 
from each of the PGs to which it is connected in 
neighboring ADS. In the worst case, the PG might 
also receive a duplicate from each of the other PGs 
in its own AD, P G S A D  - 1 .  Therefore, we write the 
worst case update distribution overhead per PG as 
in equation (8). 

( 8 )  UpdatePG = ADT& * update,+,, * [PGSlink, -l- 
(PGsAD - I ) ]  

Using equation (8) we can represent the worst 
case intra- AD bandwidth consumed by update dis- 
tribution, UpdateADlinkJ. Intra- AD links carry the 
udpates among the PGs within an AD. 

(9) UPdateADlinkJ = ADTRJ*updatefieq*update JiZe* 

[PGSAD (PGs  A D  - I ) ]  

From equations (3) and (6), we know UpdUteJize = 
PTs * PTent,. However, equation (9) must be com- 
bined with equation 6 to represent the use of pol- 
icy condition encoding and the distribution of as- 
sociated mapping information in configuration up- 
dates. We assume that configuration updates are 
sent at  an even lower frequency than regular up- 
dates. 

~ 

'If this mechanism is implemented, our analysis is an 
overestimate to the extent wild card VG sets are used in 
practice. 

'"For this simple analysis we assume that each PG sees 
the same update overhead, as a result of the global flooding 
protocol. 
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In general operation, there are mechanisms in 
the IDPR update protocol that will make this worst 
case scenario, of multiple duplicate updates from 
every possible neighbor, very unlikely. 

2.5 What the model tells us 

The numerical results shown in the next section 
illustrate how the storage (i.e., route server’s mem- 
ory requirements) and update overhead vary with 
several of the parameters described above: 

0 The number of ADS. 

0 The number of neighbors (and VGs) per AD. 

0 The number of policy conditions per VG pair. 

0 The percentage of transit ADS. 

Equations (3), (4), and (6) are refined by de- 
composing the transit ADS into backbones, region- 
ab and hybrids. The goal is to have a better in- 
tuition for the values assigned to the variables in 
the expressions of CDBsT-m.  For example, back- 
bones are expected to support a much larger num- 
ber of neighbors (i.e., VGs) than hybrids do, while 
many hybrids may support a larger number of fine 
grain policies. 

In our model, the average number of neighbors 
per backbone was calculated as the ratio between 
the number of regionals and the number of back- 
bones. This assumes that on the average, each re- 
gional is connected to one backbone. Analogously, 
the average number of neighbors per regional was 
calculated as the ratio between the number of stubs 
and the number of regionals, plus 1 (the neighbor- 
ing backbone). For simplicity, the average number 
of neighbors per hybrid was assumed to be the same 
as the number of neighbors per regional; although 
this is probably an overestimate. 

As an example, equation ( 8 )  below is the result 
of this decomposition applied to equation (3). 

Where BB,  RG, and H Y  are the number of back- 
bones, regionals, and hybrids, respectively. P T S B B ,  
P T S R G ,  and P T S H Y  are the average number of pol- 
icy terms expressed by backbone, regional, and hy- 
brid ADS, respectively. PTentry-BB, PTentry-RG, 
and PTent+v-HY, are the average sizes of a policy 
term entry for a backbone, regional, and hybrid 
AD’S, respectively. 

For our calculations we assumed that 1% of the 
transit ADS were backbones, 5% were hybrids, and 
the remaining majority were regional (i.e., mid- 
level) transit networks. 

3 Data 

Using the model described above, we generated sev- 
eral graphs to illustrate the relationship between 
various parameters, and the overall scaling proper- 
ties of the architecture. The model is not intended 
to predict precise numeric values. 

Figure 2 shows the IDPR architecture scalabil- 
ity problem in the pessimistic, and unrealistic, 
case when transit ADS specify a different policy 
restriction for carrying traffic between each pair of 
stub ADS, as well as between each pair of VGs that 
connect to the AD (see equation (4)). Therefore, 
for this case, we are assuming one policy condition, 
and two VGs per PTent, (i.e., PcondS,,t = 1, and 
VGset  = 2 in equation (5)). We also assume that 
the average policy condition entry is 5 bytes (i.e., 
5 bytes is required to represent an two AD end- 
points and a User Classification). Consequently, 
for equation (4), the length of a PTentVy is 11 bytes. 
The graph shows that even using encoding, the 
size of the database becomes enormous. It achieves 
2*10E10 Mbytes at 5,000 transits, and 1.6*10Ell 
Mbytes at 10,000 transits. 

Figure 3 shows that when an average number 
of policies per transit AD is considered, the mem- 
ory requirements become considerably smaller (see 
equation (3)). 
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Figure 2: Pessimistic- Case Equation ( 4 ) .  Different 
policy condition for each stub AD pair. Variation 
of M R  (in MBytes) with the number of transits, 
with and without encoding. Other parameters and 
values: 10% of the total number of  ADS are tran- 
sit ADS; number of neighbors (equal to the number 
of VGs): 95, 10, 10 for backbones, regionals and 
hybrids, respectively; PT,,t, = 11 bytes. 
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This graph shows the influence of the number 
of policy conditions supported by each transit AD, 
and of the internet configuration (number of tran- 
sits). The AD connectivity (number of neighbors) 
was kept constant at 95, 10, and 10 neighbors for 
backbones, regionals and hybrids, respectively. As 
expected, MR increases with the number of policy 
conditions, and the number of transits. As an ex- 
ample, for 5,000 transits (50,000 stub ADS), and an 
average of 10 policy term entries with 3 policy con- 
ditions per entry (and 5 bytes per policy condition 
entry) for each transit AD, MR ig approximately 
2.4 MBytes. For the same number of transits and 
an average of 100 policy term entries, MR increases 
by an order of magnitude to 24 Mbytes. These 
numbers do not use encoding of PTs. 

Figure 4( a) expresses the same variation BS Fig- 
ure 3, except that PT encoding is used (see equa- 
tions (3) and (5)). Figure 4(b) represents the map- 
ping database size in terms of P C O ~ A D  (see equa- 
tion (6)). 

Total connectivity database size for the case 
with encoding must therefore add together values 
from these two graphs. Comparing the results with 
the non-encoded case, the shape of the curves re- 
main the same. For 5,000 transit ADS and 10 pol- 
icy term entries, and an average P c o ~ ~ J , , ~  = 3, 
Pcondentv = Fjbytes, and PcondAD = 10, the ap- 
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Figure 3: Avemge-Case Results. Variation of MR 
(in KBytes) with the avemge number of policy term 
entries per AD, for different numbers of transits. 
Other parameters and cdues: 10% of the total 
number of ADS are transits; 1% and 5% of tran- 
sits are backbones and hybrids, respectively; num- 
ber of VGs (equal to the number of neighbors) are: 
95, 10, 10 for backbones, regionah, and hybrids, re- 
spectively; average Pc0nd-3.~~ = 3 and Pcondentry = 
5bytes. 

nuerago Number o r  rollcy T o m  Enttlms por RO 

proximate connectivity database size is 2.5 MBytes. 

Figure 5 shows the variation of the connectivity 
database size as the size of a policy condition entry 
increases. For Pcondc,,trl = lobytes, P T s  = 20, 
and P c o n d s ~ ~  = 20,  C D B  = 5Mbytes; ifencod- 
ing is not used, CDB = 6.2Mbytes. 

However, the real d ran tage  of P T  encoding 
becomes evident when distribution of dynamic up- 
dates is considered. Dynamic updates do not carry 
mapping information and are distributed more fre- 
quently than the configuration updates; the latter 
incur the mapping overhead associated with PT en- 
coding. Therefore the size of the most frequently 
distributed information is reduced using PT encod- 
ing. 

In Figure 6, MR is presented as a function of 
the percentage transits for different number of ADs 
(equations (3) and ( 5 ) ) .  

As the percentage of transits increases, MR also 
increases. For example, if the future global internet 
has between 5 and 10% transit ADS, MR will be less 
than 3 Mbytes (for 50,000 ADS and 10 policy term 
entries of the size a s s u m e d  above, and including the 
mapping database with p C O n d 3 ~ ~  = 20). 
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Figure 4: Average-Cae Analysis using Encoding 
of PTs. (a) Variation of MR (in KBytes) with the 
avemge number of policy term entries per AD, for 
different numbers of transit ADS. (b) Variation of 
MR (in KBytes) for mapping database with the av- 
emge number of policy conditions defined per AD, 
for diflerent numbers of tmnsit  ADS. Other pa- 
mmeters and values: 10% tmnsit ADS; l% and 
5% of transits are backbones and hybrids, respec- 
tively; number of VGs (equal to the number of 
neighbors) an?: 95, 10, 10 for backbones, region&, 
and hybrids, respectively; average PcondsIet = 3 
and Pcondat, = 5bytes. 

In Figure 7, the effects of policy filtering are an- 
alyzed. We present MB as a function of the number 
of policies, since it is the parameter directly affected 
by the optimizations. In this case an AD does not 
bother storing information that it can not use, i.e., 
policy terms that exclude it  as an endpoint AD. 

Policy filtering constrains the variation of MR 
as a function of the nnmber of policies, since i t  
reduces the number of policy conditions, i.e., the 
patameter, Pcond, in equation (7) is multiplied 
by G%. For example, if G is 50% and PTs = 
10, MR is 2.0 Mbytes when P ~ o n d , , ~  = 3 and 
PcondsAD = 10 (inchding the filtered mapping 

- 
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Figure 5: Average-Case Analysis with PT Encod- 
ing. (a) Variation of MR (in KBytes) with the size 
of an average policy condition entry and the number 
of policy conditions per AD. (b) Variation of MR 
( in  KBytes) for mapping database with the size of 
an average policy condition entry and the number of 
policy conditions per AD. Parameters and values: 
1% and 5% of transits are backbones and hybrids; 
average Pconds,,~ = 3 and Pcondentv = Sbytes in 
the mapping and 2 bytes in the update itself. 

database). Therefore, when 50% of the policy con- 
ditions are endpoint specific, filtering can result in 
a 20% savings in storage. 

In Figure 8, we illustrate the number of update 
distribution packets handled by each PG in the in- 
ternet as a function of the update frequency and 
the average number of PGs per AD. 

For example, assume there are 5,000 transit ADS, 
updates are generated once a day, each PG is con- 
nected to 5 PGs in other ADS, and each AD has 
an average of 10 PGs. In this case, there are an 
average of 5,000 updates sent per day. Each PG 
will receive at most one copy of each update from 
each of the PGs to which it is connected in neigh- 
boring ADS ( 5  in this example). In the worst case 
each PG also receives one copy of the udpate from 
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Figure 6: Avemge-Case Analysis with P T  Encod- 
ing. Variation of MR (in KBytes) with the percent- 
age of tmnsit ADS for different numbers of ADS. 
Pammeters and values: 1% and 5% of transits 
are backbones and hybrids; 10 policy t e m  entries 
per AD; average Pconds,,t = 3 and Pcondentv = 
5bytes in the mapping and 2 bytes in the update 
itself. 

each of the other PGs in its own AD (9 in this 
example). Therefore, in this pessimistic example, 
each PG would see at most 14 duplicates of each 
new update-averaging to 50 per minute or less than 
1 per second. The worst case aggregate intra-AD 
link bandwidth consumed using these assumptions 
is 3 Kbytes per second, assuming that on average, 
P T s  = 10 and PT,,t, = 40bytes. 

4 Discussion 

According to our model, for an internet of 5,000 
transit ADS (and 50,000 stub ADS), and an average 
of 10 policy term entries per AD, global information 
will occupy approximately 2.5 Mbytes of storage in 
the route server. Since the route server need not 
be co-located with policy gateways, this require- 
ment is not necessarily prohibitive. However, the 
connectivity database size predicted by the model 
is quite large in terms of computing routes over 
this database, and distributing updates to maintain 
the database. Thus particular attention is needed 
to develop efficient route computation and update 
distribution techniques. To conclude, we discuss 
briefly some possible methods of addressing these 
scaling issues. 

One possibility is to introduce additional level(s) 
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Figure 7: Avemge-Case Results ( in  KBytes) with 
PT Encoding, and Policy Filtering. (a) Variation 
of MR with the number of policy conditions per  AD, 
for different percentages of G (G% of the policy 
conditions are assumed to be applicable to all stub 
ADS). (b) Variation of MR for mapping database, 
for different percentages of G. Pammeters and val- 
ues: 5,000 transits; 1% and 5% oftransits are back- 
bones and hybrids, respectively; number of VGs per 
AD: 95, 10, 10 for backbones, regionah, and hy- 
brids, respectively; IO policy term entries per AD; 
average Pconds,,~ = 3 and Pcondentv = 5bytes in 
the mapping and 2 bytes in the update itself. 

of hierarchy in the internet configuration so that in- 
formation distributed globally across the entire in- 
ternet is at  an even higher level of abstraction (Le., 
AD groups). However, we are at risk of losing the 
benefits of IDPR flexibility if ADS are grouped to- 
gether. IDPR is a very expressive protocol for rep- 
resenting policy when the units of abstraction 
(e.g., ADS or AD groups) reflect policy. In other 
words, a transit policy expressed for a unit must 
reflect the transit policy of all constituent compo- 
nents. And, a source-specific policy applied to a 
unit, must apply to all components of that unit. 
Therefore, if, for example the ADS that make up 
some AD-group, X, do not have similar policies 
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Figure 8: Update distribution overhead per PG (in 
number of update packets per minute), for different 
numbers of transit ADS. Parameters and values: 
1% and 5% of transits are backbones and hybrids, 
respectively; number of VGs per AD: 95, 10, 10 for 
backbones, regionals, and hybrids, respectively; 10 
policy t e m  entries per AD; average Pconds,,t = 
3 and Peondent, = 5bytes in the mapping and 2 
bytes in the update itself. 

with respect to ADS outside of X, or if other AD 
groups do not have the same policy with respect 
to all the ADS within X, then the expressiveness 
of the IDPR architecture is compromised. Conse- 
quently, we conclude that the highest level of ab- 
straction that should be applied globally is the 
AD. Some like minded ADS may find it effective 
to group themselves, and the IDPR architecture 
does not preclude this. However, we can not as- 
sume this approach will be applicable to the gen- 
eral problem of scaling. A possible alternative is to 
use AD level abstraction and IDPR among ADS 
within large regions (e.g., the U.S.), and to in- 
tegrate across these regions with coarser grained 
policy and an inter-AD protocol such LUI BGP or 
coarse-grained IDPR.[11,1]." This approach war- 
rants further study. 

Even if we maintain a flat AD space with re- 
spect to route computation, it is desirable to avoid 
global distribution of routing updates. In other 
words, the configured topology and policy database 
may be distributed globally, but dynamic status in- 
formation may be distributed on a selective basis. 
One approach is to use a hop count to limit the 
propagation of flooded updates. This would be ef- 

~ 
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"This approach was suggested by Dave Oran of Digital 
Equipment Corporation at a meeting to discuss alternatives 
for inter-AD routing in the Internet, M.I.T., June 1990. 

fective in keeping those ADS that are nearby (in 
terms of hops) up to date. 

However, AD communication is unlikely to ex- 
hibit strict geographic (or internet hop based) lo- 
cality. Therefore, ADS might want more up to date 
status information about ADS that are many hops 
away simply because they use those transit ADS 
frequently.12 In this case it is worth exploring com- 
munity mechanisms that support efficient distribu- 
tion of updates to logical communities. It might be 
possible to exploit multicast service to support such 
a mechanism. This is another subject for further 
study. 

Finally, the model makes clear that the over- 
head of this approach is influenced significantly by 
the type of policies that ADS express. Therefore, it 
is essential that we develop tools for network man- 
agers to use in creating and evaluating the appro- 
priateness and overhead associated with their poli- 
cies. 
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